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Introduction

Predictive Process Monitoring (PPM) is an area of increas-
ing interest within the field of process mining [1]. PPM tech-
niques aim to forecast the future characteristics of ongoing 
process executions by exploiting events recorded in infor-
mation systems to anticipate process behavior. Typically, 
these techniques map the prediction problem into sequence 
classification by first training a classifier using prefixes of 
historical traces labeled with the prediction target, then 
using the trained model in an online inference phase to pre-
dict and assess upcoming instances.

Various predictive approaches address different aspects 
of future process states, including the next activity to be 
executed [2–4], the remaining time to completion [5–7], the 
compliance with rules [8, 9], and indicator values such as 
the remaining cost  [10–12]. Although the remaining time 
prediction has received substantial attention, compliance 
prediction remains understudied [13].

However, existing PPM approaches suffer from three 
critical limitations that hinder their applicability in real-
world scenarios:
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Abstract
Extracting knowledge from business process logs to prevent violations of business rules can protect companies from major 
losses. Most of the existing approaches toward this goal focus on compliance verification with respect to a target business 
model and are purely reactive: they detect violations ex post. The few existing approaches that try to prevent violations 
beforehand require substantial manual intervention, don’t consider fine-grained logs, ordinarily found in real-world busi-
ness scenarios, and are based on memoryless techniques. To fill these gaps, we propose an integrated end-to-end frame-
work to predict business model violations from a stream of low-level event logs. We use a Bidirectional Long-Short-Term 
Memory (BiLSTM) model, integrated with an attention mechanism to capture discriminating features and enable training 
on long sequences. This framework, whose setup requires minimal human intervention, can forecast not only the type but 
also the relative location of the upcoming violations in the event sequence. This information is useful in determining the 
type of countermeasures that need to be taken. We demonstrate the applicability of the framework using a real-life event 
log and achieve a prediction accuracy of 99.74%.

Keywords  Process mining · Predictive models · Attention mechanism · Log-lifting · Business process rule violations · 
BiLSTM networks
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(L1) Granularity mismatch between models and execu-
tion logs. Current approaches assume a one-to-one mapping 
between process-model activities and recorded events, fail-
ing to address the fine-grained, low-level events encoun-
tered in practice. For example, while a process model might 
record a high-level activity such as Approve Invoice, 
real-world systems generate numerous granular events (e.g., 
{Open File, Validate Data, Request Super-
visor Authorisation}) that traditional process min-
ing techniques do not explicitly capture [14].

(L2) Limited temporal context modeling. Most exist-
ing methods rely on memoryless learners such as Decision 
Trees, Random Forests, or simple LSTM architectures, 
which disregard information about process dynamics accu-
mulated from the recent past. For instance, a Random Forest 
may classify an event based on static features (e.g. time-
stamp or user role), but fails to consider temporal dependen-
cies, such as whether the previous three steps followed the 
expected sequence—critical information for anomaly detec-
tion. Moreover, these approaches require considerable man-
ual effort for feature extraction and labeling. Practitioners 
must manually design and test numerous feature combina-
tions, such as temporal aggregations (e.g., event frequency 
over sliding windows) or encoded event sequences (e.g., 
one-hot versus embeddings), through time-consuming trial 
and error that risks omitting critical patterns [15, 16].

(L3) Insufficient violation prediction granularity. Current 
compliance prediction approaches use binary classifiers that 
indicate whether a process will violate or comply with the 
model rules based on the current prefix. However, effective 
countermeasures require more detailed information, specifi-
cally the type and timing of upcoming violations (i.e., their 
location in the event sequence). For example, a “skipping 
activity” violation could indicate resource allocation prob-
lems, as excessive load on system resources often results 
in skipped activities. This prediction capability is increas-
ingly important given the constrained resource allocation 
in modern business process management systems [17–20]. 
Furthermore, knowing the temporal proximity of violations 
(whether imminent or distant in the process) enables more 
timely and targeted interventions.

As to limitation L1, on the one hand prediction models 
cannot operate unless the low-level stream is first segmented 
and lifted to the activity level, on the other hand the useful-
ness of segmentation and log lifting is best assessed through 
their impact on downstream predictive tasks, rather than 
via intrinsic accuracy alone. For this reason, we address the 
problem as a single end-to-end pipeline, in which each stage 
enables and supports the next.

To address these limitations, we propose an end-to-end 
framework for predicting the location and type of upcom-
ing violations in streams of low-level event logs, thereby 

supporting better organizational decision-making. The core 
prediction component is a Bidirectional Long-Short-Term 
Memory (BiLSTM) artificial neural network integrated with 
an attention mechanism. This architecture enables automatic 
learning of long-term dependencies and activity patterns 
in process executions. The BiLSTM processes sequences 
both forward and backward, combining outputs to leverage 
full sequence context, while the attention mechanism auto-
matically captures features with decisive effects on viola-
tion prediction. This approach achieves superior prediction 
accuracy, scalability, and generalization capability across 
diverse application scenarios.

The remainder of the paper is structured as follows. 
“Related Work” section summarizes related work. “Back-
ground and Definitions” section provides preliminary defini-
tions and formalizes the problem statement. “The Proposed 
Framework” section presents the proposed framework. 
“Case Study” section describes the framework implementa-
tion and demonstrates its applicability using a real-life event 
log case study. “Framework Limitations” section discusses 
the limitations of this work. “Conclusion” section concludes 
the paper with final remarks and future research directions.

Related Work

Process mining enables organizations to extract insights 
from event data recorded in information systems, helping 
them to analyze and optimize business processes [21]. How-
ever, raw data often require significant preprocessing before 
they can be mined effectively. This includes cleaning the 
data, adjusting the granularity, and abstracting the events, 
since event logs from different systems (e.g., CRM and 
ERP) often vary in detail and structure. A systematic review 
of the literature has identified 15 key pre-analysis activities, 
including data extraction, generation, enrichment, cleaning, 
formatting, and abstraction [22].

A significant challenge arises with user interaction data, 
which captures detailed actions (e.g., clicks and keystrokes) 
but lacks explicit links to activities at the process level or 
to specific process executions. Transforming these data 
into a format compatible with process mining requires 
tasks to be segmented, categorized, and linked via object 
instances [23]. This is a problem that existing methods often 
attempt to solve using ad hoc approaches that are difficult to 
generalize. An unsupervised approach that combines con-
trol flow, data, and semantic information has shown prom-
ise in converting raw interaction logs into structured event 
data [24]. Additionally, events can be modeled as networks 
or graphs in which the causal relationships between different 
types of event (e.g., sequences or compound interactions) 
reveal systemic patterns. Advanced embedding techniques 
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encode these events as low-dimensional vectors, enabling 
the supervised or unsupervised detection of meaningful pro-
cesses, an approach that has been validated using real-world 
and synthetic datasets [25].

Event abstraction techniques are crucial when deal-
ing with multigranular event logs, since process mining 
assumes uniform data granularity. A taxonomy of existing 
approaches reveals gaps and emerging trends, highlighting 
the need for automated and adaptive preprocessing methods 
to improve the applicability of process mining in real-world 
scenarios [26]. Although research on pre-analysis is evolv-
ing, developments in unsupervised learning methods for 
granularity adjustment and event abstraction are fundamen-
tal to improving the accuracy and applicability of process 
mining [27]. Our paper addresses these challenges by pro-
posing a method for automatically detecting the granularity 
of events using a small set of ground truth examples (“Log 
Segmentation” section), which is then exploited by our vio-
lation prediction model.

Several research works have tackled the challenge 
of monitoring event logs against different model con-
straints  [28–32]. However, these works predominantly 
adopt a reactive approach—detecting violations ex-post, 
i.e., after their occurrence—rather than predicting them 
ex-ante in order to prevent them. Although conformance 
checking provides valuable information on past deviations, 
it lacks the ability to anticipate potential violations before 
they materialize. The problem of predicting such violations 
has received comparatively limited attention until recent 
years.

Early work on predictive monitoring has mainly employed 
traditional machine learning methods, such as decision trees 
and random forests. For example, Maggi et al. proposed a 
framework that uses decision tree learning to predict viola-
tions of business rules formalized in linear temporal logic 
(LTL)  [8]. Based on this, Di Francescomarino et al.  [33] 
introduced a hyperparameter optimization procedure and 
used clustering techniques to group traces based on control 
flow features. Classification models (Decision Tree or Ran-
dom Forest) are trained per cluster, and during execution, 
an ongoing trace is matched to a cluster for prediction. Con-
forti et al. [34] also adopt a decision-tree-based approach to 
support the reduction of process violations, while Suriadi et 
al. [35] integrate additional contextual information, such as 
delays and resource workloads, to perform root cause analy-
sis and predict overtime faults.

Although these contributions laid the groundwork for 
predictive monitoring, significant advances in process min-
ing and machine learning have transformed the landscape. 
Deep learning models, particularly those based on long-
short-term memory (LSTM) and other recurrent architec-
tures, have become commonplace due to their ability to 

identify long-term dependencies in event sequences and 
process detailed high-dimensional event logs  [36]. These 
techniques have demonstrated high predictive accuracy in 
various fields, including healthcare, logistics, and manu-
facturing. Some applications have reported accuracy rates 
of up to 99.8%  [37]. For this reason, we decided to rely 
on a BiLSTM architecture in our work (“Predictive Model 
Learning” section).

Despite progress in predictive process monitoring, sev-
eral critical limitations persist. Many models emphasize pre-
dictive accuracy, often at the cost of interpretability, which 
constrains their practical value for decision-making  [38]. 
While most approaches focus on predicting whether viola-
tions will occur, relatively few address the location of vio-
lations within process executions—an aspect that has been 
recognized as crucial for effective intervention  [39]. Fur-
thermore, although several systems are capable of detecting 
deviations from expected behavior, they typically provide 
limited information about violation types or their underlying 
causes. Recent research increasingly emphasizes the impor-
tance of explainability in predictive process monitoring, as 
interpretable predictions are essential for building trust and 
enabling actionable insights [40, 41]. Additionally, studies 
underscore the necessity of memory-aware architectures 
and hybrid approaches that integrate conformance check-
ing with predictive analytics [42]; however, fully integrated 
solutions that combine these capabilities remain scarce.

Unlike other methods that rely heavily on manual event 
abstraction stages and struggle to provide explanations, 
our approach automatically learns complex patterns while 
maintaining interpretability through attention mechanisms. 
By combining violation prediction (type and location) 
with explainability, we enable real-time decision-making 
in dynamic business environments. Although deep learn-
ing is well-established in PPM, our key advancement lies 
in unifying process awareness, fine-grained violation pre-
diction, explainability, and proactive capabilities within a 
single end-to-end framework (“Predictive Model Results” 
section).

Background and Definitions

In this section we summarize the background needed to 
understand the components of our framework. We first 
introduce standard notions from process mining (event 
logs, traces, events, and activities). We then provide a brief 
overview of LSTM and BiLSTM networks, whose internal 
mechanisms (e.g., memory cell operations and gating func-
tions) are used later in “Predictive Model Learning” section.
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one element at a time while maintaining a hidden state that 
summarizes the past. Standard RNNs, however, suffer from 
vanishing or exploding gradients, which limits their ability 
to capture long-term dependencies.

Long Short-Term Memory (LSTM)

LSTM networks [44] introduce a memory cell regulated by 
input, forget, and output gates, enabling the model to pre-
serve information over long time horizons.

Bidirectional LSTM (BiLSTM)

In many applications, the interpretation of an element in the 
sequence depends not only on its past but also on its future 
context. BiLSTM layers address this by combining a for-
ward LSTM that processes the sequence from 1 → T  with 
a backward LSTM that processes it from T → 1. The hid-
den representation at position t is: ht = [

−→
ht ⊕

←−
ht ],, which 

results in richer contextual encoding.

Attention Mechanisms

Attention mechanisms [45] allow the network to focus on 
the most informative parts of a sequence. Given the BiL-
STM hidden states {ht}, attention computes:

ut = tanh(Whht + bh), αt = softmax(w⊤
a ut),

where αt are normalised importance weights. The sequence 
representation is then produced as a weighted sum:

c =
∑

t

αtht.

Together, BiLSTM and attention provide strong modelling 
capacity for complex temporal patterns, making them well-
suited for predictive process monitoring. The operation of 
the overall cell is schematized in Fig. 1.

The Proposed Framework

Figure 2 provides an overview of the proposed framework. 
The process consists of three main phases: log-segmenta-
tion, log-lifting, and predictive model learning, followed by 
an inferential phase, in which the trained model is used for 
online prediction prediction.

In summary, (A) a segmentation algorithm takes in input 
the event stream and locates the segment separators in a 
real-time flow of low-level events, where each segment 

Process Mining Concepts

Definition 1  (Logs, Traces, Events). In process min-
ing, the execution of processes is reflected by event 
logs. Typically, an event log L contains multiple traces: 
L = (trace1, trace2, trace3, ...trace|L|). Each trace contains 
a sequence of low-level events: trace = (e1, e2, ..., e|trace|)

Definition 2  (Low-level event). The eXtensible Event 
Stream (XES) [23] defines a standard for recording infor-
mation system’s events. An event in the log is typically 
defined by the tuple e = (n, c, r, s, t), consisting of an 
event n, in a case c, using the resource r, having a status 
s ∈ {start, complete}, at time-stamp t. Additional attri-
butes for events can be included, such as location, origina-
tor, price, etc.

Definition 3  (Prefix and suffix). The prefix of a trace con-
sists of the events of the sequence up to some special 
point. Most often, it represents the sequence of events 
executed so far, or those known. The corresponding suf-
fix represents the remainder of the sequence. Most often, 
it represents the sequence of events not yet executed, 
those that have to be predicted, or whose global features 
have to be predicted. A prefix of length l can be written as: 
prefix = (e1, e2, ..., el), where l < |trace|, and the corre-
sponding suffix as suffix = (el+1, . . . , e|trace|).

Definition 4  (High-level activity). A high-level activity A is 
an abstract representation of a task as it appears in the pro-
cess model. It usually has a human understandable meaning.

In real business scenarios, event logs record low-level 
events that do not directly map to the high-level activities 
seen in the process model. In fact, events in the log are finer-
grained than the activities of process models and their types 
are related to activities through an n to m relationship [43]: 
a high-level activity typically consists of multiple types 
of low-level events; whereas, one type of low-level event 
might appear into multiple high-level activities (different 
instances of the same type). For example, a low-level event 
send an email can be part of two high-level activi-
ties: notify the request’s outcome and file a 
complaint. At the same time, high-level activity  noti-
fies the outcome of the request might contain 
multiple low-level events, such as send an email and 
make a phone call.

LSTM, BiLSTM, and Attention

Recurrent Neural Networks (RNN) are widely used for 
modeling sequential data, as they process input sequences 
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Log Segmentation

In the beginning, the flow of low-level events undergoes 
a segmentation process [46]. Each output segment repre-
sents an event sequence that contains a number of low-level 
events and represents an estimated high-level activity.

Rationale of the Approach

The segmentation algorithm is based on a maximum likeli-
hood approach. This segmentation task is similar to a text 
decoding problem, in which one has to guess where to add 
a space symbol to break a sequence of non-space symbols 
so as to obtain a sequence of words separated from one 
another. In the case of process logs, the break could cor-
respond to a pause within a working session, marking the 
end of an activity (this case could also be identified based 
on pauses between time-stamped events).

The most representative sequences can be captured, 
using a technique described in [47], from the  primary path 
of each high-level activity automaton: a prime path is a 
simple path that is not a subpath of any other simple path. 

corresponds to an unknown high-level activity that is yet to 
be discovered; (B) a supervised or semi-supervised Machine 
Learning algorithm performs the log-lifting, i.e. classifies/
maps the event segments into their corresponding high-
level activities (C) then a deep-learning model is trained 
to predict violations in the process execution: the output of 
the predictive model is the relative location and type of the 
upcoming violations; (D) eventually, the learned model is 
used on previously unseen data for prediction. Hereafter we 
describe in detail the first three phases.

Although each component of the pipeline—event seg-
mentation, log lifting, and violation prediction—could 
in principle be studied in isolation, their practical value 
emerges only when combined. The segmentation and lift-
ing phases are designed not only to produce high-level logs 
but to ensure that the predictive model receives input that 
retains the temporal and semantic structure necessary for 
accurate violation forecasting. Thus, the overall contribu-
tion lies in the integrated pipeline rather than in the indi-
vidual components.

Fig. 2  The proposed framework 

Fig. 1  Schema of an LSTM memory cell (left) and corresponding 
recurrence relations (right). In the equations, σ(·) denotes the logistic 
sigmoid activation function, and tanh(·) is the hyperbolic tangent. The 
symbol “ ” indicates matrix–vector multiplication after concatenating 
the previous hidden state ht−1 and the current input xt. The symbol “∗
” denotes the element-wise (Hadamard) product between vectors of the 

same dimension. The input (i) and output (o) gates are used to control 
the extent to which the information flows into the memory cell and the 
information used to compute the output, respectively. The forget gate 
(f) can modify the self-recurrent connection to allow the memory cell 
to remember or forget its previous state
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The output of this segmentation phase is a sequence of 
words representing high-level activities, which, however, 
are still unlabeled.

Method Description and an Illustrative Example

We use a simple example to demonstrate the steps of the 
segmentation algorithm. Assume the ground truth seg-
mented list is the following: {{A}, {BC}, {BCD}, {XY}, 
{XYZ}, {YZ}}, and the sequence of events to be segmented 
is: {ABCDAXYZ}. The segmentation steps are as follows: 
1) construct the digram count matrix C; 2) estimate the tran-
sition probability matrix M; 3) compute the likelihood of the 
sequence; 4) run a moving window scan over the sequence 
and insert candidate separators within the window, accept-
ing those that bring a likelihood increase; 5) repeat the pre-
vious step until the likelihood convergence.

1.	 (Digram-count matrix) The algorithm loops over the 
digrams in the segmented list, recording the number 
of times each event digram occurs in it. Each value in 
the digram matrix represents the absolute frequency of 
occurrence of the corresponding event digram.

	● The digram matrix for this illustrative example is 
shown in Fig. 3.

2.	 (Empirical probability matrix) Calculate the relative 
frequency of each digram by dividing its observed 
count by the sum of its row counts. This can be taken as 
an estimate of the conditional probability Pr(ei+1|ei) 
of a symbol following a given one. For convenience in 
notation, we denote this quantity by M(ei, ei+1).

	● (Padding) A very small value should be added to all 
the 0-valued cells, corresponding to the unobserved 
combinations (that a priori are considered possible, 
but that might have been not observed just due to 
low statistics), except to the transition from sepa-
rator to separator (which is 0 by construction). To 
this end we scaled each observed count by a fac-
tor 100 and replace zeros with a small pseudo-count 
equal to 1, obtaining a scaled and padded matrix 
Sij = max (100 · Cij , 1) then obtained M by 
row-wise normalization: Mij = Sij/

∑
k Sik. The 

resulting empirical transition probability matrix M 
for our example is shown in Fig. 4.

3.	 (Starting likelihood) For a given sequence of events, 
compute its log-likelihood: For a flow with n events 
{e1, e2, ..., en} and a digram matrix M, the log-likeli-
hood L of the flow is: 

Since organizations’ activities are often repetitive, the seg-
mented list is typically relatively small. The likelihood of 
the different candidate segmentations is computed based 
on a segmented list: this is a relatively small set of ground 
truth examples annotated by the data owner with the correct 
separation between one activity and the next. In our case 
study, this set consists of 58 manually validated prime-path 
examples for a process with 29 high-level activities and 
approximately 250,000 total segments, i.e., less than 0.03% 
of the entire log. Empirically, we observe that 1–3 prime 
paths per activity are typically sufficient, amounting to well 
below 0.1% of the data.

The segmented list allows for running a standard n-gram 
based maximum likelihood decoding. The process can be 
illustrated using digrams. Counting digrams one creates a 
prefix-suffix table with one letter prefix and one letter suffix. 
This provides an estimate of the conditional probabilities of 
a suffix given a prefix. Thanks to this, one can compute the 
likelihood of any candidate decoding sequence as a prod-
uct of the probabilities of each of the involved digrams (or 
equivalently, as the sum of their logs). Standard optimiza-
tion techniques allow us to search for the optimal decoding, 
which maximizes the likelihood. Satisfactory decoding can 
also be accepted to limit the run time of the procedure. This 
approach can be used with any n-gram model of a language 
and has been used in biology for DNA segmentation (where 
the alphabet consists of the four bases) and for protein 
sequencing (where the alphabet consists of the 20 amino 
acids) and in computational linguistics (the base units here 
are in some cases letters, in other cases words) [48].

For setting up an n-gram model one has to decide which 
length n to use: using a too short n-gram runs the risk of 
missing some important correlation information, whereas 
using a too long n-gram produces sparse frequency matri-
ces, which estimate the likelihoods poorly. In the absence 
of prior knowledge, a reasonable empirical choice consists 
of using the median segment length in the ground truth seg-
mented list (also the mode or the value closest to the mean 
can be adopted).

C - A B C D X Y Z

- 0 1 2 0 0 2 1 0

A 1 0 0 0 0 0 0 0

B 0 0 0 2 0 0 0 0

C 1 0 0 0 1 0 0 0

D 1 0 0 0 0 0 0 0

X 0 0 0 0 0 0 2 0

Y 1 0 0 0 0 0 0 2

Z 2 0 0 0 0 0 0 0

Fig. 3  Digram count matrix C of the example discussed in the text
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 After this operation one has to look for the placement of 
another separator. If an improvement is not observed, one 
can shift the window and redo this step. The step has to be 
repeated until the end of the flow is reached.

5.	 (Iteration until convergence) After the first pass repeat 
the procedure, scanning the flow, but instead of insert-
ing new separators, randomly change the location of 
existing separators until (complete or approximate) 
convergence of the log-likelihood. The output of the 
segmentation is the final location of the separators 
resulting.

	● The outoput of our example is: {A - B C D - A - X Y Z }.

Log-Lifting

Each segment issued by segmentation corresponds to an 
activity: which is not known at this point of the process. The 
purpose of the log-lifting phase is to map each segment to an 
activity among those possible in the process.

For this purpose, we propose the two-phase approach 
illustrated in Fig. 6, consisting of a clustering-based label-
ing, which provides the data for training a classifier, then 
used for log-lifting. This log-lifting component builds upon 
our previous work presented in [46], where the method 
was introduced and evaluated as a standalone technique. 
In the present article, we reuse and adapt that approach as 
a module of our end-to-end framework, and we assess its 
effectiveness through its impact on the downstream viola-
tion-prediction task.

Manual labeling is time-consuming and sometimes even 
unfeasible. However, by using clustering, one can create 
groups of segments, then choose a few representatives from 
each cluster and manually label those representatives, an 
operation which requires only a minimal effort from the side 
of a human domain expert. After these steps, all samples can 
be automatically labeled using the same label as their corre-
sponding cluster. It is important to note that the ground-truth 
activity labels used in our case study are available only for 
experimental evaluation. In real-world settings, such labels 
are not provided, which is precisely why a clustering-based 
labeling phase is needed to support log lifting.

log L =
∑

log M(ei, ei+1)� (1)

	● The computation for our example is illustrated in 
Fig. 5, the result is 

log2 L(−ABCDAXY Z) =
∑

t

log2 M(et, et+1) ≈ −24.6 bits.

4.	 (Separators insertion) Scan the flow with a small-sized 
moving window and for each position of the window 
insert a separator in a candidate location within the win-
dow, chosen at random. Then, assess whether this inser-
tion determines an improvement in segmentation by 
recalculating the flow log-likelihood L. If the improve-
ment is confirmed, fix the separator at that candidate 
position of the flow.

	● For our example and a window of length ∆ = 4 
covering the subsequence BCDA, there are 3 can-
didate separator positions: after B, after C and after 
D. In this setting we can replace random separator 
positioning by exhaustive examination; the value 
of the overall log-likelihoods in the three options 
are −41.3361, −33.8374, and −20.5690; thus we 
choose to set the separator after D, because it is the 
highest, and because it improves over the initial log-
likelihood value.

Fig. 5  Computation of the log-likelihood for the sequence 
” − ABCDAXY Z”

 

M - A B C D X Y Z

- 0.0000 0.1658 0.3317 0.0017 0.0017 0.3317 0.1658 0.0017

A 0.9346 0.0093 0.0093 0.0093 0.0093 0.0093 0.0093 0.0093

B 0.0048 0.0048 0.0048 0.9662 0.0048 0.0048 0.0048 0.0048

C 0.4854 0.0049 0.0049 0.0049 0.4854 0.0049 0.0049 0.0049

D 0.9346 0.0093 0.0093 0.0093 0.0093 0.0093 0.0093 0.0093

X 0.0048 0.0048 0.0048 0.0048 0.0048 0.0048 0.9662 0.0048

Y 0.3268 0.0033 0.0033 0.0033 0.0033 0.0033 0.0033 0.6536

Z 0.9662 0.0048 0.0048 0.0048 0.0048 0.0048 0.0048 0.0048

Fig. 4  Empirical frequency matrix 
M obtained from the matrix C of 
Fig. 3 (padded with small values in 
place of the zeroes), acting as esti-
mate of transition probability from 
one letter to the next. The symbol 
"-" denotes the separator
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Training such a model requires a substantial number of 
labeled examples with and without violations, where the 
positions of the violations are precisely identified. Figure 7 
shows an overview of the conformance checking tech-
nique integrated with our log segmentation and log-lifting 
approaches. Our approach employs a Declare-based con-
formance checking technique  [28, 49], which enables the 
precise identification of violation points within process exe-
cutions. First, the conformance rules are extracted from the 
underlying business process model expressed in the Busi-
ness Process Modeling and Notation (BPMN) language and 
formalized as Declare constraints. These declarative rules 
specify requirements, prohibitions, and temporal dependen-
cies that must be satisfied during process execution  [50]. 
The generated declare constraints are then used to check 
the compliance of the lifted high-level activity sequences 
against the specified rules. The conformance checker’s out-
put provides the exact types and positions, i.e., indices, of 
violations in each trace. This enables fine-grained labeling 
of training data. The Declare-based approach has several 
advantages. It supports multiple constraint types, includ-
ing existence, choice, response, precedence, and temporal 
constraints. It allows for flexible rule specification with-
out requiring complete process models. It can pinpoint the 

Subsequently, the labeled examples are used to train a 
machine learning classifier. The classifier learns the map-
ping between low-level event sequences and high-level 
activities. Later, it can be used to map a new set of unla-
beled low-level sequences of events to the corresponding 
high-level activities.

The output of this two-phase log-lifting procedure is a 
high-level activity log, which can be used to analyze the 
business process under several perspectives.

Predictive Model Learning

The high-level activity sequence, generated in the log-lift-
ing phase, provides the training set for the predictive model 
that aims to predict future violations.

Label Generation

As mentioned above, our predictive model employs a BiL-
STM with an attention mechanism, configured as a mul-
ticlass learner. Each output class represents the relative 
position of upcoming violations with respect to the current 
prefix.

Fig. 7  Conformance checker

 

Fig. 6  Log-lifting model
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Attention-Based BiLSTM Model

After log segmentation and log lifting, each trace prefix is 
represented as a sequence of high-level activities. These 
sequences form the input to our predictive model, whose 
goal is to estimate the relative location and the type of the 
next violation.

Input representation. Each activity is encoded using 
one-hot vectors over the alphabet of high-level activities 
extracted during log lifting. A fixed-size prefix window of 
length w is applied to each trace, and the model receives one 
activity per time step.

Model architecture. The predictive component, schema-
tized in Fig. 8, consists of:

	● an embedding layer that projects one-hot activity vec-
tors into a dense representation of dimension d;

	● a Bidirectional LSTM layer with h hidden units per 
direction;

	● an attention layer that computes a weighted combination 
of hidden states, emphasizing the most informative parts 
of the prefix;

	● a fully connected output layer with softmax activation, 
predicting either the relative position of the next vio-
lation or its type.Training. The model is trained using 
cross-entropy loss and the Adam optimiser (learning 
rate 10−3). Ground-truth labels are automatically gener-
ated by the Declare-based conformance checker (“Pre-
dictive Model Learning” section), which identifies both 
the violation type and its position relative to the current 
prefix window.

This architecture is specifically tailored to the predictive task 
defined in our pipeline: it leverages the temporal dynamics 
of lifted traces while offering interpretability through atten-
tion weights, which highlight the segments of the prefix 
most influential for predicting upcoming violations.

Case Study

In this section, we validate the performance of the proposed 
framework using a case study. The experimental results are 
compared with the state-of-the-art machine learning algo-
rithms, including different variants of LSTM.

Evaluation Metrics

In order to validate our proposed framework, several per-
formance metrics have been used. In this paper, we focus 
on three main evaluation metrics: accuracy, earliness, and 
execution time. The accuracy of the model is the ratio of 

precise event at which each violation occurs, which is a criti-
cal capability for training location-aware predictive models.

We analyze the traces using a fixed-size prefix window. 
To encode the ground-truth labels, we use the offset index of 
the next violation relative to a given prefix, normalized by 
the prefix window size. Specifically, for a given prefix win-
dow size, the label indicates how many windows after the 
prefix window the violation occurs. There are several cases: 
traces with no violations in the remainder of the sequence 
(label 0); violations in the first window after the prefix win-
dow (label 1); violations in the second window after the pre-
fix window (label 2); and so on. When multiple violations 
occur in a trace, we classify based on the window containing 
the first violation.

Regarding the possible types of violation, the classes we 
identified are the following: 

S	 Skipped: an activity was performed even though a pre-
condition was not satisfied (i.e., the precondition was 
skipped).

P	 Prohibited: an activity was carried out even though a 
prohibiting condition had occurred.

T	 Temporal violation: an activity violated its predefined 
time constraints.

U	 User violation: an action was not performed by the 
authorized user.

D	 Duplicate activity: an activity intended to be executed 
once was performed multiple times.

K	 Unknown task: an activity is present in the execution 
log but not defined in the process model.

Fig. 8  Structure of the Att-BiLSTM based predictive model

 

SN Computer Science

Page 9 of 18    250 



SN Computer Science           (2026) 7:250 

Dataset Augmentation

Since the medical training log used is already expressed in 
terms of high-level activities, we artificially generated low-
level event sequences associated with each activity, in order 
to test the end-to-end framework. To do this, we follow the 
steps of the medical low-level events that are performed 
in each of the underlying high-level activities following 
the model indicated in [54]: we associated a probabilistic 
automaton with each high-level activity, then we generated 
a low-level sequence by running the automaton with respect 
to its transition probabilities.

One way to form the needed segmented list is to use the 
concept of prime paths for each high-level activity automa-
ton. A prime path is a simple path that is not a sub-path of 
any other simple path. As such, prime paths represent the 
most representative sequences for each high-level activity.

For example, Fig. 10 shows the probabilistic automaton 
for the identification of high-level activity  compres-
sion. This automaton has two prime paths: {choose 
compression option, scan body area, check 
probe orientation, compress vein, con-
firm vein patency, confirm identification}, 
and {choose compression option, scan body 
area, check probe orientation, compress 
vein, verify thrombus, report thrombus, 
confirm identification}.

We generate the prime paths from each activity autom-
aton to form the segmented list. The resulting segmented 
list in this experiment contains 58 prime paths/sequences, 
where each sequence contains a series of low-level events.

Seen as a whole these form an un-segmented log, to be 
used as input to the segmentation, clustering, labeling pro-
cedure, whose output provides the training set for the BiL-
STM model.

correctly classified instances divided by the total number of 
instances. Earliness indicates how early the approach can 
predict the upcoming violation. It is defined by the ratio 
between the prefix length in which the classifier can accu-
rately predict violation and the size of the longest trace in 
the test set [51]. Earliness ranges between 0 and 1, and low 
values of earliness indicate early predictions. Execution 
time is the time it takes to run the model. Measures the CPU 
time in seconds needed to predict a violation in an online 
scenario; it is obviously machine-dependent, but it is indica-
tive of the model complexity.

Dataset Preparation

As a case study, we used a real-life log1 from a conformance 
check challenge (CCC.2019) [52] and related to a medical 
training process. Log activities have the following features: 
User, Time, Date, Stage, and Case_Id. The log con-
tains 29 different types of high-level activities. The dataset, 
which initially consisted only of high-level activities, was 
expanded by simulation and augmented by the addition of 
low-level events.

Dataset Expansion

Both the BPMN model (Fig. 9) and the Petri nets related 
to the use case were provided by the data owner. To obtain 
better testing and evaluation of the proposed framework, the 
data set was extended by simulating the Petri net provided 
using a specific plug-in of the ProM application [53] (the 
plug-in “Perform a simple simulation of a (stochastic) Petri 
net”). Violations were also added to the simulated part using 
the “Add noise to log filter” ProM plug-in. The size of the 
extended log is 250,000 samples.

1  Dataset DOI:10.4121/uuid:c923af09-ce93-44c3-ace0-
c5508cf103ad.

Fig. 9  CCC.2019 BPMN model
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remaining (100, 000 sequences) for testing. In the follow-
ing, we describe the results of each stage.

Clustering-Based Labeling

In this case study, we deal with discrete features with a 
finite set of values. Therefore, we used the clustering algo-
rithm k-medoids, a member of the k-means clustering algo-
rithms family, whose aim is to minimize the distance of the 
points within a group from the centroid of that cluster [60]. 
k-medoids doesn’t require the points to be represented in an 
Euclidean space and it can be used to cluster data with cat-
egorical attributes. The output of k-medoids on a collection 
of sequences U is a labeling of the sequences by the cluster 
identifier (i.e., a labeled dataset L). Using k-medoids, simi-
lar low-level events were grouped into 29 different clusters 
(k=29), where each cluster represents a high-level activity.

To evaluate the accuracy of k-medoids, we compared the 
labels obtained from clustering with the ground-truth labels. 
The number of incorrectly clustered samples is only 1, 000 
of 150, 000 samples. Hence, the resulted clustering accu-
racy is 99.33%.

After clustering, we reduced each cluster based on the 
similarity of objects to the centroids, using a variant of the sil-
houette method (SBBS), illustrated in [46], aimed at remov-
ing potentially ambiguous segments (the silouette method 
drops the elements that are as close to a cluster centroid as to 
another cluster centroid), thus producing a reduced data set 
L∗, suitable for use by a supervised algorithm. The number 
of the removed ambiguous sequences was 7,  485; hence, 
the size of the filtered data set was 142, 515 sequences. The 
resulting number of incorrectly clustered sequences after 
applying the SBBS method was 540. Thus, the accuracy 
was increased to 99.62%.

Machine Learning-Based Classification

After preparing the training set via the previous cluster-
ing-based labeling algorithm, a Random Forest classi-
fier has been trained to classify event segments into the 

Log Segmentation Results

An excerpt of the flow of low-level events is the following: 
{ {choose anatomy option} {scan body area}, 
{check probe orientation}, {identify anat-
omy}, {locate artery}, {locate vein}, {con-
firm identification}, {choose compression 
option}, {scan body area}, {check probe ori-
entation}, {locate vein}, {compress vein}, 
{confirm vein patency}, {confirm identifica-
tion} }.

We ran on the whole flow the segmentation algorithm 
described in the previous section and evaluated its effi-
ciency. The resulting number of mis-segmented sequences 
turned out to be 1,622 out of 250,000 (total number of flow 
segments). Thus, the percent error of the estimated segments 
in relation to the actual amount is 0.65%, which corresponds 
to a segmentation accuracy of 99.35%

Log Lifting Results

After the segmentation phase, each segment contains a num-
ber of low-level events, which correspond to an unknown 
activity. These sequences must be classified in order to 
map each sequence to the corresponding high-level activ-
ity. The (practically unfeasible) complete manual labeling 
is replaced in our approach by a clustering sub-phase, fol-
lowed by the manual labeling of a small number of seed seg-
ments (one per cluster) and by a Machine Learning phase 
where one learns a classifier able to perform the mapping. In 
terms of clustering and classification algorithms, we chose, 
respectively, k-medoids and Random Forest. K-medoids are 
known for their remarkable simplicity, effectiveness, and 
speed; Random Forest is known for its simplicity, effective-
ness, and robustness with respect to label noise [55–59] and 
is also one of the most widely used classifiers in existing 
studies to predict violations.

To this end, the dataset of 250, 000 sequences/segments 
has been split into training and testing sets: 60% of the data, 
(150, 000 sequences) have been used for training, and the 

Fig. 10  Probabilistic automaton for compression identification
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prefixes labeled by the conformance checker. We have set 
the number of training epochs at 100 and the learning rate 
at 0.001.

Violation Relative-Location Prediction

In this work we evaluate the predictive model using accuracy 
as the primary metric, and we also report per-class precision 
and recall through the confusion matrices. Although further 
metrics such as macro-averaged F1-score or balanced accu-
racy may be appropriate in highly imbalanced scenarios, the 
class frequencies generated by our prefix-window construc-
tion are relatively balanced, making accuracy, precision and 
recall suitable and informative measures in this context.

The network has been tested with different window/pre-
fix sizes. Figure 11a shows the performance of the proposed 
framework in terms of accuracy against different window 
sizes. Initially, the prediction accuracy increases as the 
length of the prefix increases. After some point, increasing 
the prefix length does not significantly affect the perfor-
mance. It is worth mentioning that an important increase 
in precision (from 97.1% to 99.7%) has been noticed when 
changing the window size from window 7 to window 8, sug-
gesting that some vital information usually appears in this 
window / prefix length for this process model. The highest 
accuracy achieved in the testing set is 99.7% with window 
size 8. This accuracy is achieved with 30 hidden units in the 
hidden layer. The time taken to train the predictive model 
was 33 seconds; the time taken to test the model was 0.3 
seconds.

corresponding high-level activities. To do this, we con-
structed a random forest, which includes n trees. Each tree is 
trained using random event sequences from the training set 
with replacement. Once the forest is built, each tree votes 
for an activity class: the final activity decision is the class 
with the highest number of votes.

The highest classification accuracy achieved with the 
random forest is 99.67% with n = 100 trees. It is worth 
mentioning that, as expected from the literature, Radom 
Forest was able to maintain a good classification perfor-
mance even in the presence of noisy labels in the training 
set that might be generated by the previous clustering-based 
labeling phase.

Regarding execution time: the time taken to train the 
Random Forest model was 104.96 seconds; the time taken 
to run the model on test data was 53.16 seconds. This was 
achieved using a Java-based program running on a 64-bit 
operating system, a 2.5 GHz processor, Intelcore-i7, and 
16GB RAM.

Predictive Model Results

The output of the log-lifting model provided high-level 
activities to be fed to the predictive model. The predictive 
model predicts upcoming violations (with respect to the 
process model) in high-level activity sequence. To build the 
predictive model, we split the data into a 60% (encompass-
ing 60,000 activities) used for training and 40% (40,000 
activities) for testing. A Bidirectional LSTM network with 
an attention mechanism has been trained using historical 

(a) Attention-Based BiLSTM accuracy vs
window size (b) Comparison between different classifiers

Fig. 11  Model accuracy comparisons
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information is encoded with a smaller prefix size, leading 
to a lower model accuracy than with a larger prefix (that is, 
window size 8).

Figure 13 shows the performance of the framework in 
terms of accuracy when categorizing the examples based on 
the length of the prediction horizon. With a lower number 
of prediction classes, the accuracy is higher. For example, 
with only two prediction classes (that is, violation in the 
next window or no violation), the prediction accuracy is 
very high, reaching 99.8%, as indicated in the numerical 
summary in Fig. 13. With a higher number of classes, the 
accuracy decreases. However, even with a high number of 
alternatives (for example, classes 5, the framework can still 
achieve a considerable accuracy of 87.2%.

We compare the predictive performance of the BiLSTM 
model with the attention mechanism against Random Forest 
and against other LSTM-based models, namely the original 
LSTM and BiLSTM.

Figure 12a shows the confusion matrix for window size 
8, with different output classes (with respect to the rela-
tive location of the violation). The gray column shows the 
percentage of correctly classified samples for each corre-
sponding row, whereas the gray row shows the percentage 
of correctly classified samples for each corresponding col-
umn. The darker gray box at the bottom right shows the total 
percentage (with respect to the whole confusion matrix) and 
represents the total accuracy.

The prediction horizon (i.e., after how many windows the 
predicted event will appear) depends on the window size. 
For example, considering a shorter window size (e.g. size 
4), the possible number of classes amounts to 5 possible 
output classes, as in Fig. 12b: this happens because, with a 
smaller window size, the trace can be segmented into more 
windows before reaching the end of the trace, and hence 
the number of output classes increases (there are more pos-
sible locations for the upcoming violation). However, less 

#classes Accuracy Cardinality
2 99.80% 27467
3 93.51% 39778
4 91.00% 30908
5 87.20% 10382

Fig. 13  Comparison of framework 
accuracy with number of output 
classes. Left: graphical representa-
tion. Right: numerical summary

 

(a) Attention-Based BiLSTM confusion
matrix for window size 8. Average preci-
sion= 99.6%, average recall= 99.6%

(b) Attention-Based BiLSTM confusion
matrix for window size 4. Average preci-
sion= 85.2%, average recall= 85.3%

Fig. 12  Comparison of confusion matrices for different window sizes
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investment in manual annotation. However, we emphasize 
that this effort is substantially smaller than manually label-
ing entire event logs because the segmented list serves as 
seed data for the automatic learning process.

Tradeoff between prediction granularity and accuracy. 
Our experiments reveal an inherent trade-off between the 
granularity of violation location prediction and model 
accuracy. With binary classification (i.e., violation in the 
next window versus no violation), the framework achieves 
99.8% accuracy. However, as the number of prediction 
classes increases to provide finer-grained location informa-
tion, such as five classes that distinguish violations across 
multiple future windows, accuracy decreases to 87.2%. 
These results suggest that practitioners must balance the 
need for precise violation timing with prediction confidence 
and select an appropriate level of granularity based on their 
specific use case requirements.

Algorithmic choices in preprocessing stages. The log-
lifting phase uses specific algorithms—K-Medoids for 
clustering and Random Forest for classification—that were 
chosen for their simplicity, effectiveness, and ability to 
withstand label noise. While these choices were effective 
in our case study, the performance of the overall framework 
may vary with different algorithmic selections. Alterna-
tive approaches, such as deep clustering methods or other 
ensemble classifiers, could improve performance in certain 
domains, but a systematic comparison would be necessary.

Focus on first violation only. When multiple violations 
occur in a single trace, our framework classifies cases based 
on the window containing the first violation. Although this 
design enables effective early warning systems, it may not 
capture the full complexity of traces involving cascading or 
multiple independent violations. A promising direction for 
future work is addressing this limitation by predicting all 
violations and their interdependencies.

Domain-specific validation. We validated our framework 
using a real-world event log from a medical training pro-
cess. Although we applied data augmentation techniques 
to expand the dataset and enhance generalizability, the 
framework’s performance in other business domains with 
substantially different structural characteristics remains to 
be empirically validated. Examples of such characteristics 
include highly unstructured processes, extreme variations 
in event frequency, and complex inter-case dependencies. 
Cross-domain evaluation would bolster confidence in the 
framework’s broad applicability.

Parameter sensitivity. The accuracy of the predictive 
model depends on the size of the prefix window, which 
must be optimized for each specific process. In our case 
study, a window size of 8 yielded optimal results, increas-
ing accuracy from 97.1% to 99.7%. However, determining 
the appropriate window size for new processes may require 

As seen in Fig. 11b, Att-BiLSTM (BiLSTM with atten-
tion) outperforms other classifiers in terms of accuracy. As 
mentioned above, Att-BiLSTM achieved its best accuracy 
of 99.74% with window 8. Random Forest has the lowest 
accuracy and achieved its best accuracy with window 9. 
Thus, Att-BiLSTM is better than the traditional RF classi-
fier in terms of earliness.

It is worth mentioning that for short window sizes (i.e. 
window 4 and window 5) there is a small difference between 
the accuracy of LSTM-based classifiers and Random Forest, 
but after that LSTM-based approaches start to leverage their 
advantages (i.e. better in learning long-term dependencies) 
and outperform Random Forest significantly with longer 
prefix sizes.

Violation Type Prediction

Our approach can also predict the type of violation. As men-
tioned in “The Proposed Framework” section, the confor-
mance checker that we utilized for ground truth labeling can 
also indicate the violation types. In this case study, the con-
formance checker has detected three different types of vio-
lations: duplicated, prohibited, and skipped. Consequently, 
we trained our attention-based BiLSTM framework with 
these labels. The results obtained show that our framework 
can predict the type of upcoming violation with an accuracy 
of 97.1%. Figure 14a shows the confusion matrix in which 
the output classes include possible types of violations.

Since some systems might see a specific type of viola-
tion as more critical than others, below we show the per-
formance of the framework when focusing on one type of 
violation at a time. Figure 14b–d show the confusion matri-
ces when predicting the first location of violation of type 
duplicated, type prohibited, and type skipped, respectively. 
The framework still maintained good performance with 
accuracy between 94.1% to 96.7% for type skipped and type 
duplicated, respectively.

Framework Limitations

Although our framework addresses several critical gaps in 
PPM, the following limitations warrant consideration:

Ground truth availability for segmentation. Our segmen-
tation algorithm requires a “segmented list”, or a small set 
of manually annotated examples of ground truth, to properly 
separate low-level events into high-level activities. While 
we have shown that this list can be relatively small for 
repetitive organizational tasks, creating it still necessitates 
domain knowledge and manual effort. In real-world sce-
narios, process mining practitioners typically do not have 
access to such ground truth data, necessitating an initial 
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Despite its limitations, our framework is a significant 
advance in predictive process monitoring. It addresses the 
fundamental challenges of granularity mismatch, temporal 
context modeling, and fine-grained violation prediction. The 
identified limitations provide directions for future research 
and practical implementation considerations.

experimentation and could benefit from automated hyperpa-
rameter optimization techniques. The optimal window size 
likely depends on process characteristics, such as average 
trace length, temporal dynamics, and violation patterns.

Finally, we note that the effectiveness of the segmenta-
tion and log-lifting phases is intrinsically linked to the qual-
ity of downstream prediction. Evaluating the full pipeline 
therefore provides a more realistic measure of their utility 
than isolated accuracy metrics. This interdependence fur-
ther motivates the unified treatment of the framework as a 
single, end-to-end contribution.

(a) Type prediction. Average precision
97.1%, average recall 97.1%

(b) Type duplicated. Average precision
96.7%, average recall 96.7%

(c) Type prohibited. Average precision
95.1%, average recall 95.1%

(d) Type skipped. Average precision 94.1%,
average recall 94.1%

Fig. 14  Confusion matrices in prediction of location of first violation (different types)
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Conclusion

This paper proposes an end-to-end framework for predict-
ing business model violations from streams of fine-grained 
event logs to systematically address limitations L1–L3. The 
framework comprises three interconnected phases: 

(1)	 Event Segmentation (addressing L1): This phase takes a 
stream of low-level events as input and produces mean-
ingful sequences of low-level events. Each segment 
corresponds to a well-defined model activity that has 
not yet been discovered in the execution log. This phase 
automatically groups fine-grained events into coherent, 
activity-level segments, resolving the granularity mis-
match between execution logs and process models.

(2)	 Log-Lifting (addressing L1): Building upon the seg-
mentation output, this phase uses a log-lifting model 
to map low-level event sequences to their correspond-
ing high-level model activities. This abstraction layer 
allows the framework to work with real-world event 
logs while maintaining alignment with process model 
semantics. Thus, it bridges the gap between fine-grained 
execution data and abstract process representations.

(3)	 Violation Prediction (addressing L2 and L3): This phase 
implements a predictive model based on a bidirectional 
long short-term memory (BiLSTM) with an integrated 
attention mechanism that predicts upcoming business 
model violations. The BiLSTM architecture addresses 
L2 by automatically capturing long-term temporal 
dependencies and process dynamics without manual 
feature engineering. The attention mechanism identi-
fies features critical for violation detection. Further-
more, the model addresses L3 by predicting not only 
whether violations will occur but also their type and 
relative location in the event sequence. This enables the 
implementation of timely and proportionate counter-
measures. For example, knowing that a resource-related 
violation will occur within the next three activities 
enables immediate intervention, whereas a violation 
predicted to occur later in the sequence allows for pro-
active planning.

Experimental results on real-world event logs demonstrate 
that the framework achieves an overall accuracy of 99.74% 
and 97.1% in predicting the relative location and type of 
violations, respectively, confirming its effectiveness in over-
coming the limitations of existing PPM approaches.
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