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Abstract
Overfitting is the excessive adaptation of a machine learning model to its training data and remains a persistent challenge
in biomedical informatics. In supervised learning, models may capture patterns “too well,” failing to generalize to unseen
data and yielding overly optimistic performance estimates. The problem is especially acute in biomedical settings, where
datasets are high-dimensional, heterogeneous, and often of few samples. Numerous strategies have been proposed to mitigate
overfitting in bioinformatics and health informatics. However, even established techniques can produce misleading results if
misapplied, for example through data leakage, excessive hyperparameter tuning, inappropriate preprocessing, or inadequate
validation. To address these pitfalls, we present eleven practical tips for reducing unintentional overfitting in supervised
biomedical machine learning studies. The recommendations stress principled data splitting, domain-informed preprocessing,
controlled model complexity, systematic tuning, comprehensive performance evaluation, and robustness analysis. Rather than
offering an exhaustive treatment, we provide an accessible, practice-oriented guide to support more reliable and reproducible
machine learning research. Although developed for biomedical informatics, these quick tips are broadly applicable across
disciplines using supervised machine learning.
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Abbreviations

AUPRC Areaunder theprecision–recall curve
AUROC Area under the receiver characteris-

tic curve
EHRs Electronic health records
GEO Gene Expression Omnibus
FIt-SNE Fourier transform-accelerated

interpolation-based t-SNE
GO Gene Ontology
GRID General Repository for Interaction

Data Sets
i.i.d Independent and identically dis-

tributed
MAE Mean Absolute Error
MAPE Mean Absolute Percentage Error
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ML Machine learning
MSE Mean Squared Error
PCA Principal component analysis
QC Quality control
R2 Coefficient of determination
RMSE Root Mean Squared Error
SRA Sequence Read Archive
SMAPE Symmetric Mean Absolute Percent-

age Error
SNE Stochastic Neighbor Embedding
TCGA The Cancer Genome Atlas
TCIA The Cancer Imaging Archive
UC Irvine ML Repo University of California Irvine

Machine Learning Repository
UMAP Uniform Manifold Approximation

and Projection
XAI Explaniable artificial intelligence

Introduction

Machine learning (ML) is nowwidely applied in the biomed-
ical sciences for diagnosis, prognosis, biomarker discov-

0123456789().: V,-vol 123

http://crossmark.crossref.org/dialog/?doi=10.1007/s41060-026-01246-y&domain=pdf
http://orcid.org/0000-0001-9655-7142
http://orcid.org/0000-0002-8445-395X


256 Page 2 of 16 International Journal of Data Science and Analytics (2026) 22:256

ery [1], and treatment recommendation [2]. Despite advances
in model capacity and empirical performance, biomedical
machine learning remains highly vulnerable to overfitting [3–
9]. Overfitting arises when a model adapts too closely to
patterns in a finite training sample rather than to the underly-
ing data-generating distribution, producing overly optimistic
performance estimates that fail to generalize.

Overfitting is closely related to practices such as over-
validation [10], data leakage [11], data snooping [12], data
dredging [13], and p-hacking [14]. Although differing in
mechanismand intent, these issues share a commonoutcome:
biased inference that does not replicate independently.

Importantly, overfitting extends beyond predictive accu-
racy. Any quantity estimated from finite data (including
correlations that induce shortcuts [15] or inferred causal rela-
tionships [16]) may be overfitted. Here, however, we focus
on predictive performance, as accuracy-basedmetrics remain
the primary basis formachine learning evaluation in practice.

A distinction can be drawn between intentional [14] and
unintentional [17] overfitting. The former may result from
questionable research practices; the latter more commonly
reflects high model flexibility, high-dimensional feature
spaces, small sample sizes, and implicit researcher degrees
of freedom. This article addresses unintentional overfitting.

Overfitting is particularly concerning because it yields
misleadingly optimistic estimates of future performance. By
contrast, underfitting [18], while suboptimal, is often easier
to detect and correct: The model fails to capture dominant
patterns and performs poorly both during training and at
deployment.

These risks are compounded by distribution shift: tempo-
ral changes, evolving clinical practice, instrumentation dif-
ferences, diagnostic criteria updates, andpopulation shifts [19,
20]. Although handling non-stationarity lies beyond the
scope of this article, we adopt the classical independent and
identically distributed (i.i.d.) assumption underlying most
machine learning methodology. Even under this assumption,
overfitting remains pervasive.

Extensive work has examined overfitting from statisti-
cal, computational, and applied perspectives [5, 21–24],
alongside practical guidance on evaluation and reproducibil-
ity [25–27].

A few of these studies [22–24], in particular, focused on
overfitting, providing general comments and considerations
about this important aspect of machine learning.

The study by R. Roelofs and colleagues [22] presents an
analysis of the overfitting phenomenon across 120 Kaggle
competitions, investigating whether repeated use of a hold-
out test set in supervisedmachine learningpractice can lead to
substantial overfitting. Surprisingly, the authors found almost
no signs of adaptive overfitting across these different classi-
fication tasks, confirming the efficacy of hold-out validation
in supervised computational intelligence.

In a tutorial study, J. Demšar and B. Zupan [23] provide
a practical, hands-on introduction to understanding and rec-
ognizing overfitting in supervised machine learning, aimed
especially at beginners and practitioners who need intuition
beyond theoretical definitions. They present a series of exer-
cises on how to recognize and address overfitting through the
Orange open-source machine learning toolbox.

In their overview, X. Ying [24] provides a concise
overview of overfitting in machine learning, explaining why
it occurs, how it affects model performance, and the common
approaches used to reduce it. The author describes its main
causes (overly complex models with too many parameters,
insufficient training data, noisy or irrelevant features, exces-
sive training iterations, or inappropriate model selection), its
main consequences, methods for detecting it, and potential
solutions.

Although useful and interesting, these articles provide
only a limited number of recommendations on how to address
andmitigate overfitting, with relatively few actionable pieces
of advice. In our article, instead, we provide a set of sim-
ple, targeted, and executable guidelines that can help readers
understand overfitting, recognize it, and handle it efficiently,
especially in the biomedical sciences.

The objective is not to eliminate overfitting (inevitable
in finite-data settings) but to improve its recognition, quan-
tification, and mitigation, thereby supporting more reliable
predictive models and more credible scientific conclusions.
In this study, we implicitly assume that the data consist of
standard i.i.d. elements and that the training and test distribu-
tions are exchangeable, even though this assumption is often
violated in biomedical settings involving temporal cohorts,
multi-site studies, or longitudinal data.

We represent our quick tips in Fig. 1.

Tip 1: reserve a final untouched dataset for
the very end

One of the fundamental principles of supervised machine
learning is the strict independence between training and test
sets: No data used for training should be used for testing, and
vice versa. Despite being widely known, many published
studies still suffer from data leakage [28] or snooping [29].

To mitigate overfitting, an untouched test set must be
defined at the beginning of the project and accessed only
once, at the very end. Model development, including all
modeling decisions and hyperparameter tuning, should rely
exclusively on training and validation data. The held-out
test set must remain strictly isolated to provide an unbiased
estimate of real-world performance. Properly enforcing this
separation improves generalization and helps detect overfit-
ting [17].
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Fig. 1 Representation of our tips to reduce overfitting in supervised machine learning

Violations of this principle can produce misleading con-
clusions. For example,MichaelWainberg and colleagues [30]
highlighted methodological issues in a study [31] evaluating
several supervised learning algorithms on datasets from the
University of California Irvine Machine Learning Reposi-
tory. Similarly, Anton Bushuiev et al. [32] showed that many
studies on protein–protein interactions suffer from leakage
between training and test sets, often evaluating models on
interactions already seen during training. They traced this
problem to indirect transfer of metadata and sequence sim-
ilarity, which contaminated performance estimates. Compa-
rable concerns arise in bioinformatics applications involving
cell types. The predictive performance ofTargetFinder [33], a
tool for enhancer–promoter interaction prediction, was ques-

tioned because its apparent accuracy may have reflected
similarities across cell types rather than true predictive
power [34, 35]. Since enhancer–promoter interactions can
share patterns across cell types [36, 37], insufficient separa-
tion can again introduce leakage.

Althoughmaintaining a fully untouched test set may seem
unconventional in traditional statistical practice, where no
formal training-test split is required, in machine learning
it is essential. Among practical recommendations, this is
arguably the most important.
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Tip 2: distinguish and address biomedical
data-quality problems

Data preprocessing, and data cleaning in particular, is a cor-
nerstone of biomedical machine learning [38–42]. It converts
raw, heterogeneous measurements into analysis-ready data
through quality control, standardization of units and cod-
ing systems, consistency checks, and principled handling of
erroneous or incomplete observations. However, data-quality
problems should not be treated as a single category: Mea-
surement noise, batch effects, outliers, andmissing data arise
through different mechanisms and therefore require different
diagnostic and mitigation strategies.

Measurement noise consists of random or systematic
deviations introduced by instruments, acquisition protocols,
operators, environmental conditions, or biological sampling
variability [43–46]. Noise can reduce signal-to-noise ratio
and obscure reproducible associations, even when individ-
ual observations remainwithin plausible ranges. Appropriate
responses may include instrument calibration, technical
replication, signal filtering, repeated measurements, and
automated quality-control procedures. The chosen method
should reflect whether the noise is approximately random,
heteroscedastic, correlated, or dependent on the measure-
ment process.

Batch effects are structured, non-biological differences
associated with processing dates, reagent lots, sequencing
runs, scanners, laboratories, clinical sites, or other techni-
cal groups [47]. Unlike unstructured measurement noise,
batch effects may systematically separate samples and can
become confounded with outcomes or patient subgroups.
They should be investigated using experimentalmetadata and
exploratory analyses and addressed through balanced study
design, normalization, harmonization, or metadata-informed
adjustment. Batch correction must be applied carefully,
because excessive correction can remove genuine biologi-
cal or population-level variation.

Outliers and anomalies are observations that differ
markedly from the rest of the dataset [48]. They may reflect
data-entry errors, instrument failures, sample contamination,
unusual acquisition conditions, or genuinely rare biological
or clinical events. Outliers should therefore not be removed
solely because they are statistically extreme.They shouldfirst
be examined using robust statistics, anomaly-detectionmeth-
ods, source-data verification, and, where possible, expert
review. Removal or modification is justified only when there
is evidence that an observation is erroneous or incompati-
ble with the intended analysis; otherwise, robust models or
sensitivity analyses may be preferable.

Missing data arise when variables or observations are
unavailable because of study design, censoring, patient
dropout, failed assays, incomplete clinical documentation, or
data-integration limitations [49]. Missingness is not equiv-

alent to noise or an outlier and may itself carry clinical
or operational information. Researchers should examine the
extent, pattern, and likely mechanism of missingness and
state the assumptions underlying their analysis. Possible
strategies include complete-case analysis, explicit missing-
ness indicators, single or multiple imputation, and models
that accommodate incomplete observations [50]. No method
is universally appropriate, particularly when missingness is
related to the outcome or to unobserved patient characteris-
tics.

These problems may interact. For example, a batch-
specific instrument failure may produce both increased noise
andmissing values,while ameasurement errormay appear as
an outlier. Nevertheless, their distinct origins should remain
explicit, because combining them under a single cleaning
procedure can conceal important assumptions and introduce
bias.

Effective preprocessing must integrate domain exper-
tise to preserve biological and clinical validity [51–53].
Plausibility constraints, such as physiological ranges, unit
harmonization, and careful reconciliation of identifiers and
ontologies, can prevent subtle inconsistencies frompropagat-
ing into the model. In genomics and multi-site studies, the
objective is to reduce technical variation without suppress-
ing genuine biological signals or between-sample variability.
Excessive filtering may improve apparent data “tidiness”
while eliminating rare but meaningful subtypes, adverse
events, or mechanistic deviations.

All data-dependent cleaning operations must be estimated
using the training data only and then applied unchanged to
validation and test data. For example, imputation values,
outlier thresholds, normalization parameters, and batch-
adjustment models should be learned within each training
fold. Estimating these quantities from the complete dataset
can introduce information leakage and produce optimisti-
cally biased performance estimates.

Finally, preprocessing should be rigorously documented
to ensure transparency and reproducibility [54, 55]. Reports
should separately describe the identification and treatment
of measurement noise, batch effects, outliers, and missing
data; justify any excluded or modified observations; state
the assumptions underlying each procedure; and report the
exact software versions and parameters used. When feasible,
sharing preprocessing scripts, metadata schemas, exclusion
logs, and quality-control summaries creates an audit trail for
replication and critical evaluation.

Tip 3: use controlled, domain-informed data
augmentation

Data augmentation [56] expands the effective training set
by transforming existing samples or generating synthetic
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ones. When designed using biological, clinical, or techni-
cal knowledge, augmentation can reduce overfitting, improve
robustness, and enhance generalization by exposing models
to plausible sources of variation without requiring additional
data collection. Controlled, domain-informed augmentation
is therefore particularly valuable in biomedical applica-
tions, where datasets are often small, costly to acquire, or
insufficiently representative of the variability encountered in
practice.

Effective augmentation should encode plausible invari-
ances or variations in the underlying data-generating process.
For images, commonly used operations include rotations,
translations, scaling, cropping, flipping, and intensity pertur-
bations; for tabular data, approaches may include carefully
calibrated noise injection or synthetic over-sampling [56].
When these transformations preserve the target label and
clinically relevant structures, they encourage models to learn
deployment-relevant features rather than incidental charac-
teristics of the training set.

Biomedical imaging provides several examples in which
controlled augmentation can be beneficial [57]. Moderate
geometric or intensity transformations may reproduce realis-
tic variability associated with patient positioning, illumina-
tion, image reconstruction, scanner settings, or acquisition
protocols. The appropriateness of a transformation never-
theless depends on the task: A rotation or reflection that is
reasonable for one anatomical structure may be clinically
implausible or may change the interpretation of another.
Augmentation policies should therefore be selected with ref-
erence to anatomy, acquisition procedures, and the intended
clinical use.

Domain-informed augmentation can also be useful in
genomics and other molecular data. For example, pertur-
bations may model realistic variation in sequencing depth,
measurement noise, dropout, batch-related effects, or mod-
erate expression fluctuations [58]. Sequence-based augmen-
tationmay likewise incorporate transformations that preserve
known functional or structural properties. Such approaches
can improve robustness when the assumed transformations
are supported by biological knowledge and do not erase sig-
nals associated with the prediction target.

Generative modeling further extends augmentation by
synthesizing samples that approximate the observed data
distribution [59, 60]. These methods can generate novel
instances or interpolations and may be particularly useful
for rare conditions, under-represented subgroups, or settings
in which data acquisition is expensive. Generative augmen-
tation may thus broaden coverage of relevant biological and
technical variability, provided that the generated samples are
sufficiently realistic, diverse, and consistent with established
clinical or biological constraints.

The benefits of augmentation are not automatic. Poorly
chosen transformations can distort genuine biological sig-

nals, alter target semantics, or introduce implausible arti-
facts [51, 52]. They may consequently produce models
that perform well on augmented data but fail to generalize
or learn misleading associations. Augmentation parameters
should therefore be treated as modeling choices that require
empirical and domain-specific justification rather than as uni-
versally valid preprocessing defaults.

Particular care is required for data derived from electronic
health records (EHRs). If an EHR dataset disproportion-
ately represents a particular population, a conventional
augmentation or synthetic-data procedure may reproduce or
amplify that imbalance [61]. Synthetic data generated from
biased source data may consequently perpetuate healthcare
disparities in downstream clinical decision-making. How-
ever, carefully designed augmentation may also be used to
improve representation of clinically meaningful and under-
represented groups, provided that this objective is explicitly
defined and that subgroup performance, calibration, and fair-
ness are independently evaluated.

To ensure scientific validity, augmentation policies should
be developed with relevant domain expertise and evalu-
ated against a no-augmentation baseline. Useful controls
include ablation studies, sensitivity analyses over transfor-
mation types andmagnitudes, visual or biological plausibility
checks, subgroup analyses, and validation on non-augmented
and preferably external data. All transformations, parameter
ranges, selection criteria, and validation procedures should
be documented transparently to support reproducibility [54,
55].

Tip 4: engineer biomedically informed fea-
tures and reduce dimensionality

Biomedical feature engineering and dimensionality reduc-
tion are important tools for mitigating overfitting. Fea-
ture engineering transforms raw variables into informative
attributes tailored for supervised machine learning [62].
Typical operations include normalization and scaling, aggre-
gation or combination of variables, categorical encoding, and
feature selection. In biomedical contexts, these transforma-
tions must be guided by domain knowledge to ensure clinical
and biological validity. For example, Ali et al. [63] applied
feature engineering to reduce overfitting in machine learn-
ing models trained on diabetes data from electronic medical
records.

Whendatasets contain extremelyhigh-dimensional inputs,
such as the ∼20,000 genes measured in single-cell RNA-seq
studies [64], dimensionality reduction becomes essential for
noise control and visualization. Methods such as PCA [65],
t-SNE [66] (including FIt-SNE [67] and art-SNE [68]),
UMAP [69], TriMap [70], PaCMAP [71], ForceAtlas [72],
and PHATE [73] project high-dimensional data into lower-
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dimensional spaces while attempting to preserve local and/or
global structure. For instance, layerUMAP [74] used UMAP
to compress deep learning representations of bioinformatics
data, contributing to reduced overfitting.

There is no consensus on which method best preserves
local versus global structure [75], and quantitative metrics
for evaluating embedding quality have only recently been
proposed [76, 77]. Importantly, low-dimensional visualiza-
tions are not equivalent to unsupervised clustering, although
the two are sometimes conflated.

When applied appropriately and in conjunction with
domain expertise, feature engineering and dimensionality
reduction can reduce noise, control model complexity, and
thereby help mitigate overfitting.

Tip5: startwith simple, interpretablemodels,
and increase complexityonlywhennecessary

Unintentional overfitting in biomedical machine learning
rarely results from a single complex model; it more often
reflects the cumulative degrees of freedom introduced through-
out the pipeline - preprocessing, feature engineering, model
selection, hyperparameter tuning, early stopping, ensem-
bling, and thresholding [5]. A practical safeguard is a com-
plexity ladder: startwith the simplest scientifically defensible
baseline and increase complexity only when it provides
stable, reproducible improvements under an unchanged eval-
uation protocol [23, 78].

Model complexity is multi-dimensional [79, 80]: intrin-
sic flexibility (capacity), procedural choices (which may act
as implicit multiple testing [14]), data requirements, and
reproducibility burden. Interpretable baselines (for example,
regularized linear, logistic, or Cox models) anchor expecta-
tions and can expose leakage when “simple” models perform
implausibly well [11]. Additional complexity should be jus-
tified a priori and supported by robust (not marginal) gains.
Predefine model families and search spaces, avoid repeated
reuse of validation data, use nested cross-validation [81]
or a final untouched test set, and report variability across
folds [82].

Pre-trained or foundationmodelsmay reduce labeled-data
needs, but they also introduce the risk of hidden contamina-
tion if related samples, benchmarks, institutions, or proxy
variables were represented during pre-training [11]. Before
using such models in a clinical setting, researchers should
conduct a contamination audit. At minimum, this audit
should ask:

(i) whether the pre-training corpus may overlap with the tar-
get task, cohort, or benchmark;

(ii) whether exact duplicates, near-duplicates, repeatedpatients,
or repeated acquisitions could exist between downstream
and pre-training-related data;

(iii) whether performance persists on temporally separated
and geographically external cohorts;

(iv) whether results remain stable after removing metadata or
potentially identifying shortcut variables;

(v) whether gains remain when compared with simple inter-
pretable baselines under patient-level, site-level, or time-
based splits.

Practical diagnostic tests include duplicate screening, exter-
nal and temporal validation, ablation of metadata and proxy
variables, and sensitivity analyses across alternative splitting
strategies. Sharp performance declines under these checks
should be treated as possible evidence of contamination and
reported transparently.

Of course, we are not suggesting avoiding complex
machine learning models tout court: Sometimes these meth-
ods are the only computational algorithms capable of solving
a specific biomedical task. Examples include radiological
tumor detection and segmentation, medical image segmenta-
tion, and digital pathology and histopathological image anal-
ysis, where convolutional neural networks (CNNs), ResNet,
DenseNet, and other complex deep learning methods are
among the few approaches capable of achieving good results.
Model complexity should be justified by evidence rather than
adopted by habit.

Transparent documentation remains essential for repro-
ducibility and trust [54, 55].

Tip 6: incorporate biological knowledge and
constraints when available

Overfitting in biomedicalmachine learning often ariseswhen
highly flexible models are trained on limited data with weak
or noisy biological guidance. Reliable domain knowledge
should therefore be treated as information that constrains
learning (via priors, penalties, architectures, or mechanis-
tic bounds) thereby reducing effective degrees of freedom,
discouraging shortcut solutions, and improving generaliza-
tion [15, 51, 52].

Such constraints act as informed regularization, shrinking
the hypothesis space and variance [79, 80]. Because incorrect
or context-mismatched knowledge can introduce bias, soft
constraints are generally preferable; hard constraints should
be reserved for physical laws or definitional truths (for exam-
ple, non-negativity or conservation).

Knowledge can be incorporated during preprocessing,
training, or postprocessing, with priority given to constraints
embedded during training [51, 52]. Examples include biolog-
ically informed feature construction (for example, pathway
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scores), structure-aware regularization aligned with known
groups or networks, architectural inductive biases restricting
interactions to curated graphs, mechanistic penalties enforc-
ing physiological consistency, and output-level coherence
constraints for clinically compatible predictions [83, 84].

Constraints must not be derived using outcome labels or
tuned through repeated validation-set interaction [11]. They
should rely on independent knowledge sources, with any
data-driven structure learned strictlywithin training folds and
evaluated on an untouched test set.

Constrainedmodels should be compared to unconstrained
baselines, reporting variability across folds and runs. Nega-
tive controls (for example, randomized pathways) and effects
on calibration, subgroup robustness, and external validity
should be assessed [27]. Transparent documentation of con-
straint sources, versions, implementation (hard versus soft),
and sensitivity analyses is essential [54, 55]. When scientif-
ically adequate, simpler constraints should be preferred.

Hybrid mechanistic and data-driven modeling approaches
can also be valid alternatives to reduce overfitting [85], which
can be combined with the tips presented here [86].

Tip 7: question all default parameters and
settings

The widespread availability of machine learning libraries in
Python, R, and Julia has encouraged a “plug-and-play” habit:
load the data, run the default function, and observe the output.
However, ignoring software settings and hyperparameters
can substantially increase the risk of overfitting [87].

Default hyperparameters and preprocessing choices are
designed for broad applicability, not for the specific char-
acteristics of a given biomedical dataset. Biomedical data
often differ markedly from benchmark datasets and may
require stronger regularization or tighter complexity con-
trol. Defaults can imply weak regularization or excessive
model flexibility, leading to convergence toward overfitted
solutions.

For instance, the default maximum tree depth in Ran-
dom Forests [88] may be unnecessarily large, increasing
overfitting risk [89, 90]. In practice, non-experts often under-
estimate how strongly hyperparameters influence model
behavior and study conclusions.

Other concrete examples of default parameters and hyper-
parameters that can strongly influence machine learning
performance and overfitting risk include: regularization
strength as C hyperparameter in logistic regression and linear
regression and as weight decay in artificial neural networks;
learning rate in gradient boosting and artificial neural net-
works; number of estimators inRandomForests and boosting
algorithms; the C hyperparameter as trade-off between clas-

sification errors and margin width, kernel, and gamma for
Support Vector Machines.

Defaults should not be blindly discarded, but neither
should they be accepted uncritically. Theymust be examined,
understood, and empirically validated through principled
tuning and proper evaluation, selecting values appropriate
for the data and scientific objective.

For model diagnostic, we suggest to test a set of values
for each hyperparameter, and then check the corresponding
learning curves.

Tip8:usemultiple, systematichyperparameter-
tuning strategies

Hyperparameter tuning is a major source of unintentional
overfitting: each additional “knob” effectively introduces
another look at the data. Repeated querying of a validation set
turns model selection into a multiple-testing problem, inflat-
ing reported performance even without explicit leakage [5,
10, 14].

Evaluation schemes should therefore be chosen delib-
erately. Single hold-out validation is simple but high-
variance and split-sensitive [82]. Repeated hold-out and
k-fold cross-validation improve stability, while repeated
k-fold further reduces variance. Leave-one-out maximizes
training size but can be unstable in small, noisy biomed-
ical datasets [91]. Bootstrap methods estimate optimism-
corrected performance and uncertainty, provided the true
sampling unit (for example, patient rather than visit) is
respected [82, 92]. Comparing multiple resampling schemes
on the same pipeline can reveal instability when results
diverge.

No single optimization strategy suffices. Grid search
suits small spaces [82], random search is more effective in
high-dimensional settings [93], andBayesian or othermodel-
based approaches improve sample efficiency [94]. Evolu-
tionary, gradient-based, reinforcement learning, or neural
architecture search methods may be appropriate for complex
landscapes or architectural tuning [95–98]. Selected con-
figurations should perform consistently across resampling
schemes, not only under a single evaluation setup. Adaptive
data analysis strategies—such as capped tuning budgets or
rotating validation splits—can further reduce overfitting to
validation feedback [78, 99].

Finally, evaluation must remain properly nested: All pre-
processing and tuning steps should occur strictly within
training folds (nested cross-validation) or precede a single
evaluation on a final untouched test set [11, 27, 82]. All
explored configurations and performance variability (not just
the best run) should be documented and reported [54, 55].
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Table 1 Metrics to monitor the
gap between training set and test
set

supervised scientific problem best metric other useful metrics

binary classification MCC sensitivity, specificity, precision, NPV

regression analysis R2 SMAPE

These metrics must be monitored both on training set and test set: If the performance on the test set plateaus or
worsens while training performance continues to improve, it signals overfitting. MCC: Matthews correlation
coefficient [100, 101]. NPV: negative predictive value. R2: coefficient of determination [102]. SMAPE: sym-
metric mean absolute percentage error

Tip 9: monitor a diverse set of performance
metrics

Everything that needs to be improvedmust first bemeasured:
Overfitting must be quantified to be mitigated. Relying on a
single metric is insufficient, as each score reflects only one
objective. Using multiple complementary metrics provides a
more reliable and multi-dimensional assessment.

For classification, track training and validation loss, cal-
ibration, and confusion-matrix-derived measures such as
Matthews correlation coefficient (MCC), sensitivity, speci-
ficity, precision, and negative predictive value. For regres-
sion, monitor R2 and SMAPE (Table 1). Assess cohort-
specific performance, robustness to class imbalance, and
variability across folds.Avoid relying solely on the area under
receiver characteristic curve (AUROC), the area under the
precision–recall curve (AUPRC), F1 score, accuracy, MAE,
MAPE,MSE, andRMSE, as they can bemisleading in imbal-
anced biomedical settings: These scores should be used with
caution.

A widening gap between training and validation metrics
is the clearest signal of overfitting. Early stopping (halting
training when validation performance degrades or plateaus)
can serve as a practical safeguard. While some metrics are
useful during training, theymay be inappropriate for final test
evaluation; additional ad hoc indices have been proposed to
quantify overfitting directly. Metrics of model trustworthi-
ness should also be considered.

Everything that needs to be improved must first be mea-
sured:Overfittingmust be quantified to bemitigated. Relying
on a single metric is insufficient, as each score reflects only
one objective [27]. Using multiple complementary metrics
provides a more reliable and multi-dimensional assessment.

Recent work on safe machine learning broadens this prin-
ciple from the monitoring of predictive performance alone
to the quantitative assessment of multiple dimensions of
model risk [103, 104]. In this literature, trustworthiness is
commonly organized around sustainability or robustness,
accuracy, fairness, and explainability. The Rank Gradua-
tion Box, for example, proposes a family of model-agnostic
metrics derived from a common Lorenz- and concordance-
curve framework, allowing these dimensions to be expressed
on comparable scales [105]. The more recent integrated

SAFE-AI framework evaluates model outputs under data
removal, data poisoning, and feature removal to quan-
tify accuracy, security or robustness, and explainability,
respectively, through Rank Graduation Accuracy (RGA),
Rank Graduation Robustness (RGR), and Rank Gradua-
tion Explainability (RGE) measures [106]. Related work has
proposed Wasserstein-distance formulations for comparing
models across the same broad SAFE dimensions, show-
ing thatmulti-dimensional andperturbation-based evaluation
need not depend on a single metric family [107].

This safe-machine-learning perspective is complementary
to our focus on overfitting. Conventional predictive metrics
quantify the training-validation generalization gap, whereas
SAFE metrics evaluate whether model behavior remains
acceptable under predefined perturbations and across sev-
eral dimensions of trustworthiness. In biomedical studies,
both levels should be considered: Task-specific metrics are
needed to evaluate clinical predictive performance, while
perturbation-based metrics can reveal instability, security
vulnerabilities, or excessive dependence on individual fea-
tures.

For classification, track training and validation loss, cal-
ibration, and confusion-matrix-derived measures such as
Matthews correlation coefficient (MCC), sensitivity, speci-
ficity, precision, and negative predictive value [100, 101]. For
regression, monitor R2 and SMAPE [102] (Table 1). Assess
cohort-specific performance, robustness to class imbalance,
and variability across folds, random seeds, clinical sites, and
relevant patient subgroups.

The RGA provides a response-agnostic, rank-based accu-
racy measure that can be applied to binary, ordinal, and
continuous outcomes. However, for binary outcomes, the
RGA coincides with the AUROC [108]. Consequently,
although the RGA facilitates comparison within an inte-
grated SAFE framework, it does not remove the limitations
of relying exclusively on AUROC in imbalanced biomedi-
cal classification. Avoid relying solely on AUROC, the area
under the precision–recall curve (AUPRC), F1 score, accu-
racy, MAE, MAPE, MSE, or RMSE, as these measures
can be misleading when used in isolation [100, 102, 109].
They should instead be interpreted alongside calibration,
confusion-matrix-derivedmeasures, subgroup results, uncer-
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tainty estimates, and, when appropriate, clinically defined
costs or harms.

A widening gap between training and validation metrics
is one of the clearest signals of overfitting. Early stopping,
which halts training when validation performance degrades
or plateaus, can serve as a practical safeguard [110]. While
somemetrics are useful during training, theymay be inappro-
priate for final test evaluation; additional ad hoc indices have
therefore been proposed to quantify overfitting directly [22,
111, 112].

SAFE-style composite scores may be useful for model
comparison, compliance monitoring, and checking whether
pre-specified guardrails are crossed [106]. Nevertheless, the
individual accuracy, robustness, fairness, and explainabil-
ity components, together with their perturbation-response
curves, should also be reported. A single aggregate score
may otherwise conceal an unacceptable weakness in one
safety-relevant dimension. Metrics of model trustworthiness
should therefore complement, rather than replace, detailed
task-specific evaluation [86].

Tip 10: use explainable artificial intelligence
to identify spurious model behavior

Explainable artificial intelligence (XAI) methods can com-
plement conventional performance evaluation by showing
which variables, image regions, or patterns influence a
model’s predictions. In biomedical machine learning, these
methods can help determine whether a model relies on
clinically or biologically meaningful signals rather than on
artifacts, confounders, or dataset-specific correlations.

XAI is particularly relevant to overfitting because a model
may achieve high predictive performance while exploiting
unintended shortcuts. For example, imagingmodelsmay rely
on annotations, image borders, scanner characteristics, or
hospital-specific acquisition patterns rather than on patho-
logical structures. Similarly, models trained on electronic
health records or genomic data may depend on missingness
patterns, administrative variables, batch effects, or technical
features instead of patient physiology or biological mecha-
nisms. Explanation methods have been used to reveal such
“Clever Hans” behavior and shortcut learning.

Explanations can therefore guide targeted diagnostic anal-
yses. Researchers may compare explanations across data
splits, random seeds, patient subgroups, clinical sites, and
external datasets. Suspected shortcuts should be tested
through feature ablation, image occlusion, counterfactual
perturbation, negative controls, or removal of potentially
confounding variables. Large changes in predictions after
modifying a clinically irrelevant feature provide evidence
that the model may have learned a spurious association.

However, XAI methods also have important limitations.
Different methods may produce inconsistent explanations,
and visually plausible saliency maps may not faithfully rep-
resent the fitted model. Moreover, feature importance does
not establish causality, clinical validity, or fairness. Explana-
tions should therefore be interpreted with domain expertise
and treated as diagnostic evidence rather than as proof that a
model is trustworthy.

Explainable artificial intelligence (XAI) methods can
complement conventional performance evaluation by show-
ing which variables, image regions, or patterns influence a
model’s predictions [113]. In biomedical machine learning,
these methods can help determine whether a model relies on
clinically or biologically meaningful signals rather than on
artifacts, confounders, or dataset-specific correlations [114].

XAI is particularly relevant to overfitting because a model
may achieve high predictive performance while exploiting
unintended shortcuts. For example, imagingmodelsmay rely
on annotations, image borders, scanner characteristics, or
hospital-specific acquisition patterns rather than on patho-
logical structures. Similarly, models trained on electronic
health records or genomic data may depend on missingness
patterns, administrative variables, batch effects, or technical
features instead of patient physiology or biological mecha-
nisms. Explanation methods have been used to reveal such
“Clever Hans” behavior and shortcut learning [115, 116].

The safe-machine-learning literature gives XAI an addi-
tional role: explainability is treated as a measurable model-
risk dimension rather than only as a visualization or qualita-
tive interpretation. For example, theShapley-Lorenz approach
combines Shapley attribution with a normalized Lorenz-
based variable-importance criterion [117]. The Rank Grad-
uation Box subsequently places explainability on a scale
that is consistent with its accuracy, fairness, and robust-
nessmeasures [105].Giudici andKolesnikov further evaluate
explainability through controlled feature-removal perturba-
tions and integrate the resulting RGEmeasure with RGA and
RGR in a unified SAFE-AI assessment [106].

These approaches complement, rather than replace, the
diagnostic use of conventional XAI advocated here. Attri-
bution methods can identify the variables or regions that
appear to drive individual predictions, whereas SAFE-style
perturbation analyses quantify how strongly model outputs
change as features are removed and whether a predefined
explainability or robustness guardrail is crossed. Using the
two approaches together can therefore provide both a sub-
stantive explanation of model behavior and a quantitative
stress test of its stability.

Explanations can guide targeted diagnostic analyses.
Researchers may compare explanations across data splits,
random seeds, patient subgroups, clinical sites, model fam-
ilies, and external datasets. The stability of both global
feature rankings and local patient-level explanations should
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be assessed. Suspected shortcuts should be tested through
feature ablation, image occlusion, counterfactual perturba-
tion, negative controls, or removal of potentially confounding
variables. Large changes in predictions after modifying a
clinically irrelevant feature provide evidence that the model
may have learned a spurious association.

Feature-removal analyses must nevertheless be designed
carefully. In biomedical datasets, predictors are often strongly
correlated or constrained by biological, anatomical, or tem-
poral relationships. Removing one feature independently
may generate implausible observations, redistribute impor-
tance among correlated variables, or exaggerate the apparent
dependence of the model on that feature.Whenever possible,
perturbations should therefore be conditional, group-wise, or
constrained by domain knowledge, and their biological or
clinical plausibility should be verified.

XAI and SAFE explainability metrics also have impor-
tant limitations. Different methods may produce inconsistent
explanations, and visually plausible saliency maps may not
faithfully represent the fitted model [118, 119]. Likewise,
a favorable RGE value or integrated SAFE score does not
establish that an explanation is causally valid, clinically
meaningful, fair, or understandable to its intended users. Fea-
ture importance does not establish causality, and explanation
stability does not by itself demonstrate external validity.

Explanations should therefore be interpreted with domain
expertise and treated as diagnostic evidence rather than as
proof that amodel is trustworthy. For safety-relevant biomed-
ical applications, explanation results should be reported
together with predictive performance, calibration, subgroup
analyses, robustness tests, uncertainty estimates, and external
validation.

Tip 11: conduct robustness and sensitivity
analyses and use external validation data

Robustness and sensitivity analyses extend standard vali-
dation by testing whether conclusions remain stable under
reasonable perturbations of data, labels, and modeling
choices. This is especially important in biomedical settings,
where small, noisy, and heterogeneous datasets make single
“best” estimates potentially misleading and prone to hidden
overfitting [5, 10].

At minimum, robustness should assess variability across
key uncertainty sources. Alternative data splits involve
repeating partitions with different random seeds and struc-
tured holdouts (for example, patient-, site-, or time-based
splits) to probe cohort sensitivity [120]. Preprocessing
choices (normalization, batch correction, imputation, out-
lier handling) should be varied, ensuring all steps are fit
strictly within training folds to avoid leakage [11]. Input
perturbations (such as noise injection, simulated missing-

ness, or calibration shifts) should cause gradual rather than
catastrophic degradation [121, 122]. Label definitions and
endpoints, particularly in EHR studies, should be tested for
sensitivity to coding or time-window choices [123]. Finally,
modeling decisions should be stress-tested through ablations,
threshold variation, alternative class weighting, and reason-
able hyperparameter ranges [124].

Robust models exhibit consistent rankings, bounded per-
formance changes, stable calibration, and limited decision
instability across perturbations. Results should be reported
as distributions rather than single values, with subgroup-
specific analyses when feasible [27]. Whenever possible,
include at least one external dataset, as external validation
often reveals artifacts undetected by internal resampling [19].

Using external datasets for validation is actually one of
the most effective ways to identify overfitting and to test
the generalization skills of a supervised machine learning
model [29]. Public datasets can be be easily found on inter-
net repositories: Gene Expression Omnibus (GEO), Array-
Express, Sequence Read Archive (SRA), and the Cancer
Genome Atlas (TCGA) for bioinformatics data, the Can-
cer Imaging Archive (TCIA) for medical images, PhysioNet
for physiological signals, and Figshare, Zenodo, Kaggle,
Hugging Face, and University of California Irvine Machine
Learning Repository (UC IrvineMLRepo) for any data type.
Public datasets can also be retrieved through Google Dataset
Search, or found on specific data initiatives and reposito-
ries [125].

Obtaining good results on an external validation cohort,
in fact, can prove the model works well not only on the orig-
inal dataset, suggesting it could perform efficiently on other
datasets too.

This approach helps identify models that have learned
dataset-specific patterns, biases, or noise rather than gen-
eralizable relationships. In biomedical applications, where
data distributions can vary substantially across hospitals and
patient populations, external validation is particularly impor-
tant to ensure model robustness, reliability, and potential
clinical applicability.

In a computational biology example, R. Kustra and
A. Zagdanski [126] used a data fusion strategy to perform
clustering on microarray gene expression data and subse-
quently assigned the discovered clusters to Gene Ontology
annotations (GO) [127, 128]. To validate their findings,
instead of using another microarray dataset, they leveraged
an external database of protein–protein interactions: theGen-
eral Repository for Interaction Data Sets (GRID) [129]. This
approach allowed the authors to confirm their results in an
independent database, thereby strengthening the robustness
of their scientific claims.

Robustness analyses should be pre-specified and treated as
diagnostic (not optimization) procedures, with all outcomes
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transparently reported to avoid overfitting to the robustness
suite itself [78, 99].

Discussion

Unintentional overfitting in biomedical machine learning
rarely arises from a single mistake; more often, it reflects
the accumulation of small but consequential decisions across
the full analytical pipeline. Common pitfalls include inade-
quate separation between development and evaluation data,
preprocessing steps fit on the full dataset rather than within
training folds, augmentation or feature manipulation without
biomedical justification, unnecessary increases in pipeline
complexity, uncritical reliance on software defaults, exces-
sive hyperparameter tuning, selective emphasis on favorable
metrics, and insufficient robustness analysis.

From a practical perspective, each stage of the work-
flow should be treated as a potential source of overfitting.
Data splits must respect the true sampling structure and the
final test set should remain untouched. Preprocessing, feature
engineering, and dimensionality reductionmust be estimated
strictly within training data. Augmentation and biologically
informed constraints should be used only when scientifi-
cally defensible. Addedmodel or pipeline complexity should
be justified by stable gains over simple baselines. Default
settings should be checked critically, and hyperparameter
tuning should remain limited, systematic, and nested within
resampling. Evaluation should rely on multiple complemen-
tary metrics, and results should be supported by sensitivity
analyses, subgroup analyses, and whenever possible external
validation.

Overall, these pitfalls show that overfitting should be
regarded as a property of the whole study design rather than
of the finalmodel alone. Transparent reporting,methodologi-
cal restraint, and robustness-oriented evaluation are therefore
essential for credible biomedical machine learning research.

Since overfitting is specific to each individual dataset and
the overall algorithm setup, no dedicated software pack-
age exists to reduce it to date. However, several tutorials
and online guides are available for Python [130] and for
R [131–135], and they can be useful for beginners and novice
computational researchers.

Conclusion

As Pedro Domingos noted, overfitting is the “bugbear” of
supervisedmachine learning [136]. Despite its central impor-
tance, it remains frequently underestimated—particularly in
biomedical research, where high dimensionality, small sam-
ple sizes, and heterogeneous data amplify its impact.

Many methodological tools can mitigate overfitting, but
they are effective only when applied with clear awareness of
the risks they address. In this article, we presented eleven
practical recommendations to help researchers recognize,
quantify, and reduce unintentional overfitting in super-
vised biomedical machine learning studies. These quick tips
emphasize principled data splitting, biomedically informed
preprocessing, controlled model complexity, careful hyper-
parameter tuning, comprehensive performance evaluation,
and structured robustness analyses (Fig. 1).

These recommendations aim to mitigate (not eliminate)
overfitting. No universal solution exists, especially in finite-
data settingswhere somedegree of overfitting is unavoidable.
Progress therefore depends on methodological rigor, trans-
parency, and critical self-evaluation throughout the analytical
pipeline.

Although developed primarily for biomedical informat-
ics and less experienced practitioners, these guidelines are
equally relevant for experts and broadly applicable across
disciplines using supervised machine learning.Wider aware-
ness and consistent adoption can foster more reliablemodels,
more reproducible results, and more credible scientific con-
clusions.
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