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Abstract

For years, the Russian authoritarian regime has been seeking to expand its surveillance capacity and collect information on the
whole population. The arrival of digital services has made it possible to collect vast amounts of data on their users. Since digital
services are frequently designed to assist with various mundane tasks, state-affiliated individuals can also use them, sharing a range
of personal data. In Russia, a legal framework has been developed to oblige private digital companies to share collected data with
investigative and intelligence agencies. Simultaneously, the collected data, including data on the powerful, may not be adequately
protected and, therefore, can be hacked and leaked, thus facilitating sousveillance. This paradox is at the centre of this study, which
explores it via the example of the Yandex.Eda, a food delivery service, leak and its use by investigative journalism. This paper,
drawing on the concepts of authoritarian surveillance assemblage and mundane surveillance, portrays how authoritarian regimes,
through the means of law, engage private digital services in the mundane surveillance of the population. Additionally, the paper
draws on the concepts of sousveillance and assemblage of resistance to explore how data leaks from mundane digital services
collaborating with authoritarian regimes can stimulate investigation into state actors’ corruption through the work of leaktivism and
investigative journalism. The paper shows that although high-profile political actors did not appear in the leak, people closely related
to them, along with some lower-ranking special services agents, did. This paper argues that precisely because the app has a mundane
nature and sharing personal data with it facilitates its use, these actors left some pieces of their personal information there. In turn,
this data sharing has contributed to sousveillance over them.

Introduction

In 2016, two federal bills, commonly referred to as the Yarovaya package, were passed in Russia and have
been in effect since January 1, 2018. They amended legislation regulating counterterrorism and public safety
measures. Among the measures, the package obliges private companies included in the registry of organisers
of information dissemination (OIDs) to compulsorily retain some data on their clients and, upon request,
share it with investigation and intelligence agencies (Maréchal 2017). Specifically, OIDs are responsible for
retaining data on the transmission of messages by users and storing the content (text, photo, and audio) of
these messages. The legislation broadly defines an OID as any internet resource designed “to receive,
transmit, deliver and/or process electronic messages from Internet users.” This allows the inclusion of not
only social networks, messengers, or dating services but also digital services with bilateral user-
administrator communication (reviews, comments, etc.), including online shopping services, taxi apps, and
others, in the registry of OIDs.

While the package grants the state greater surveillance capabilities over its citizens by giving it access to
the information collected by OIDs, the protection of these data is often weak, given the volume of the data
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to be retained and the expenses related to retaining and protecting the data borne by the services. After the
Russian invasion of Ukraine in 2022, the data have become even more vulnerable due to the activity of
Ukrainian and pro-Ukrainian hackers. Thus, in 2022, the number of data leaks from Russian private
companies and state agencies increased by fifty percent (from forty-one in 2021 to sixty in 2022) (Net
Freedoms Project 2022).

One of the leaks that occurred after the start of the war is at the centre of this paper, as the data were leaked
from a food delivery platform, Yandex.Eda, included in the registry of OIDs. The leaked data were
published in an open-access format, fostering surveillance for entertainment on the food ordering habits of
friends, family members, and celebrities. Besides that, and more pertinent to the study, investigative
journalists used the information from the leak to provide additional evidence in their materials on Russian
state and pro-state actors’ corruption and wrongdoings.

Therefore, the leak can be understood as creating a paradoxical situation. On one hand, initially, the data
were collected through the service for marketing purposes, and after the inclusion of the app in the OID
registry, they were used to extend state surveillance and improve the work of the authoritarian surveillant
assemblage (ASA). On the other hand, given the nature of data collection on such a routine and mundane
activity as food delivery, which is also apparently used by state-affiliated individuals, investigative
journalists leveraged sousveillance over the state, thereby facilitating the work of the resistance assemblage.

Therefore, the aim of this paper is twofold. Firstly, it aims to investigate the mundane dimension of ASA.
Thus, the article will focus on the case of Russia by considering how the state seeks to leverage mundane
surveillance by involving private digital services in the work of the ASA to increase data collection on the
population. Secondly, it aims to analyse how this mundane dimension of ASA may be used for the purposes
of the assemblage of resistance. In particular, this paper will focus on the roles of leaktivism and
investigative journalism in sousveillance. The former contributes to the resistance by publishing the
information initially collected by the states and corporations, while the latter repurposes the leaked data as
a source in their investigations into cases of power abuse and misuse.

Theoretical Background: Authoritarian Surveillant Assemblage, Mundane Surveillance,
and Leaktivism

Surveillance studies has been comprehending the role of surveillance systems, especially against the
backdrop of technological development and a consequent increase in the number of surveillance
technologies and actors. The model of surveillant assemblage provides a vantage point for analysing “the
convergence of once discrete surveillance systems” (Haggerty and Ericson 2000: 605) and the increasing
diversification of and collaboration among surveillance actors and tools. However, the model suggested by
Haggerty and Ericson (2000) focuses on decentralised and uncoordinated forms of surveillance, which may
not be sufficient to explain the use of surveillance in authoritarian regimes where surveillance is mainly
used to control and maintain power. To address this issue, some authors have developed the concept of the
authoritarian surveillant assemblage (ASA), which emphasises the hierarchical command of the state over
the surveillance systems (Topak 2019). According to Topak (2019), who applied Mann’s (1984) definition
of authoritarian power, authoritarian states can use infrastructural and despotic powers to facilitate the work
of the ASA. Thus, while the former enables the state to gather data about the population through pervasive
and interconnected surveillance mechanisms and tools, the latter allows the state to coordinate surveillance
systems and tools without oversight from civil society. So, the harmony of ASA “is not a random outcome;
instead, it is determined by the authoritarian state” (Topak 2019: 467).

Although the concept of ASA underlines the state’s central role in coordinating surveillance systems, it does

not imply the exclusion of other actors from it. Thus, ASA includes private enterprises, transnational
corporations, media, surveillance users, and others (Akbari 2021). So, ASA is the outcome of diverse
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surveillance systems continuously expanding their reach with new laws, technologies, and actors and
forming new connections for increased control. ASA has a hierarchical structure, with the government
positioned at the top and dissident actors occupying the lowest levels, while various pro-state actors occupy
intermediate positions (Akbari and Gabdulhakov 2019; Topak 2019).

Authoritarianism studies also highlights how the development of digital technologies capable of collecting
information on a large scale facilitates the surveillance and, consequently, repression capabilities of
authoritarian regimes (Feldstein 2019). These technologies can help such regimes overcome the vertical
information problem, that is, not knowing the population’s true thoughts and sentiments, since, nowadays,
authoritarian governments can access and analyse massive amounts of digital data (Gobel 2013; Xu 2021).
Authoritarian regimes also rely on digital surveillance to target domestic opposition activity by monitoring
local activists and opposing politicians, identifying demonstrators, controlling access to information, and
taking other actions. Furthermore, authoritarian regimes seek to shape digital communications networks to
increase their surveillance capabilities (MacKinnon 2011: 34). At the same time, digital technologies can
also empower dissident activists. However, research provides evidence that the technologies strengthen
authoritarian regimes more than they can be used to facilitate resistance (Red and Weidmann 2015).

The increasing involvement of digital surveillance systems in ASA could also be considered from the point
of view of mundane surveillance. Surveillance studies scholars show that private monitoring infrastructures
have already become an indispensable part of the daily lives of many (Andrejevic 2019). The research has
pointed out that an increasing number of aspects of our routine activities depend on digital technologies,
creating comprehensive records of our activities, communications, and purchases, making it difficult to
identify not “appified” (Morris and Murray 2018) aspects of life (Andrejevic 2019; Andrew, Baker, and
Huang 2023). Additionally, media and cultural studies scholars have emphasised how digital and mobile
technologies have rapidly become part of mundane life (Baym 2015; Hartmann 2013), frequently described
as “mundane software” (Morris and Elkins 2015: 63). Mundane refers to both their design for unremarkable
daily tasks and the level of their integration into daily routines (Clark and Lupton 2023). Lupton (2019)
further suggests that apps and users become entangled in “productive assemblages” with capacities for
creating new relationships, efficiencies, subjectivities, meanings, and practices.

The mundane nature, as well as the design, of digital apps for services such as ride-hailing or food delivery
also encourages users to share sensitive information, including their names, home and work addresses, bank
card details, and other personal details, to facilitate their use. Furthermore, sharing this information with
such apps can also be attributed to the implication that communication is limited between the person placing
an order, the service provider, and the frontline workers. As a result, this information sharing and the data
collected on orders have rendered “ordinary everyday lives increasingly transparent to large organisations”
(Lyon 2014: 4).

Commercial companies, including those providing digital services, record daily routine activities; however,
the Snowden leaks highlight a general convergence of commercial and state technologies, showing that state
intelligence agencies can use data collected for marketing purposes (Greenwald 2014). ! Thus, surveillance
assemblages, including authoritarian ones, rely on commercial surveillance systems to collect data from
digital platforms, which provide mundane services such as entertainment, work, or commerce. Collecting
such a vast amount of information on people’s routines can enable an authoritarian regime to, for example,
track dissidents and oppositional leaders more efficiently by accessing information on their routines.

I For example, the Snowden leaks showed that the information collected and stored by US internet giants like
Facebook, Google, and Apple were available to the United States National Security Agency via the PRISM
programme.
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At the same time, the literature still needs to contemplate the fact that state officials, their relatives, and
other people affiliated with the state can also use these mundane services; therefore, data are collected on
them as well. So, in the case of a data leak from a mundane digital service, it may expose some information
on the routines of not only ordinary individuals and dissidents but also state-affiliated actors. In an
authoritarian context, this information can facilitate the work of assemblages of resistance by increasing
sousveillance over people associated with the government and exposing corruption by providing additional
evidence that, for example, a state official actually lives in a luxurious apartment they cannot afford on their
official income. In this way, leaked data collected within commercial surveillance or ASA can actually
contribute to assemblages of resistance, primarily through the work of leaktivists and investigative
journalists capable of working with large datasets and cross-referencing them with other information
sources.

Leaktivism is central to rendering public the information collected by the state. The literature defines
leaktivism as a movement aiming to expose corruption and crimes and enhance government accountability
through leaks. White (2016) coined the term “leaktivism” to refer to the use of the internet to obtain, leak,
and disseminate confidential information to expose wrongdoing and increase transparency. Coleman (2017)
suggests calling such leaks public interest hacks. In authoritarian regimes where government transparency
is minimal, public interest hacks may refer not only to leaks on internal affairs within secret services but
also to leaks on the daily activities and routines of state officials, thus exposing various wrongdoings—
which can range from hidden and intricate schemes for money laundering to their (frequently luxurious)
lifestyles.

Investigative journalism has a watchdog function by rigorously reporting on contentious social and political
issues (Mills and Sarikakis 2016; Repnikova 2018). For instance, these issues comprise (but are not limited
to) investigations into state corruption, the abuse of power, national security concerns, and mass surveillance
practices. In turn, leaktivism has significantly shaped the landscape of investigative journalism. On one
hand, data leaks have become a valuable source of information for investigative journalism. On the other
hand, journalists should be proficient in data analysis and able to interpret complex databases (Karatzogianni
2018).

As Haggerty and Ericson (2000) point out, surveillance is becoming rhizomatic, making it possible to
scrutinise those who were previously excluded from being scrutinised. Both leaktivism and investigative
journalism could be seen as contributing to the scrutiny of the powerful. Therefore, these activities could be
considered as one of the ways to facilitate public scrutiny or, in the terminology suggested by Andrejevic
(2019), monitoring of the powerful. Simultaneously, investigative journalism, coupled with leaktivism, can
be viewed as part of resistance assemblages, which consist of multiple tools, actors, and flows. In
authoritarian regimes, despite being limited by the ASA’s hierarchical and coercive nature, resistance
mainly focuses on attacking the state (Topak 2019), which can take the form of exposing state corruption,
mass surveillance, etc.

The concept of sousveillance, defined as the practice of “watching from below,” can inform the study by
facilitating the analysis of the scrutiny of the powerful by those who are usually under surveillance (Mann,
Nolan, and Wellman 2003). As Mann, Nolan, and Wellman (2003) argue, sousveillance empowers
individuals and marginalised groups by allowing them to scrutinise those who typically exert control
through institutionalised surveillance. This reciprocal dynamic shifts the balance of power, enabling
ordinary citizens to challenge large bureaucratic entities and authorities. Examples of sousveillance
techniques include citizen video documentation, watchdog websites, investigative journalism, and diverse
forms of oversight directed at corporations, military organisations, and government institutions.
Consequently, sousveillance not only facilitates the democratisation of surveillance technologies but also
enhances data collection processes by empowering individuals to use these tools against established power
structures.
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Sousveillance serves as a mechanism through which individuals can exert social and political influence,
particularly by challenging and regulating the parameters of institutional surveillance. Nonetheless, it is
important to acknowledge that viewers engaged in sousveillance generally possess less power compared to
the subjects of their observations. This disparity arises from the viewers’ relatively limited social and
political resources (Mann and Ferenbok 2013). For sousveillance to be effective, it must either mobilise a
broad network of numerous participants who contribute with minimal effort and capability or foster smaller
communities of active “sousveillance officers” (Mann and Ferenbok 2013: 32) who engage in more robust
forms of oversight and advocacy.

New digital and social media can reinforce the social and political resources of sousveillance practitioners,
as they can lead to political actions. In particular, these media increase the visibility of sousveillance,
exposing wrongdoing and cases of abuse of power, which may lead to an increase in accountability among
the powerful. However, in contexts where sousveillance is limited and restricted by the powerful, change is
possible due to significant political, ideological, and coercive forces, because just unveiling wrongdoing is
not enough to induce change (Mann and Ferenbok 2013).

In authoritarian regimes, scrutiny over the powerful can lead to further centralisation and more restrictive
measures in response to resistance activities. As Mann and Ferenbok (2013) point out, those who engage in
sousveillance can frequently be targeted by the powerful. For example, some studies show that investigative
journalists may be subjected to increased surveillance by the state, forcing them to adopt various measures
of protection for themselves and their informants (Mills and Sarikakis 2016).

Inclusion of Mundane Surveillance in the Russian ASA

Applying the concept of ASA to the Russian case, it is possible to distinguish a convergence of various
surveillance systems, including a protest and dissident surveillance system, an internet and digital
surveillance system, and a vigilante surveillance system, as described by Gabdulhakov (2020). These
systems do not have fixed boundaries but continuously expand their capabilities, connections, and reach,
seeking to identify and target “risky” individuals. The Russian state, located at the top of the ASA hierarchy,
oversees surveillance development and facilitates it through the work of the legal apparatus, as will be
illustrated by the legislation on the OIDs, the Yarovaya package, and the work of Roskomnadzor [The
Federal Service for Supervision of Communications, Information Technology, and Mass Media]. In the case
of Russia, the legal apparatus is also necessary for involving private actors and digital surveillance systems
in the work of the ASA.

In Russian legislation, the term “organisers of information dissemination” first appeared in 2014 with the
introduction of amendments to §10.1 of Federal Law Ne 149 (Russia 2014). According to the law, an OID
is any natural or legal person who owns a website where user communication is possible. All OIDs working
in Russia should be included in the respective registry. Initially, the registry included social networks and
other popular communication services. Then, Roskomnadzor began to include other services with
commenting opportunities, such as media outlets, game services, file storage services, video hosting
services, dating sites, online shops, sites with feedback (user reviews or comments), and others in the
registry.

The Yarovaya package—the 2018 amendments to counterterrorism and public safety legislation named after
one of their authors, Irina Yarovaya—introduced new requirements for data collection and mandatory
decoding in the telecommunications industry. Now, OIDs are obliged to:

e store information about receiving, delivering, or processing all user messages

(including texts, voice, video messages, etc.) and information about these users. The
storage should be in the territory of the Russian Federation for one year.
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e store the user messages themselves and the attachment files they contain for six
months.

e upon request, provide this information, along with details for decoding electronic
messages (if necessary), to state authorities carrying out operational and
investigative activities, primarily the FSB [The Federal Security Service].

e develop a framework for interacting with the FSB, appoint a person responsible for
this interaction, and install specialised equipment to provide the FSB with remote
2
access.

So, using the legislation, the Russian state has obliged private actors to participate in the Russian ASA,
thereby expanding the repertoire of surveillance tactics and gaining access to the data collected by OIDs.
To further facilitate the work of the Russian ASA, Roskomnadzor has also included various mundane digital
services, such as hotel booking, shopping, and job hunting, in the registry. Although officially, the Yarovaya
package targets criminals and terrorists, the involvement of digital service providers allows the Russian
ASA to collect data on the whole population, including dissidents, opposition, and state-affiliated actors.

As of April 2025, 391 companies are listed in the registry, with 136 (35%) added after the full-scale invasion
of Ukraine in 2022. This adds to a general intensification of the surveillance and repressive apparatuses in
Russia after the beginning of the full-scale war. Besides forcing private companies to participate in the ASA
through inserting them in the OIDs registry, the state has also expanded the use of facial recognition systems
to suppress dissent and perform pre-emptive arrests,> implemented additional social media monitoring to
track the “defamation” of the Russian Army and dissemination of “fake news,” introduced legislation
obliging telecommunication operators to collaborate with the FSB, and extended the lists of “foreign agents”
and terrorists and extremists (Freedom House 2023), among other tactics.

The Yandex.Eda Leak

Yandex is one of the largest technology companies in Russia, providing products such as a search engine,
web mapping, food ordering, online shopping, and others. Some of its services (email, cloud storage, web
mapping, and others) were added to the OID registry as early as 2014. Furthermore, it should be pointed out
that the company has a history of collaborating with Russian intelligence services, providing access to the
data collected through their services even if the service was not listed in the OID registry at the time (The
Moscow Times 2020).

Yandex.Eda, a food delivery service belonging to Yandex, was added to the OID registry on January 14,
2022.% The leak of the Yandex.Eda user data seemed to have occurred at the beginning of March 2022. On
March 22, 2022, a link with a publicly available map visualisation of the leaked data started to spread across
social media with the following message: “After the start of Russia’s military special operation in Ukraine,
as a result of massive cyber-attacks on Russian web resources, a lot of personal data was illegally posted
online. We publish a database with personal information of Russians, which can be used for intimidation
and deception. You can check on the map what information criminals have to understand the risks.
Forewarned is forearmed!” (qtd. in Sapronova and Skobelev 2022).> Although the hackers who published

2 Paraphrased from Russia 2014.

3 According to some media reports, in 2022, the government spent almost a third of the total expenditures on facial
recognition systems since 2010. Additionally, around 40% of the systems were registered after the beginning of the
full-scale invasion (Moscow Times 2013).

4 Eda [eda] means food in Russian; hence, the name of the delivery service.

> Translation by the author.
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the map were never found and punished, Yandex was fined twice for the leak for a total sum of 120,000
RUB (approximately 1,200 EUR at the time).

The leak contains information on 49.4 million food deliveries placed from fifty-eight-thousand addresses.
The following information on orders placed from June 2021 until February 2022 can be found in the leaked
data: name and surname (as they appear in the user’s profile), phone number, address (and additional
comments like entrance door code, etc., where available), device model, etc., as shown in Figure 1 (in
Russian only). Although it is difficult to estimate the proportion of information on state-affiliated individuals
that the leak contains, it is possible to suggest that it represents only a small fraction of the total amount of
information. Thus, as “The Use of the Yandex.Eda Leak by Investigative Journalism” section will
demonstrate, the investigative journalists managed to find information on around twenty individuals related
to the government in the leak.
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Figure 1: A screenshot of the map visualization of the leaked data (location: the headquarters of the FSB in
Moscow).

What makes the Yandex.Eda leak special is that the hackers did not sell it on the darknet, as used to be done
before the war (Net Freedoms Project 2022) but made the data public for free with a user-friendly interface
for search and visualisation. Furthermore, this map has been enriched with information obtained through
data leaks from other private companies (Delivery Club, Wildberries, etc.)® and even from the Main
Directorate for Traffic Safety.

Given the timeline and the period of the leaked data, it may be suggested that, initially, the information had
been collected for commercial and marketing purposes according to the User Agreement, active for the
period from December 16, 2021, to April 5, 2022—a period of inserting the service in the registry and the
data leak (Yandex.Eda 2024a). Thus, according to the document, the company had the right to retain the

6 Delivery Club is an online retailer. Wildberries is a food delivery platform.
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data for up to three years, which is the same as in the most updated version of the User Agreement, active
since November 7, 2024 (Yandex Eda 2024b).

Then, the state, seeking to expand the mundane dimension of its ASA, included Yandex.Eda in the IDO
registry, thus obliging the company to share the collected data. Given the amount of mundane data the
service collects, the government may expand its capabilities to trace “risky” persons by checking order
placement from a specific address, using a phone number or a name of the suspect, etc. Additionally, the
collected information may be used to enrich and cross-reference with other biological and digital data that
the state collects on the population, thus deepening surveillance.

Lastly, the leaked data were posted online in an open-access format by unidentified leakers with the
declarative purpose of raising awareness about the amount of data collected on the population by criminals.
Investigative journalists managed to repurpose the published leaked data to perform sousveillance over the
powerful. This became possible due to the mundane character of the food delivery service and the fact that
even state-affiliated people provided their personal information to facilitate the use of the app. Therefore,
the Yandex.Eda leak, although illustrative of the mundane dimension of digital surveillance systems in the
Russian ASA, also demonstrated that the collected data could be used to perform sousveillance, contributing
to the work of the assemblage of resistance.

Leaktivism and Open Source Investigative Journalism as Part of Assemblages of
Resistance in Russia

In the context of this study, the assemblage of resistance consists of three groups of actors: leaktivists,
investigative journalists, and readers and viewers of such investigative media. On one hand, it is not possible
to establish with certainty whether the hackers have acted to resist the tightening control by contributing to
sousveillance through the exposure of the amount of information private companies and the state collect
about the population, or whether they were motivated by something completely different. Given that the
culprit was never found and assuming that the hackers’ statement cited above reflects their true sentiments,
the hackers wanted to expose people’s private information obtained by criminals.

On the other hand, open-source investigative journalists have contributed to the resistance by exposing and
confirming state corruption through the evidence they found in the Yandex.Eda leak. As highlighted by
Topak (2019), resistance aims to attack the powerful in authoritarian regimes; this is the case of the
investigative journalists who used the leak to perform sousveillance, confirming state corruption, exposing
those abusing their power, identifying secret military bases, etc.

Lastly, readers and viewers of the journalistic materials contributed mainly by disseminating the information
through social media. Given the timeframe and the increasing repression of dissent since the beginning of
the full-scale invasion of Ukraine, the journalistic materials have not led to mass protests, as in the past,’
which is in line with the idea of Mann, Nolan, and Wellman (2003) that, in stricter regimes, sousveillance
by itself does not induce change.

In the case studied in this paper, the connection between the leakers and the journalists was rather
spontaneous and, probably, even unintended on the part of the leakers. Still, the journalists used the publicly
available leaked data as one of the sources in their investigations. That is not to say that there is a lack of

7 One of the largest country-wide protests inspired by an anti-corruption investigation took place at the beginning of
2021, when the investigation about Putin’s palace was released by the Anti-Corruption Foundation. However, it is
not possible to attribute the protest movement exclusively to the effect of the investigation, given that two days before
the release (January 19) Alexei Navalny, the leader of the Foundation and Russian opposition, was arrested upon his
return to Russia.
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connection between leaktivists and investigative journalists in Russia. For example, the sources of one of
the most famous investigations into Putin’s corruption —“Putin’s palace. History of world’s largest bribe”
by the Anti-Corruption Foundation (Navalny 2021)—include a contractor who leaked the plan of the palace,
a worker at the site who leaked the photos of the exterior and interior of the palace, and also the Panama
Papers leak.

Transitioning to the discussion of the connection between investigative journalists in Russia, this connection
can be treated as pre-established before the Yandex.Eda leak, as the journalists had collaborated on various
projects. For example, the Anti-Corruption Foundation and the Novaya Gazeta published a joint
investigation of the luxurious real estate of the Rottenberg brothers (closely tied to Putin) in 2014 (Anin
2014). Another example is a joint investigation by Meduza and the Organised Crime and Corruption
Reporting Project into a cooperative involving Putin and his close friends in 2022 (Shamgun et al. 2022).
There are also some joint investigations that entered the analysis in this paper (see Table 1 in the next
section).

The connection between journalists and the audience is, on one hand, pre-established through digital tools
such as social networks and email subscriptions. On the other hand, it can be rather spontaneous when it
takes the form of mass protests, as some investigations led to mass protest movements in Russia before the
full-scale invasion of Ukraine. However, even in the case of mass protests, little to no change was produced
in terms of arrests of the high-level corruptors, power abusers, etc.

A noteworthy change happened after the start of the full-scale war in Ukraine, when investigations into
corruption at the Ministry of Defence led to the arrests of high-ranking individuals. Among them was Timur
Ivanov, a Deputy Defence Minister, investigated by journalists at the end of 2022 and arrested at the
beginning of 2024 on charges of bribery “on a particularly large scale.”® This may be an indication that the
state may seek to benefit from such journalistic investigations to reduce the level of corruption in the military
sector under wartime circumstances, when military expenditures are increased and the continuation of the
war depends on a well-functioning system in which money is not stolen. Therefore, this spontaneous,
unintended collaborative connection between the state and investigative journalism was created.

Regarding the tools used within the assemblage of resistance, the data leakers relied on technologies to
bypass the data security and protection of Yandex.Eda and then on digital tools for publishing the leaked
data and its visualisation and creating a user-friendly interface. The hackers also relied on social networks
to promote the web pages containing the leaked information. In turn, investigative journalists repurposed
the leaked data to study the routines of the powerful and identify (and frequently confirm through other data
in their possession) their places of residence and work. So, they used various data analysis and cross-
referencing tools. Furthermore, in their investigations, they often use various photo and video visualisation
tools alongside the written text or voice-over to evoke an emotional response within the public. Journalists
relied on digital media and social networks to disseminate the investigations and gain broader visibility. The
journalists’ audience also used the latter tool to contribute to the promotion of the materials. Both leaktivists
and journalists may have also used various encryption tools, with the former seeking to protect their
identities and the latter seeking to protect their investigations.

The Use of the Yandex.Eda Leak by Investigative Journalism

This section focuses on the strategies adopted by investigative journalists in using the open-access leak and
the actors being scrutinised. To this end, journalistic investigations by major Russian-language investigative
media outlets, including Meduza, the Russian Service of the BBC, Bellingcat, and others, have been

8 As defined in Russia (2016).
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analysed. In total, fifteen investigative journalistic articles were included in the study, with the primary
selection criterion being a mention of the Yandex.Eda data leak among the sources of investigation.

As to the strategies, on April 1, 2022, a little less than two weeks after the leak had been made public,
Bellingcat, an international investigative journalism project operating in six languages, including Russian,
published an article in which the author identified two major strategies for using the leak: cross-referencing
and fishing for information (Toler 2022). The analysis shows that most articles fall into these two categories,
with an additional category identified: initiating an investigation.

Cross-referencing was one of the most popular strategies in which the leak was used. For example, the Anti-
Corruption Foundation, established by Alexei Navalny, a former Russian opposition leader, specialises in
investigative journalism. It used the leak to identify a luxurious apartment belonging to an alleged former
lover of Putin (Roth 2022). The Foundation had already had the phone number of her (and supposedly
Putin’s) daughter in their database, which they used to look for delivery addresses, leading to the uncovering
of a new property. Another project launched by Navalny’s team, Populyarnaya Politika, used the leaked
data to investigate the daughters of the Minister of Defence (Populyarnaya Politka 2022). Thus, using the
phone number of the husband of one of the daughters, they found the addresses to which he ordered food
delivery. By cross-referencing the addresses with other available data, the journalists confirmed that the
properties belong to the Minister’s daughter. However, she did not have enough legal income to buy them,
which was possible to verify as she is a civil servant and publishes income and property ownership
information.

Another strategy for benefitting from the leaked database is to initiate an investigation. This strategy was
adopted, for instance, to find a Moscow police officer who tortured women protesting against the full-scale
invasion of Ukraine. In Moscow, on March 6, 2022, around 2,500 people were detained for participating in
anti-war rallies. Twenty-nine people, including twenty-five women, were taken to Brateevo police station
on the outskirts of Moscow. There, while the police officer tortured the detainees, one of the victims
managed to audiotape the process on her phone (Sologub 2025). The Russian Service of BBC, along with
the victims, knowing only the torturer’s appearance and the police station he works at, used the Yandex.Eda
leak to look for people placing orders from the station, which gave them some leads for further investigation
and the identification of the torturer (Arakelyan and Tacci 2022).

Lastly, the media used the leaked data to fish for various places worth investigating. For example, Bellingcat
journalists suggested that the Yandex.Eda users could have used a comment section to provide instructions
on a drop-off place. For example, they searched the data for “soiickosas wacms” [“military unit”] and
identified military bases in Ekaterinburg and Kazan (Toler 2022).

The analysis of the journalistic investigations shows that various pro-state actors use mundane digital
services, such as food delivery, which also allow to collect data on them, thereby placing them under sur-
and sousveillance. However, it should be pointed out that, as shown in Table 1, in most cases, actors who
used the food delivery service were not high-profile state officials but, for example, their relatives, friends,
or employees. Among the explanations for this could be that high-ranking politicians have various security
protocols in place to ensure the safety of their data but not that of their relatives, or that they have staff
members who handle such routine and mundane needs.
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Table 1: Users of the Yandex.Eda food delivery service, whose leaked data were used in the journalistic

investigations

Strategy

Cross-referencing

Investigation initiation

Fishing

Media Outlet
Bellingcat (April 1, 2022)

Anti-Corruption Foundation
(April 3, 2022)

Meduza, Nastoyashchee vremya
(April 8, 2022)

Popularnaya politika (April 21,
2022)

Proekt Faktor (May 11, 2022)
Verstka (June 25, 2022)
Proekt (July 7, 2022)

Meduza, Nastoyashchee vremya
(August 25, 2022)

Bellingcat (August 25, 2022)
Proekt (January 1, 2023)
Proekt (February 28, 2023)
Insider (October 12, 2023)

Vazhnye istorii (November 25,
2023)

Russian Service of BBC
(September 8, 2022)

Bellingcat (April 1, 2022)

Actors Using Yandex.Eda

A worker at a research institute who spoke with an FSB
officer planning Alexei Navalny’s poisoning

An alleged daughter of Putin

An alleged ex-son-in-law of Putin

An officer of the Federal Police Service (FSO),
supposedly guarding an alleged daughter of Putin

The husband of the head of the Russian Triathlon
Federation

The daughter of Sergei Shoigu, then-Minister of
Defence

The head of the Russia Today media
A daughter of the head of Roskomnadzor

An ex-Head of the Department for Interaction with
Expert Organisations of the Presidential Directorate

His wife, the owner of several pollster companies

Ilia Medvedev’s, the son of the ex-President of Russia,
friends

An FSO officer, supposedly guarding Ilia

An agent of the GRU?

The Deputy Kremlin Chief of Staff’s children
Cousins of Alina Kabayeva, an alleged lover of Putin
A son of an FSB general

The head of a publishing house allegedly collaborating
with the President’s Administration

A police officer torturing women who protested
against the Russian full-scale invasion of Ukraine

Military servants

As for those who used the food delivery service, they provided personal information such as their main
phone number, actual home and work addresses, and sometimes even their real names. Paradoxically, as
Figure 1 and Table 1 have demonstrated, even people who should take extra precautionary measures and
try to leave as little digital trace as possible, such as Federal Protective Service (FSO), FSB, and Main
Directorate of the General Staff of the Armed Forces of the Russian Federation (GRU) officers, still used
Yandex.Eda, leaving some information that can facilitate their identification. So, it may indicate that the
mundane nature of the service, both in terms of its ubiquity and the purpose of its use, can be among the
reasons why these individuals shared some parts of their data that can facilitate their identification and sur-

9 The Main Directorate of the General Staff of the Armed Forces of the Russian Federation.
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and sousveillance over them. Thus, becoming accustomed to the app and its convenience for performing
routine activities like getting food, they decided to share some personal information to streamline the
service’s use.

Conclusions

This paper has shed some light on the complex and paradoxical interplay between the ASA and the
assemblage of resistance, illustrating it using the case of Russia. Applying the concept of ASA to the case
of Russia makes it possible to investigate the instrumentalisation of a multitude of actors and surveillance
tools, including mundane ones, by the Russian state in an attempt to increase surveillance over the
population. So, the state established the legal basis for engaging private actors in the work of the Russian
ASA by introducing the OID registry and the Yarovaya package, which allow for more pervasive
surveillance of the population, including their routine and mundane activities. Therefore, the state is now
capable of accessing the information initially collected for marketing or commercial purposes by private
digital services and performing merging and cross-referencing with biological and digital data collected
through other surveillance tools.

This article has shown that authoritarian surveillance entails not only intricate surveillance systems targeting
“persons of interest” but also mundane surveillance collecting information on the daily activities of various
social groups, including those at the higher ranks of the hierarchy of the ASA. It is noteworthy that after the
beginning of the full-scale invasion of Ukraine, the government has been seeking to expand its authoritarian
surveillant assemblage, including its mundane dimension, by extensively increasing the number of
companies inserted in the registry.

Furthermore, by applying the concepts of sousveillance and the assemblage of resistance, the article has also
demonstrated how, through leaktivism and investigative journalism, the mundane dimension of ASA could
be instrumentalised in the resistance assemblage to facilitate sousveillance. In the case of Russia, leaktivism
played a crucial role since hackers published the data collected by Yandex.Eda (and, consequently, the state,
given that the service has been included in the OID registry) in an open-access format. Although the
connection between leaktivists and investigative journalists was rather spontaneous and probably not even
intended, it facilitated the work of “sousveillance officers” played by the journalists (Mann and Ferenbok
2013: 32). As a result, investigative journalists were able to use the leak to cross-reference the information,
initiate an investigation, or fish for the information of interest to expose and provide more evidence for
corruption and wrongdoing on the part of various state and pro-state actors (including the head of the agency
responsible for the OID registry). Although the leak was not the only source used by the journalists, it
provided additional evidence and reinforced the watchdog function of investigative journalism. In the
current authoritarian regime in Russia, the latter can be considered resistance as it seeks to increase
awareness of corruption and power abuse and misuse, thus attacking the vertical power built by Putin and
his regime.

This paper has suggested that the mundane nature of the food delivery service encouraged state-aftiliated
actors to use it and share pieces of their data, which can lead to their identification. Although high-profile
actors and those at the top of the ASA hierarchy did not use the service themselves or used it in a manner
where their identification is not possible, people closely related to them can be identified, and when other
data are available, this information can be used to investigate them. Thus, it demonstrates the potential of
mundane surveillance to be instrumentalised not only for the purposes of the ASA but also for the
assemblage of resistance. Since mundane digital services are ubiquitous, once the data are leaked and
published in an open-access forum, they can be used to perform sousveillance.

As a reaction to the use of leaked data, a legislative draft introducing punishment for the use of data leaks
was proposed in December 2023. The maximum sentence is suggested to be ten years in prison with a fine
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of up to three million roubles for transferring, collecting, and storing personal data obtained by “unlawful
means.” The explanatory note states that this article is aimed at “malicious persons,” not defined in the draft.
The draft can be considered one of the means to discourage the work of leaktivism and investigative
journalism, which aligns with the literature on sousveillance, suggesting that power may seek to further
limit sousveillance in stricter regimes (Mann and Ferenbok 2013).

In conclusion, this paper contributes to surveillance studies by bringing mundane data collection into the
discussion. Initially collected for marketing and commercial purposes, these data can be leveraged to
enhance both surveillance and sousveillance. Furthermore, this paper also highlights that mundane data
collection affects not only populations but also those in power, showing that the mundane nature of various
digital services and their use creates a benevolent environment for personal data sharing. Lastly, this paper
contributes to the field by demonstrating how investigative journalism and leaktivism, even when the
connection between them is not intended, can contribute to sousveillance practices, which in turn can be a
form of resistance, especially in authoritarian regimes.

Future research may be undertaken to compare leveraging data collection on mundane activities for
surveillance and sousveillance across different authoritarian contexts, which can help to identify patterns
and variations in practices. Another potential area is the exploration of the role of leaktivism in sousveillance
practices, its interaction with other dissent actors, and the response of authoritarian regimes to increasing
sousveillance, especially through the use of data initially collected for surveillance purposes.
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