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A B S T R A C T

A key challenge in computer vision and deep learning is the definition of robust strategies for the detection
of adversarial examples. In this work, we propose the adoption of ensemble approaches to leverage the
effectiveness of multiple detectors in exploiting distinct properties of the input data. To this end, the ENsemble
Adversarial Detector (ENAD) framework integrates scoring functions from state-of-the-art detectors based
on Mahalanobis distance, Local Intrinsic Dimensionality, and One-Class Support Vector Machines, which
process the hidden features of deep neural networks. ENAD is designed to ensure high standardization and
reproducibility to the computational workflow.

Extensive tests on benchmark datasets, models and adversarial attacks show that ENAD outperforms all
competing methods in the large majority of settings. The improvement over the state-of-the-art and the intrinsic
generality of the framework, which allows one to easily extend ENAD to include any set of detectors and
integration strategies, set the foundations for the new area of ensemble adversarial detection.
Introduction

Deep Neural Networks (DNNs) have achieved impressive results in
complex machine learning tasks, in a variety of fields such as computer
vision [3] and computational biology [4].

However, recent studies have shown that state-of-the-art DNNs for
object recognition tasks are vulnerable to adversarial examples [5,6].
For instance, in the field of computer vision, adversarial examples are
perturbed images that are misclassified by a given DNN, even if being
almost indistinguishable from the original (and correctly classified)
image. Adversarial examples have been investigated in many additional
real-world applications and settings, including malware detection [7]
and speech recognition [8].

Thus, understanding and countering adversarial examples has be-
come a crucial challenge for the widespread adoption of DNNs in
safety-critical settings, and resulted in the development of an ever-
growing number of defensive techniques. Among the possible counter-
measures, some aim at increasing the robustness of the DNN model

∗ Corresponding author at: Dept. of Informatics, Systems and Communication, Università degli Studi di Milano-Bicocca, Viale Sarca 336, Milan, 20126, Italy.
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during the training phase, via adversarial training [5,6], defensive dis-
tillation [9] or by training more robust models [10–12] (sometimes
referred to as proactive methods). Alternative approaches aim at detect-
ing adversarial examples in the test phase, by defining specific functions
for their detection and filtering-out (reactive methods).

Existing adversarial detection approaches (reviewed in Section 1.3)
can be categorized depending on the features that they take into
account: the input example itself, like ExAD [13] that characterizes
adversarials by their feature attribution maps, the hidden features, such
as the LID detector [2] that detects adversarials based on their local
intrinsic dimensionality, and those that consider the output, such as the
algorithm proposed in [14] that evaluates the distribution of the logits
in the vicinity of a point to determine whether it is a clean or adversar-
ial example. Detecting adversarials solely based on the input example
is a challenging task, as adversarials are designed to be very similar to
clean images. As a result, most state-of-the-art detectors rely on either
vailable online 23 July 2023
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Fig. 1. ENAD framework for adversarial detection. A schematic depiction of the ENAD framework is displayed. (a) Given an input image, which can be either benign or
adversarial, and a pre-trained deep neural network, the activations of the hidden layers are extracted. (b) In order to measure the distance of the image with respect to training
examples, layer-specific scores are computed via functions based either on One-class Support Vector Machines, Mahalanobis distance [1] or Local Intrinsic Dimensionality [2]. (c)
In the current implementation, layer- and detector-specific scores are integrated via logistic regression, so to classify the image as benign or adversarial, with confidence 𝑐.
the hidden features or the logits of a model to identify adversarials.
However, as discussed in this study, using the hidden features can be
challenging due to the high-dimensionality of the data, and selecting
and combining the distinct layers requires careful consideration. Lastly,
the most common approach for detecting adversarials from the logits
is to analyze the neighborhood of normal examples, and in doing so, it
is crucial to identify meaningful and effective sources of noise.

In this paper, we introduce a novel ensemble approach for the de-
tection of adversarial examples, named ENsemble Adversarial Detector
(ENAD), which integrates scoring functions computed from multi-
ple detectors that process the hidden layer activations of pre-trained
DNNs. The underlying rationale is that, given the high-dimensionality
of the hidden layers of Convolutional Neural Networks (CNNs) and the
difficulty of the adversarial detection problem, different algorithmic
strategies might be effective in capturing and exploiting distinct prop-
erties of adversarial examples. Accordingly, their combination might
improve the detection performance since ensembles are well-known
methods to achieve high-performance classifiers [15], as also suggested
in the similar topic of outlier detection [16]. To the best of our knowl-
edge, this is the first time that an ensemble approach is applied to the
hidden features of DNNs for adversarial detection, whereas ensemble-
based proactive defences have been previously introduced [10–12]
and, recently, two ensembling methods for adversarial [13] (although
not being focused on latent features), and out-of-distribution detec-
tion [17] have been proposed. A comparison between ENAD and ExAD,
introduced in [13], is available in Section 3.1.4.

In detail, ENAD includes two state-of-the-art detectors, based on
Mahalanobis distance [1] and Local Intrinsic Dimensionality (LID) [2],
and a newly developed detector based on One-Class SVMs (OCSVMs)
[18]. OCSVMs were previously adopted for adversarial detection in
[19], but we extended the previous method by defining both a pre-
processing step and a Bayesian hyperparameter optimization strategy,
both of which result fundamental to achieve performances compa-
rable to [1,2]. We selected these specific adversarial detectors for
two reasons. Firstly, all three detectors demonstrate state-of-the-art
performance and employ the same type of features, which allows us
to construct an ensemble. Secondly, each detector adopts a distinct ap-
proach: local intrinsic dimensionality, kernel and covariance estimation
for LID, OCSVM, and Mahalanobis, respectively, which enables us to
consider different perspectives on adversarial detection. In the current
implementation, the output of each detector is then integrated via a
logistic regression that returns both the adversarial classification and
the overall confidence of the prediction. A schematic depiction of the
ENAD framework is provided in Fig. 1.

For the sake of reproducibility, the performances of ENAD and
competing methods were assessed with the extensive setting originally
2

proposed in [1]. In particular, we performed experiments with two
models, namely ResNet [20] and DenseNet [21], trained on CIFAR-
10 [22], CIFAR-100 [22] and SVHN [23], and considered four bench-
mark adversarial attacks, i.e., FGSM [6], BIM [24], DeepFool [25]
and CW [26]. In the various tests, ENAD was compared against
its constituting standalone detectors (Section 3.1.2), other ensemble
strategies (Section 3.1.3) and additional similar adversarial detectors
(Section 3.1.4). We also executed an additional array of experiments
aimed at assessing the performance of the distinct detectors when
trained on a given attack and tested against others (transfer attacks).

Main contributions. The main contributions of the article can be sum-
marized as follows.

• Improvement of OCSVM performance in adversarial detection: we
introduced an evolved version of the OCSVM strategy for ad-
versarial detection (first described in [19]), by designing a new
pipeline with Bayesian hyperparameter optimization and data
preprocessing on top of the default training process. Results high-
light performance improvements.

• Assessment of layer- and attack-specificity of standalone detectors:
thanks to extensive tests on benchmark datasets, models and
attacks, we show that the performance of state-of-the-art stan-
dalone detectors is layer- and attack-specific, possibly guiding the
improvements of such methods. Importantly, we demonstrate that
the predictions of different detectors are scarcely overlapping.

• Introduction of the ENAD ensemble framework for adversarial de-
tection: we propose a new detector, named ENAD, which inte-
grates layer-specific scoring functions from multiple independent
detectors. Its performance is assessed against standalone detec-
tors, different ensemble strategies and other integration schemes
(e.g., voting) in a variety of experimental settings. The framework
is described by clearly stating all design choices, paving the
way to future extensions with different detectors and integration
schemes.

• Performance evaluation in attack transfer settings: we present a
quantitative evaluation of the performance of ENAD and compet-
ing methods in transfer attack settings. We show the limitations
of existing strategies and provide guidelines for future research.

• Visualization of adversarial examples in low-dimensional space: we
deliver an easy-to-interpret way of visualizing adversarial exam-
ples on a low-dimensional projection of the score space, which
provides a proxy of their ‘‘hardness’’, and may be particularly
useful in real-world applications.
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1. Background

1.1. Notation

Let us consider a multiclass classification problem with 𝐶 > 2
classes. Let  (𝒙) = 𝜎lgt◦ℎ𝐿◦… ◦ℎ1(𝒙) be a DNN with 𝐿 layers, where
ℎ𝑙 is the 𝑙th hidden layer and 𝜎lgt is the output layer, i.e. the 𝐶 logits.
To simplify the notation, we refer to the activation of the 𝑙th hidden
layer given the input example 𝒙, i.e. to ℎ𝑙◦… ◦ℎ1(𝒙), as ℎ𝑙(𝒙) and
to the logits as 𝜎lgt(𝒙). Let 𝜎sm(𝒙) = 𝜎sm(𝜎lgt(𝒙)) be the softmax of
𝜎lgt(𝑥), then the predicted class is �̂� = arg max𝑘 𝜎sm(𝒙)𝑘 with confidence
�̂� = max𝑘 𝜎sm(𝒙)𝑘. Lastly, by 𝐽 (𝒙, 𝑡) = − log 𝜎sm(𝒙)𝑡 we will denote the
cross-entropy loss function given input 𝒙 and target class 𝑡 ∈ [1, 𝐶].

1.2. Adversarial attacks algorithms

In the following, we describe the adversarial attacks that were
employed in our experiments, namely FGSM [6], BIM [24], Deep-
Fool [25] and CW [27]. A schematic representation of the adversarial
generation pipeline is available in Supplementary Fig. 1.

• FGSM [6] defines optimal 𝐿∞ constrained perturbations as:

�̃� = 𝒙 + 𝜖 ⋅ sign (𝛁𝒙𝐽 (𝒙, 𝑡)),

such that 𝜖 is the minimal perturbation in the direction of the
gradient with respect to the input image (𝛁𝒙) that changes the
prediction of the model from the true class 𝑦 to the target class 𝑡.

• BIM [24] extends FGSM by applying it 𝑘 times with a fixed step
size 𝛼, while also ensuring that each perturbation remains in the 𝜖-
neighborhood of the original image 𝑥 by using a per-pixel clipping
function clip:

�̃�𝟎 = 𝒙
�̃�𝒏+𝟏 = clip𝒙,𝜖 (𝒙𝒏 + 𝛼 ⋅ sign (𝛁�̃�𝒏𝐽 (�̃�𝒏, 𝑡)))

• DeepFool [25] iteratively finds the optimal 𝐿2 perturbations
that are sufficient to change the target class by approximating
the original non-linear classifier with a linear one. Thanks to
the linearization, in the binary classification setting the optimal
perturbation corresponds to the distance to the (approximated)
separating hyperplane, while in the multiclass the same idea is
extended to a one-vs-all scheme. In practice, at each 𝑖th step the
method computes the optimal perturbation 𝑝𝑖 of the simplified
problem, until �̃� = 𝒙 +

∑

𝑖 𝑝𝑖 is misclassified.
• the CW attack [27], in two variants:

– the original 𝐿2 norm attack, that we will refer as CW: this
variant uses gradient descent to minimize ‖�̃� − 𝒙‖2+𝑐⋅𝑙𝑐𝑤(�̃�),
where the loss 𝑙𝑐𝑤 is defined as:

𝑙𝑐𝑤(𝒙) = max (max{𝜎lgt(�̃�)𝑖 ∶ 𝑖 ≠ 𝑡} − 𝜎lgt(�̃�)𝑡,−𝜅).

The objective of the optimization is to minimize the 𝐿2
norm of the perturbation and to maximize the difference
between the target logit 𝜎lgt(�̃�)𝑡 and the one of the next most
likely class up to real-valued constant 𝜅, that models the
desired confidence of the crafted adversarial.

– the 𝐿∞ norm variant defined in [28], that we will refer to
as 𝖢𝖶∞, since it employs the same 𝑙𝑐𝑤 loss. In this variant,
we optimize for 𝑙𝑐𝑤, while clipping the adversarial such that
‖�̃� − 𝒙‖∞ = 𝜖, with 𝜖 given as a parameter. Furthermore, we
use the constant 𝜅 to obtain high-confidence adversarials.

1.3. Adversarial detection

Let us consider a classifier  trained on a training set  𝑡𝑟𝑎𝑖𝑛 and a
test example 𝒙𝟎 ∈  𝑡𝑒𝑠𝑡, with predicted label �̂�0. Adversarial examples
3

detectors can be broadly categorized according to the features they
consider: (𝑖) the features of the test example 𝒙𝟎, (𝑖𝑖) the hidden features
ℎ𝑙(𝒙𝟎), or (𝑖𝑖𝑖) the features of the output of the network 𝑜𝑢𝑡(𝒙𝟎), i.e., the
logits 𝜎lgt(𝒙𝟎) or the confidence scores 𝜎sm(𝒙𝟎).

The first family of detectors tries to distinguish normal from adver-
arial examples by focusing on the input data. For instance, in [29]
he coefficients of low-ranked principal components of 𝒙𝟎 are used as
eatures for the detector. In [30], the authors employed the statistical
ivergence, such as Maximum Mean Discrepancy, between  𝑡𝑟𝑎𝑖𝑛 and
𝑡𝑒𝑠𝑡 to detect the presence of adversarial examples in  𝑡𝑒𝑠𝑡. Lastly,

in [13] the feature attributions of the input image are considered as
features of deep models for anomaly detection.

The second family of detectors aims at exploiting the information
of the hidden features ℎ𝑙(𝒙𝟎). In this group, some detectors rely on
the identification of the nearest neighbors of ℎ𝑙(𝒙𝟎) to detect ad-
versarial examples, by considering either: the Euclidean distance to
the neighbors [31], the conformity of the predicted class among the
neighbors [32,33], the Local Intrinsic Dimensionality [2], the impact of
the nearest neighbors on the classifier decision [34], or the prediction
of a graph neural-network trained on the nearest neighbors graph [35].
In the same category, additional detectors take into account the confor-
mity of the hidden representation ℎ𝑙(𝒙𝟎) to the hidden representation of
instances with the same label in the training set, i.e., to {ℎ𝑙(𝒙𝟎) ∶ �̂�0 =
𝑦, (𝒙, 𝑦) ∈ 𝑋𝑡𝑟𝑎𝑖𝑛}, by computing either the Mahalanobis distance [1,36]
o the class means, or the likelihood of a Gaussian Mixture Model
GMM) [37]. Other detectors take the hidden representation ℎ𝑙(𝒙𝟎)
tself as a discriminating feature, by training either a DNN [38],

Support Vector Machine (SVM) [39], a One-class Support Vector
achine (OCSVM) [19] or by using a kernel density estimate [40].
dditional methods within this family use the hidden representation
𝑙(𝒙𝟎) as a feature to train a predictive model 𝑚𝑙. The model 𝑚𝑙 either
eeks to predict the same 𝐶 classes of the original classifier [19,41] or
o reconstruct the input data 𝒙𝟎 from ℎ𝑙(𝒙𝟎) [29,42]. The detector then
lassifies 𝒙𝟎 as adversarial/benign either by relying on the confidence
f the prediction �̂�0 in the former case or on its reconstruction error in
he latter.

The third family of detectors employs the output of the network
𝑢𝑡(𝒙𝟎) to detect adversarial inputs. In this category, some detectors
onsider the divergence between 𝑜𝑢𝑡(𝒙𝟎) and 𝑜𝑢𝑡(𝜙(𝒙𝟎)) where 𝜙 is a
unction such as a squeezing function that reduces the features of the
nput [43], an autoencoder trained on  𝑡𝑟𝑎𝑖𝑛 [44], a denoising filter [45]
r a random perturbation [14,46] , or an operation of erase and restore
f random pixels [47]. Some others take the confidence score of the
redicted class �̂�, which is expected to be lower when the example
s anomalous [29,42,48]. Lastly, in [49] a DNN detector was trained
irectly on the logits, whereas in [40] Bayesian uncertainty of dropout
NNs was used as a feature for the detector.

Detectors exist that do not fall within any of the above fami-
ies, which employ, for instance, the layer-wise norm of the gradi-
nts [50] and the consistency of the softmax scores 𝜎sm(𝒙𝟎) of multiple
odels [51].

. Methods

In this section, we illustrate the ENAD ensemble approach for
dversarial detection, as well as the properties of the scoring func-
ions it integrates, respectively based on OCSVM (Detector A - new),
ahalanobis (Detector B) and LID (Detector C), which can also be

sed as standalone detectors. We also describe the background of both
dversarial examples generation and detection, the partitioning of the
nput data and the extraction of the features processed by ENAD and

standalone detectors.

2.1. Data partitioning

Let  𝑡𝑟𝑎𝑖𝑛 be the training set on which the classifier  was trained,
 𝑡𝑒𝑠𝑡 the test set and  ⊆  𝑡𝑒𝑠𝑡 the set of correctly classified test
𝑛𝑜𝑟𝑚
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Algorithm 1 OCSVM detector (see the main text for an explanation of
he notation employed).

Input: Act. ℎ𝑙 of layer 𝑙, trainset  𝑡𝑟𝑎𝑖𝑛, labeled set 
1: for each 𝑙 in 1,… , 𝐿 do
2: Centering and PCA-whitening of ℎ𝑙: ℎ∗𝑙
3: Select best layer-specific parameters 𝜃 = {𝜈, 𝛾}
4: Fit OCSVM𝑙(𝜃) on {ℎ∗𝑙 (𝒙) ∶ 𝒙 ∈  𝑡𝑟𝑎𝑖𝑛}
5: OCSVM𝑙(𝜃) decision function: O𝑙
6: Layer 𝑙 score of 𝒙𝟎: O𝑙(𝒙𝟎)
7: end for
8: Scores vector: O(𝒙𝟎) ∶= [O1(𝒙𝟎),… ,O𝐿(𝒙𝟎)]
9: Fit 𝑎𝑑𝑣 posterior on 𝑡𝑟𝑎𝑖𝑛: 𝑝(𝑎𝑑𝑣|O(𝒙𝟎))

10: OCSVM of 𝒙𝟎: OCSVM(𝒙𝟎) ∶= 𝑝(𝑎𝑑𝑣|O(𝒙𝟎))
11: return OCSVM

instances. Following the setup done in [1,2], from 𝑛𝑜𝑟𝑚 we generate
(𝑖) a set of noisy examples 𝑛𝑜𝑖𝑠𝑦 by adding random Gaussian noise,
with the additional constraint of being correctly classified, and (𝑖𝑖)
a set of adversarial examples 𝑎𝑑𝑣 generated via a given attack. We
also ensure that 𝑛𝑜𝑟𝑚, 𝑛𝑜𝑖𝑠𝑦 and 𝑎𝑑𝑣 have the same size. The set
 = 𝑛𝑜𝑟𝑚 ∪ 𝑛𝑜𝑖𝑠𝑦 ∪ 𝑎𝑑𝑣 will be our labeled dataset, where the label
is 𝑎𝑑𝑣 for adversarial examples and 𝑎𝑑𝑣 for benign ones. As detailed
n the following sections,  will be split into a training set 𝑡𝑟𝑎𝑖𝑛, a

validation set 𝑣𝑎𝑙𝑖𝑑 for hyperparameter tuning and a test set 𝑡𝑒𝑠𝑡 for
the final evaluation.

2.2. Feature extraction

In our experimental setting, ℎ𝑙(𝒙), with 𝑙 ∈ [1,… , 𝐿], corresponds
to either the first convolutional layer or to the output of the 𝑙th dense
(residual) block of a DNN (e.g. DenseNet or ResNet). As proposed
in [1], the size of the feature map is reduced via average pooling, so
that ℎ𝑙(𝒙) has a number of features equal to the number of channels of
the 𝑙th layer. Detectors A, B, and C and ENAD are applied to such set
of features, as detailed in the following.

2.3. Detector A: OCSVM

This newly designed detector is based on a standard anomaly detec-
tion technique called One-Class SVM (OCSVM) [18], which belongs
to the family of one-class classifiers [52]. One-class classification is a
problem in which the classifier aims at learning a good description
of the training set and then rejects the inputs that do not resemble
the data it was trained on, which represent outliers or anomalies. This
kind of classifier is usually adopted when only one class is sufficiently
represented within the training set, while the others are undersampled
or hard to be characterized, as in the case of adversarial examples,
or anomalies in general. OCSVM was first employed for adversarial
detection in [19]. Here, we modified it by defining an input pre-
processing step based on PCA-whitening [53], and by employing a
Bayesian optimization technique [54] for hyperparameter tuning. The
pseudocode is reported in Algorithm 1.

Preprocessing. OCSVM employs a kernel function (in our case a Gaus-
sian RBF kernel) that computes the Euclidean distance among data
points. Hence, it might be sound to standardize all the features of
the data points, at the preprocessing stage, to make them equally
important. To this end, each hidden layer activation ℎ𝑙(𝒙𝟎) is first
centered on the mean activations 𝜇𝑙,𝑐 of the examples of the training
set  𝑡𝑟𝑎𝑖𝑛 of class 𝑐. Then, PCA-whitening 𝐖𝑃𝐶𝐴

𝑙 is applied:

ℎ∗𝑙 (𝒙𝟎) = 𝐖𝑃𝐶𝐴
𝑙 ⋅ (ℎ𝑙(𝒙𝟎) − 𝜇𝑙,𝑐 )

= 𝜦−1∕2
𝑙 ⋅ 𝑼𝑇

𝑙 ⋅ (ℎ𝑙(𝒙𝟎) − 𝜇𝑙,𝑐 ),
4

Fig. 2. OCSVM hyperparameter optimization. The influence of different combina-
tions of OCSVM hyperparameters {𝜈, 𝛾} on the validation accuracy is explored via
Bayesian optimization [56], in the example scenario of DenseNet model, CIFAR-10
dataset and DeepFool attack. The gradient returns the validation accuracy estimated
on 𝑣𝑎𝑙𝑖𝑑 . The red star represents the optimal configuration, which is then employed
for adversarial detection in both the OCSVM and the ENAD detectors.

where 𝑼𝑇
𝑙 is the eigenmatrix of the covariance 𝜮𝑙 of activations ℎ𝑙 and

𝜦𝑙 is the eigenvalues matrix of the examples of  𝑡𝑟𝑎𝑖𝑛. Whitening is a
commonly used preprocessing technique for outlier detection, since it
enhances the separation of points that deviate in low-variance direc-
tions [55]. Moreover, in [36] it was conjectured that the effectiveness
of the Mahalanobis distance [1] for out-of-distribution and adversarial
detection is due to the strong contribution of low-variance directions.
Thus, this preprocessing step allows the one-class classifier to achieve
better overall performances1.

Layer-specific scoring function. After preprocessing, OCSVM with a
Gaussian RBF kernel is trained on the hidden layer activations ℎ𝑙 of
layer 𝑙 of the training set  𝑡𝑟𝑎𝑖𝑛. Once the model has been fitted, for each
instance 𝒙𝟎 layer-specific scores 𝐎(𝒙𝟎) = [O1(𝒙𝟎),O2(𝒙𝟎),… ,O𝐿(𝒙𝟎)]
are evaluated. More in detail, let 𝑙 be the set of support vectors, the
decision function O𝑙(𝒙𝟎) for the 𝑙th layer is computed as:

O𝑙(𝒙𝟎) =
∑

𝑠𝑣∈𝑙

𝛼𝑠𝑣𝑘(ℎ𝑙(𝒙𝟎), 𝑠𝑣) − 𝜌, (1)

here 𝛼𝑠𝑣 is the coefficient of the support vector 𝑠𝑣 in the decision
unction, 𝜌 is the intercept of the decision function and 𝑘 is a Gaussian
BF kernel with kernel width 𝛾:

(𝒙, 𝒚) = exp
(

−𝛾‖𝒙 − 𝒚‖2
)

. (2)

Hyperparameter optimization. The layer-specific scoring function takes
two parameters as input: the regularization factor 𝜈 ∈ (0, 1) that
epresents an upper bound on the fraction of training errors (controlling
or overfitting), and the kernel width 𝛾. This hyperparameters must

be carefully chosen to achieve good performances. For this purpose,
many approaches have been proposed for hyperparameters selection
in OCSVMs [57]. In our setting, we used the validation set of labeled
examples 𝑣𝑎𝑙𝑖𝑑 to choose the best combination of parameters, based
n the validation accuracy. To avoid a full (and infeasible) exploration
f the parameters space, we employed Bayesian hyperparameter opti-
ization, via the scikit-optimize library [56]. In Fig. 2, we report

he estimated accuracy of the explored solutions in the specific case of
he OCSVM detector, in a representative experimental setting.

1 In a test on the DenseNet, CIFAR-10, CW scenario, the AUROC returned
by the OCSVM detector with PCA-whitening preprocessing improves from
82.56 to 90.24, and the AUPR from 78.17 to 82.98, with respect to the same
method without preprocessing (see Section 3 for further details).
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Adversarial detection. Once the scores have been obtained for each
ayer, they can serve either as input for the standalone Detector A or
s partial input of the ensemble detector ENAD. In the former case, in
rder to aggregate the scores of the separate layers 𝐎(𝒙𝟎), this detector
mploys a logistic regression to model the posterior probability of
dversarial (𝑎𝑑𝑣) examples:

(𝑎𝑑𝑣|𝐎(𝒙𝟎)) =
(

1 + exp
(

𝛽0 + 𝜷𝑇𝐎(𝒙𝟎)
)

)−1
, (3)

he parameters {𝛽0, 𝜷} are fitted with a cross-validated procedure using
he labeled training set 𝑡𝑟𝑎𝑖𝑛.

.4. Detector B: Mahalanobis

The Mahalanobis detector (Maha) was originally introduced in [1].
he algorithmic procedure is akin to that of the OCSVM detector, and

ncludes a final layer score aggregation step via logistic regression, but
t is based on a different layer-specific scoring function.

ayer-specific scoring function. Given a test instance 𝒙𝟎, the layer score
s computed via a three-step procedure: first, for each instance, the class
𝑐 is selected, such that:

𝑐 = arg min
𝑐

𝖬𝖺𝗁𝖺𝖲𝖼𝗈𝗋𝖾𝑙(𝒙𝟎, 𝑐),

here 𝖬𝖺𝗁𝖺𝑙(𝒙, 𝑐) is the Mahalanobis distance for the 𝑙th layer between
he activations ℎ𝑙(𝒙) and the mean values 𝜇𝑙,𝑐 of the examples in the
raining set  𝑡𝑟𝑎𝑖𝑛:

𝖺𝗁𝖺𝖲𝖼𝗈𝗋𝖾𝑙(𝒙, 𝑐) = (ℎ𝑙(𝒙) − 𝜇𝑙,𝑐 )𝑇𝜮−1
𝑙 (ℎ𝑙(𝒙) − 𝜇𝑙,𝑐 ), (4)

where 𝜮𝑙 is the covariance matrix of the examples of  𝑡𝑟𝑎𝑖𝑛 in layer 𝑙.
Then, the instance is preprocessed to obtain a better separation between
benign and adversarial examples similar to what is discussed in [48]:

𝒙∗𝟎 = 𝒙𝟎 − 𝜆 sign𝛁𝒙𝟎𝖬𝖺𝗁𝖺𝖲𝖼𝗈𝗋𝖾𝑙(𝒙𝟎, 𝑐),

where 𝜆 is a positive real number, called the perturbation magnitude.
The scoring for instance 𝒙𝟎 is computed as:

𝐌(𝒙𝟎) = [M1(𝒙𝟎),M2(𝒙𝟎),… ,M𝐿(𝒙𝟎)],

where

M𝑙(𝒙𝟎) = −max
𝑐

𝖬𝖺𝗁𝖺𝖲𝖼𝗈𝗋𝖾𝑙(𝒙∗𝟎 , 𝑐).

Adversarial detection. The scores can serve either as input for the stan-
dalone Detector B or as partial input for the ensemble detector ENAD.
In the latter case, the Mahalanobis detector uses logistic regression to
identify adversarial examples, with a procedure similar to that already
described for standalone Detector A.

Hyperparameter optimization. Differently from Detector A, the hyper-
parameter selection is performed downstream of the adversarial de-
tection stage. In order to select the best 𝜆 (unique for all layers), the
method selects the value that achieves the best Area Under the Receiver
Operating Characteristic (AUROC, detailed in Section 2.7) on 𝑣𝑎𝑙𝑖𝑑

computed on the posterior probability 𝑝(𝑎𝑑𝑣|𝐌(𝒙𝟎)), which is obtained
via the logistic regression fitted on 𝑡𝑟𝑎𝑖𝑛.

2.5. Detector C: LID

The third detector uses a procedure similar to Detectors A-B,
but the layer-specific scoring function is based on the Local Intrinsic
Dimensionality (LID) approach [2].
5

Algorithm 2 ENAD detector.

Input: Act. ℎ𝑙 of layer 𝑙, trainset  𝑡𝑟𝑎𝑖𝑛, labeled set 
1: Select best hyperparameters for OCSVM, Maha, LID
2: for each layer 𝑙 in 1,… , 𝐿 do
3: Layer 𝑙 scores of 𝒙𝟎: O𝑙(𝒙𝟎),M𝑙(𝒙𝟎), L𝑙(𝒙𝟎)
4: end for
5: Scores vector: E(𝒙𝟎) ∶= [O(𝒙𝟎),M(𝒙𝟎), L(𝒙𝟎)]
6: Fit 𝑎𝑑𝑣 posterior on 𝑡𝑟𝑎𝑖𝑛: 𝑝(𝑎𝑑𝑣|E(𝒙𝟎))
7: ENAD on 𝒙𝟎: ENAD(𝒙𝟎) ∶= 𝑝(𝑎𝑑𝑣|E(𝒙𝟎))
8: return ENAD

Layer-specific scoring function. Given a test instance 𝒙𝟎, the LID layer-
specific scoring function L is defined as:

L𝑙(𝒙𝟎) = −
(

1
𝑘

𝑘
∑

𝑖=1
log

𝑟𝑖(ℎ𝑙(𝒙𝟎))
max𝑖 𝑟𝑖(ℎ𝑙(𝒙𝟎))

)−1
, (5)

where, 𝑘 is the number of nearest neighbors, 𝑟𝑖 is the Euclidean distance
to the 𝑖th nearest neighbor in the set of normal examples 𝑛𝑜𝑟𝑚. The
layer-specific scores are:

𝐋(𝒙𝟎) = [L1(𝒙𝟎), L2(𝒙𝟎),… , L𝐿(𝒙𝟎)]

Adversarial detection. When considered alone, the LID detector employs
a logistic regression to identify adversarial examples, similarly to the
other detectors (see above).

Hyperparameter optimization. Similarly to Detector B, the hyperparam-
eter selection is performed downstream of the adversarial detection
stage. 𝑘 is selected as the value that achieves the best AUROC on 𝑣𝑎𝑙𝑖𝑑

computed on the posterior probability 𝑝(𝑎𝑑𝑣|𝐋(𝒙𝟎)), which is obtained
via the logistic regression fitted on 𝑡𝑟𝑎𝑖𝑛. Note that 𝑘 is unique for all
layers.

2.6. ENsemble adversarial detector (ENAD)

The ENAD approach exploits the effectiveness of Detectors A,
B, and C in capturing different properties of data distributions, by
explicitly integrating the distinct layer-specific scoring functions in a
unique classification framework. More in detail, given a test instance
𝒙𝟎, it will be characterized by a set of layer-specific and detector-
specific features, computed from the scoring functions defined above,
that is: 𝐄(𝒙𝟎) = [𝐎(𝒙𝟎),𝐌(𝒙𝟎),𝐋(𝒙𝟎)]. It should be noted that train-
ing and hyperparameter optimization is executed for each detector
independently.

Adversarial detection. In its current implementation, in order to inte-
grate the scores of the separate layers 𝐄(𝒙𝟎), ENAD employs a simple
logistic regression to model the posterior probability of adversarial
(𝑎𝑑𝑣) examples:

𝑝(𝑎𝑑𝑣|𝐄(𝒙𝟎)) =
(

1 + exp
(

𝛽0 + 𝜷𝑇𝐄(𝒙𝟎)
)

)−1
. (6)

Like Detectors A, B, and C, the logistic is fitted with a cross-
validation procedure using the labeled training set 𝑡𝑟𝑎𝑖𝑛. Fitting the
logistic allows one to have different weights, i.e. the elements of 𝜷𝑇 , for
the different layers and detectors, meaning that a given detector might
be more effective in isolating an adversarial example when processing
its activation on a certain layer of the network. The pseudocode is
reported in Algo. 2.

2.7. Performance metrics

Let the positive class be the adversarial examples (𝑎𝑑𝑣) and the
negative class be the benign examples (𝑎𝑑𝑣). Then, the correctly classi-
fied adversarial and benign examples correspond to the true positives
(𝖳𝖯) and true negatives (𝖳𝖭), respectively. Conversely, the wrongly
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classified adversarial and benign examples are the false negatives (𝖥𝖭)
and false positives (𝖥𝖯), respectively.

To evaluate the detectors performances, we employed two standard
threshold independent metrics, namely AUROC and AUPR [58], the
Accuracy and the F1-score, defined as follows:

• Area Under the Receiver Operating Characteristic curve (AUROC):
the area under the curve identified by 𝗌𝗉𝖾𝖼𝗂𝖿 𝗂𝖼𝗂𝗍𝗒 = 𝖳𝖭∕(𝖳𝖭 + 𝖥𝖯)
and 𝖿𝖺𝗅𝗅 − 𝗈𝗎𝗍 = 𝖥𝖯∕(𝖳𝖭 + 𝖥𝖯).

• Area Under the Precision–Recall curve (AUPR): the area under
the curve identified by Precision (Pr) = 𝖳𝖯∕(𝖳𝖯 + 𝖥𝖯) and Recall
(Re) = 𝖳𝖯∕(𝖳𝖯 + 𝖥𝖭).

• Accuracy= (𝖳𝖯 + 𝖳𝖭)∕(𝖳𝖯 + 𝖳𝖭 + 𝖥𝖯 + 𝖥𝖭).
• F1-score (F1) = 2 × (𝖯𝗋 × 𝖱𝖾)∕(𝖯𝗋 + 𝖱𝖾).

The AUROC and AUPR were evaluated given the adversarial pos-
terior learned by the logistic function 𝑝(𝑎𝑑𝑣|𝑋), where 𝑋 is the set
of layer-specific scores. The layer-specific scores are computed from
𝑣𝑎𝑙𝑖𝑑 when the AUROC is used for hyperparameters optimization for
the Mahalanobis and LID detectors, and from 𝑡𝑒𝑠𝑡 in all the other
settings, i.e. the detector’s performance evaluation. Moreover, AUROC
and AUPR were also used to evaluate the performance of each detector
in each layer, by considering the layer-specific scores evaluated on
𝑡𝑒𝑠𝑡 (see, e.g., Fig. 3(b)). Note that for the OCSVM and Mahalanobis
detectors, lower values correspond to adversarial examples, while the
opposite applies to the LID detector. The accuracy was used for
the Bayesian hyperparameter selection procedure [54] of the OCSVM
detector. Lastly, F1-score, Precision and Recall where used to evaluate
ensembling methods in Sect 3.1.3 and transfer attacks in Section 3.2.2.

3. Results

Four benchmark adversarial attacks were selected to test the ef-
fectiveness of our ENAD approach and competing methods, namely:
FGSM [6], BIM [24], DeepFool [25] and CW [26]. In particular,
to evaluate the performances in distinct scenarios, we designed two
separate arrays of experiments:

1. Known attacks (Section 3.1): the same adversarial attack is em-
ployed both in the training and in the test phase, as proposed
in [1].

2. Transfer attacks (transfer to unknown attacks, Section 3.2): a
given attack is employed for training and another one for the
test phase. In this case, two sub-scenarios were defined:

a. cheap training, i.e., training on the FGSM attack and
testing on the other three benchmark attacks.

b. hard attacks, i.e., testing against high-confidence ad-
versarial examples with many distortion levels generated using
𝐶𝑊∞.

We compared the performance of ENAD with standalone Detectors
A (OCSVM), B (Mahalanobis [1]), and C (LID [2]). All four detectors
integrate layer-specific anomaly scores via logistic regression and clas-
sify any example as adversarial if the posterior probability is > 0.5,
benign otherwise (see the Methods for additional details). Moreover,
we also evaluated the performance of the ExAD detector [13] and JTLA
detector [33] in Section 3.1.4, and alternative ensembling strategies in
the Known Attack scenario in Section 3.1.3.

In Section 3.3 we finally propose a strategy to visualize benign and
adversarial examples on a low-dimensional space, based on the similar-
ity of their layer- and detector-specific score profiles, and which may be
useful in real-world applications. The assessment of the computational
time of ENAD is discussed in Section 3.4, while the hyperparameter
selection is discussed in Supplementary Sect. 1. In particular, Sup-
plementary Table 1 contains the hyperparameter configurations and
Supplementary Tables 4 and 5 contain the best hyperparameters for
each setting.
6

3.1. Known attacks

3.1.1. Standalone detectors capture distinct properties of adversarial exam-
ples

In order to assess the ability of standalone Detectors A, B and
C to exploit different properties of input instances, we first analyzed
the methods as standalone, and computed the subsets of adversarial
examples identified: (𝑖) by all detectors, (𝑖𝑖) by a subset of them, (𝑖𝑖𝑖) by
none of them.

In Fig. 3(a), we reported a contingency table in which we compare
the OCSVM and Mahalanobis detectors on all the experimental settings
with the DenseNet model, while the remaining pairwise comparisons
are presented in the Supplementary Fig 4. Importantly, while the
class of examples identified by both approaches is, as expected, the
most crowded, we observe a substantial number of instances that are
identified by either one of the two approaches. This important result
appears to be general, as it is confirmed in the other comparisons
between standalone detectors.

In addition, in Supplementary Fig. 5 one can find the layer-specific
scores returned by all detectors in a specific setting (ResNet, Deep-
Fool, CIFAR-10). For a significant portion of examples, the ranking
ordering among scores is not consistent across detectors, confirming
the distinct effectiveness in capturing different data properties in the
hidden layers.

To investigate the importance of the layers with respect to the
distinct attacks, models and datasets, we also computed the AUROC
directly on the layer-specific scores, i.e. the anomaly scores returned
by each detector in each layer. In Fig. 3(b), one can find the results for
all detectors in all settings, with the DenseNet model (the same results
for the ResNet model are available in Supplementary Fig. 3). For the
FGSM attack, the scores computed on the middle layers consistently
return the best AUROC in all datasets, while for the BIM attack the last
layer is apparently the most important. Notably, with DeepFool and
CW attacks the most important layers are dataset-specific. This result
demonstrates that each attack may be vulnerable in distinct layers of
the network.

3.1.2. ENAD outperforms standalone detectors
Table 1 reports the AUROC and AUPR computed on the fitted ad-

versarial posterior probability for Detectors A, B, and C, respectively,
on all 24 experimental settings.

It can be noticed that ENAD exhibits the best AUROC, AUPR and
F1-score in 21 out of 24 settings (with less than 1% difference from the
best in the remaining ones), with the greatest improvements emerging
in the hardest attacks, i.e. DeepFool and CW. Remarkably, the newly
designed OCSVM detector outperforms the other standalone detectors
in 12 out of 24 settings.

Notice that in Supplementary Table 6, we also evaluated the per-
formance of all pairwise combinations of the three detectors, so to
quantitatively investigate the impact of integrating the different algo-
rithmic approaches, proving that distinct ensembles of detectors can be
effective in specific experimental settings.

3.1.3. Comparison with alternative aggregation approaches
ENAD employs a logistic classifier as a meta-learner to aggregate

the scoring of every detector in each layer, although other ensembling
strategies may be employed, e.g., voting schemes or more complex
machine learning algorithms. In this section, we will compare ENAD
with (1) an AutoML framework named AutoGluon2 [59], to get a
strong baseline from a more complex machine learning algorithm than
a simple logistic and (2) a simpler voting scheme. Both strategies will
be employed to aggregate the predictions of standalone Detectors A,
B, C.

2 https://auto.gluon.ai/stable/index.html

https://auto.gluon.ai/stable/index.html
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Fig. 3. (a) Comparison of predictions of standalone detectors in the Known Attacks scenario (OCSVM vs. Mahalanobis – DenseNet). The contingency table shows the
number of adversarial examples of the test set 𝑡𝑒𝑠𝑡 correctly identified by: both the OCSVM and the Mahalanobis detectors (MO), either one of the two methods (O or M), none
of them (∅). The results of the DenseNet model, with respect to the distinct datasets and attacks are shown, whereas the remaining pairwise comparisons are displayed in the
Supplementary Fig. 4. (b) Influence of the hidden layers in adversarial detection in the Known Attacks scenario (DenseNet). For each configuration of datasets and attacks
on the DenseNet model, the AUROC of each layer-specific score for Detectors A–C is returned. For each configuration and detector, the best-performing layer is highlighted with
a darker shade (see Methods for further details). The same results for the ResNet model are available in Supplementary Fig. 3.
Table 1
Comparative assessment of ENAD and competing methods in the Known Attacks scenario. Performance comparison of the ENAD, LID
[2], Mahalanobis [1], OCSVM detectors (all the pairwise combinations of the three single detectors are available in Supplementary Table 6).
The Table contains the AUROC, AUPR and F1-score for all the combinations of selected datasets (CIFAR-10, CIFAR-100 and SVHN), models
(DenseNet and ResNet), and attacks (FGSM, BIM, DeepFool and CW). See Methods for further details.
7
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Comparative assessment of ENAD, AutoML and the Maj voting strategies in the Known Attacks scenario. The F1-score returned by
ENAD, AutoML and the Maj(ority) voting scheme are shown for the Known Attacks scenario (see the main text for further details). The
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In detail, AutoGluon is an automated ML framework that employs
well-known techniques, such as ensembling multiple classifiers (like
we did in ENAD) and bagging to reduce overfitting, while employing
heuristics for hyperparameter tuning and feature engineering. The
classifiers taken into account include neural networks, boosted trees
and 𝑘-nearest neighbors. Lastly, we ran AutoGluon with the present for
best performance (‘‘best_quality’’ preset to the fit method of the Tab-
ularPredictor class), keeping the default hyperparameter space
and optimizing the AUROC metric. By doing so, we obtained an upper-
bound estimate of the achievable performance using the layer-specific
scores with more powerful machine learning algorithms.

Furthermore, we also considered simpler voting schemes as a lower-
bound of performances: Or, And and Maj (Majority), that is, an exam-
le is identified as adversarial if at least one detector, all detectors or
he majority of the detectors, respectively, classify it as adversarial.

In Table 2 we report the F1-score comparison among ENAD, Au-
oML and Maj in the Known attack setting (see above), while in
upplementary Table 8 we report all the voting schemes. In almost
ll the settings, ENAD and AutoML achieve the best performances.
e point out that AutoML never outperforms ENAD and that voting

cheme requires the training of three separate logistics, one for each
etector, while ENAD requires only one. These results suggest that
eeping the logistic aggregator is a good tradeoff between resource
equirements and performance.

.1.4. Comparison with similar adversarial detection approaches
In addition to LID and Mahalanobis, we also compared ENAD with

wo more adversarial detectors that are based on similar ideas to
8

ur method. First, JTLA [33] is an unsupervised adversarial detector c
hat, akin to our approach, utilizes layer-specific scoring functions to
alculate the anomaly score. Second, ExAD [13] is another ensemble-
ased detector that, in contrast to ENAD, relies on feature attribution
ethods [60–62] instead of the latent features.

Concerning JTLA, we tested its performance against ENAD with
ur experimental setting. We point out that our setup differs from
heirs (described in [33]), since we have a smaller training set to fit
etectors (𝑡𝑟𝑎𝑖𝑛) and we considered a different selection of layers in our
enseNet and ResNet models. The comparisons in the Known Attack

cenario are available in Supplementary Table 2, while a more detailed
escription of the method and how we adapted our experimental
etting can be found in Supplementary Sect. 2.1. To summarize, our
ethod outperforms JTLA in all the combinations of the Known Attack

cenario. We will later discuss that JTLA could have an advantage in
ransfer attacks, described in the next section, due to its unsupervised
ature. Although, ENAD still performs better in the majority of the
ettings.

In the Supplementary Section 2.2, we provided a detailed descrip-
ion of ExAD and compared its performances to ENAD. As suggested
y the authors of ExAD, either a CNN or an autoencoder (AE) can be
mployed to distinguish normal from adversarial feature attributions.
n our experiments, we tested both CNNs and AEs for all benchmark
ttacks, the DenseNet model and the CIFAR-10 and SVHN datasets.
oth types of classifiers achieved a maximum of ≈ 73 F1-score on the
GSM – DenseNet setting, while significantly worsened in all other

ases (see Supplementary Table 3).
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Table 3
Comparative assessment of ENAD and competing methods in the Transfer Attacks (cheap training) scenario. Performance comparison
of the ENAD, LID [2], Mahalanobis [1], and OCSVM detectors when both the hyperparameter optimization and the logistic regression fit
are performed on the FGSM attack. The Table contains the AUROC for all the combinations of selected datasets (CIFAR-10, CIFAR-100 and
SVHN), models (DenseNet and ResNet), and attacks (BIM, DeepFool and CW). See Methods for further details.
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3.2. Transfer attacks

3.2.1. Transfer attacks with cheap training via FGSM
In this section, we discuss the performance of ENAD and Detectors

A, B, and C when a transfer attack is performed. In particular, we
tested the performance of all the detectors when trained on the cheapest
benchmark attack, i.e. FGSM, that only requires the multiplication
of the gradient by the perturbation size. Afterwards, we tested the
performance on BIM, DeepFool and CW attacks.

In Table 3 one can see how, despite the expected worsening of the
performances, either ENAD or OCSVM achieve the best AUROC and
AUPR in almost all settings, further demonstrating the robustness of
our approach.

When it comes to transfer attacks, it is also important to take
into account the effectiveness of unsupervised techniques like JTLA,
introduced in Section 3.1.4. Indeed, unlike ENAD, these methods do
not depend on having a labeled training set in order to train the
detectors. To estimate the performance of JTLA in the transfer setting,
we can compare the results of Table 3 with the one in Supplementary
Table 2 (the distinction between Transfer and Known attacks does not
hold for JTLA). Our method still performs better than JTLA in 7 of 12
configurations, even if ENAD is in the cheap training setting.
3.2.2. Training matters with harder transfer attacks

A particular kind of transfer attack is the so-called adaptive attack,
9

where an attacker generates adversarial examples exploiting the full e
knowledge of the detector. Many works address the topic of adaptive
attacks [26,28,63,64], in some cases by targeting ensembles of detec-
tors [65]. In particular, in [28] the authors discuss how to design an
effective attack when a defence method has some gradient masking.
The LID detector falls in this category, as its loss function proves to be
articularly difficult to differentiate.

Given that ENAD is an ensemble of multiple detectors, making its
oss function is at least as difficult as that of the LID detector. We here
pplied the same strategy proposed in [28] to define a harder attack.
n particular, we considered the 𝐿∞ variant of the CW attack (labeled
s 𝐶𝑊∞), which allows one to generate high-confidence adversarial
xamples with small distortions.

To this end, we generated 800 further adversarial examples with
𝑊∞ and distortion 𝜖, and by scanning 𝜖 ∈ {𝑖∕255 | 𝑖 ∈ {2, 4, 6, 8, 10}}.
his setting allowed us to assess the performance of the distinct detec-
ors with respect to the distortion size. Also in this case, we defined
hree balanced partitions of adversarial, noisy, and clean examples
labels are coherent with the other experiments, see above), and tested
NAD and competing methods when trained on either FGSM, BIM,
eepFool, or CW, and tested against the 𝐶𝑊∞ attack.

In Fig. 4(a) we report the F1-score for the DenseNet and SVHN
etting. All detectors perform better when trained either on DeepFool
r CW, with ENAD showing the overall best performance for all values
f 𝜖. All detectors appear to be unable to classify 𝐶𝑊∞ adversarial

xamples when trained on FGSM (cheap training), which in this case
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Fig. 4. Comparative assessment of ENAD and competing methods in the Transfer Attacks (hard attacks) scenario. (a) The of F1-score returned by ENAD, LID [2],
Mahalanobis [1], and OCSVM detectors against the 𝐶𝑊∞ transfer attack is shown (DenseNet – SVHN). The dataset employed in this test contains 800 samples of, respectively,
adversarial, noisy and clean examples (see the main text for further details). Colors are used to distinguish the detectors, and letters to distinguish the attack on which the detector
is trained, e.g., the blue 𝐶 stands for ENAD trained on CW. The remaining settings are shown in the Supplementary Fig. 6. (b) Analysis restricted on the performance of detectors
when trained on the CW attack. In both figures, eps stands for the 𝐿∞ attack max perturbation size (in the [0, 255] scale).
is not advisable. All the other settings are reported in Supplementary
Fig. 6.

In Fig. 4(b) we report the F1-score for all settings when the de-
tectors are trained on CW, which appears to be the best choice as
for Fig. 4(a). ENAD is the best performing in the DenseNet – SVHN
setting, while being the second best in all remaining settings, show-
ing good overall performance. OCSVM has analogous performances,
while the other detectors exhibit unstable performances, confirming the
results of Section 3.2.1.

3.3. Visualizing adversarial examples in the low-dimensional score space

In order to explore the relationship between the scoring functions
and the overall performance of ENAD, it is possible to visualize the
test examples on the low-dimensional tSNE space [66], using the (logit
weighted and Z-scored) layer- and detector-specific scores as starting
features (3 detectors × 4 hidden layers = 12 initial dimensions).

This representation allows one to intuitively assess how similar the
score profiles of the test examples are: closer data points are those
displaying more similar score profiles, which translates in an analogous
distance from the set of correctly classified training instances, with
respect to the three scoring functions currently included in ENAD. Im-
portantly, this allows one to evaluate how many and which adversarial
examples display score profiles closer than those of benign ones, and
vice versa, and visualize them.

As an example, in Fig. 5 the test set of the SVHN, DenseNet,
DeepFool setting is displayed on the tSNE space. The color gradient
returns the confidence 𝑐 of ENAD, i.e., the probability of the logistic
regression: an example is categorized as adversarial if 𝑐 > 0.5, benign
otherwise.

While most of the adversarial examples are identified with high
confidence (leftmost region of the tSNE plot), a narrow region exists in
which adversarial examples overlap with benign ones, hampering their
identification and leading to significant rates of both false positives
and false negatives. Focusing on the set of false negatives, it is evident
that some adversarial examples are scattered in the midst of the set of
benign instances (rightmost region of the tSNE plot), rendering their
identification extremely difficult.
10
3.4. Computational time

The computational time of ENAD is approximately the sum of
that of the detectors employed to compute the layer-specific scores
and, in the current version, it is mostly affected by OCSVM (see
the computation time assessment in the Supplementary Material and
in Supplementary Fig. 2). OCSVM hyperparameter search time can
be improved in many ways: by considering SVM implementations
that support GPU [67] or by adding a Hyperband scheduler [68], in
addition to the Bayesian sampler that we employed in our experiments.

4. Conclusions

We introduced the ENAD ensemble approach for adversarial detec-
tion, motivated by the observation that distinct detectors are able to
isolate non-overlapping subsets of adversarial examples, by exploiting
different properties of the input data in the internal representation of
a DNN. Accordingly, the integration of layer-specific scores extracted
from three independent detectors (LID, Mahalanobis and OCSVM)
allows ENAD to achieve significantly improved performance on bench-
mark datasets, models and attacks, with respect to the state-of-the-art,
even when a simple integration scheme (i.e., logit) is adopted.

It is also worth of note that the newly introduced OCSVM detector
proved highly effective as a standalone in our tests, indicating that
the use of one-class classifiers for this specific task deserves an in-
depth exploration. Most important, the theoretical framework of ENAD
is designed to be general and as simple as possible, so to show the
advantages of adopting ensemble approaches in the ‘‘cleanest’’ scenario.
Yet, the framework might be easily extended and improved.

On the one hand, ENAD may accommodate different scoring func-
tions, generated via any arbitrary set of independent algorithmic strate-
gies. In this regard, ongoing efforts aim at integrating detectors process-
ing the hidden layer features with others processing the properties of
the output, which have already proven their effectiveness in adversarial
detection (see, e.g. [14,42,48]). Similarly, one may explore the possi-

bility of exploiting the information on activation paths and/or regions,
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Fig. 5. Visualization of adversarial and benign examples in the low-dimensional score space (DenseNet – SVHN – DeepFool). Representation of the test data 𝑡𝑒𝑠𝑡 for
the configuration DeepFool, DenseNet and SVHN in the tSNE low-dimensional space [66]. The layer- and detector-specific scores are weighted with the logit weights, Z-scored,
and then used as features for the tSNE computation, via the computation of the k-nearest neighbor graph (𝑘 = 50) with Pearson correlation as metric (further tSNE parameters:
perplexity = 100, early exaggeration = 100, learning rate = 10000). In each quadrant the true positives (a), false positives (b), true negatives (c) and false negatives (d) are
displayed. Each point in the plot represents either an adversarial or a benign example and the color returns the confidence 𝑐 provided by ENAD, i.e., the probability returned by
the logistic classifier. (e) The barplots return the absolute number of TPs, TNs, FPs and FNs for this experimental setting.
as suggested in [39,69], as well as of refining the score definition by
focusing on class-conditioned features.

On the other hand, more effective strategies for the integration of
such scoring functions might be devised. As shown the Results Section,
adversarial examples generated with a given attack might be more
easily identified by a specific detector and by exploiting the properties
of a specific layer. In other terms, the attack type is closely related
to the detector performance and the layer relevance, and this results
in attack-specific optimal weights of the logit currently employed by
ENAD and competing methods, possibly limiting its effectiveness. This
aspect is even more relevant when facing transfer attacks, for which
the logit training is executed on a separate attack, worsening the
overall performance. This also suggests that the training phase should
be considered with extreme caution when developing a detector for
production.

For such reasons, more sophisticated strategies to combine scoring
functions might be considered to improve the generality and robustness
of our approach, e.g. via weighted averaging or by employing test
statistics [33], as well as via the exploitation of more robust feature
selection and classification strategies.

On a side note, we specify that, despite their simplicity, ensem-
bling strategies based on voting schemes might be also considered as
an alternative to the logit in safety-critical settings. For example, as
presented in the Results Section, the Or voting scheme may be the
method of choice if Recall matters more than Precision, as in several
11
real-world biomedical scenarios (e.g., one might want to minimize the
false negatives in diagnostic testing).

To conclude, given the virtually limitless possibility of algorithmic
extensions of our framework, the superior performance exhibited in
benchmark settings in a purposely simple implementation, and the
theoretical and application expected impact, we advocate a widespread
and timely adoption of ensemble approaches in the field of adversarial
detection.
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