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Abstract
Digital health technologies (DHTs), including digital therapeutics (DTx), are revolutionizing patient care by 
enabling the prevention, management, and treatment of medical conditions. These tools comprise care delivery 
mobile applications, wearable devices, and cloud platforms for capturing real-time data and enabling remote 
monitoring. DTx are regulated, software-based interventions that deliver evidence-supported therapeutic effects; 
artificial intelligence (AI) and machine learning, including advanced architectures, such as agentic systems and 
digital twins, may augment DTx workflows but are not defining features of DTx. Growing evidence supports the 
effectiveness of DHT strategies across different clinical fields. For example, wearable and remote patient monitoring 
technologies enable continuous assessment and personalized feedback in cardiology and neurology. Additionally, 
AI-enabled devices are widely implemented for continuous monitoring of glucose levels. However, several key 
challenges remain. Persistent gender and social biases in datasets and algorithms raise ethical concerns, particularly 
for underrepresented groups and pediatric populations. Mitigation strategies include regulatory frameworks, 
explainable AI, and trustworthy AI ecosystems. This work is a narrative, expert-driven review based on illustrative 
literature curated by domain specialists. It aims to synthesize current evidence, highlight implementation barriers, 
and propose recommendations to enhance inclusivity, interoperability, and real-world evaluation of digital 
health technologies. Applications of DHTs in animals within a One Digital Health framework, as well as potential 
applications in infection-related oncology, are also discussed.
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Introduction
Digital health technologies (DHTs) include a wide range 
of digital tools such as software, connected devices, and 
data services designed to improve health outcomes across 
the entire care spectrum, from prevention to diagnosis, 
monitoring, treatment, and rehabilitation. These tools 
include telehealth platforms, mobile health apps, wear-
able sensors, remote patient monitoring (RPM) systems, 
artificial intelligence (AI), and machine learning (ML) 
algorithms used for clinical decision-making and predic-
tive analytics. They also encompass AI agents and digital 
twins that simulate patient physiology. Digital therapeu-
tics (DTx) are a specific, regulated subset of DHTs. They 
are software-based, evidence-supported interventions 
designed to deliver direct therapeutic effects to prevent, 
manage, or treat medical conditions. Unlike general well-
ness apps, DTx make explicit clinical claims, undergo rig-
orous evaluation (often as Software as a Medical Device, 
SaMD), and must meet regulatory, quality, privacy, and 
cybersecurity standards comparable to other medical 
technologies [1–3]. A broader overview of the potential 
of digital healthcare technologies can be found elsewhere 
[4].

Despite their conceptual appeal, most of these tech-
nologies, such as agent-based systems and digital twins, 
currently remain at an early translational stage. Empiri-
cal evidence demonstrating their added value over con-
ventional clinical decision support is still scarce, and 
substantial challenges persist regarding validation, uncer-
tainty quantification, regulatory qualification, and clinical 
accountability. As such, these approaches should pres-
ently be viewed as complementary research tools rather 
than mature clinical solutions. However, although these 
strategies hold great promise for research and clinical 
care across various medical fields, several major chal-
lenges still exist. For instance, a recent study revealed a 
significant overrepresentation of male figures in genera-
tive AI text-to-image outputs [5]. Many of these issues 
stem from the gender health data gap, which involves 
two main problems: inadequate research on conditions 
affecting women and the reliance on male-based data as 
the medical standard [6]. To avoid perpetuating existing 
inequalities and ensure data disaggregation, these tech-
nologies must be developed and validated with diverse, 
representative datasets that reduce gender bias and pre-
vent discriminatory outcomes [7].

This narrative review aims to explore the current state 
of DTx and its potential applications. We also examine 
how DHTs are applied to animals within the One Digital 
Health framework, as well as in infection-related oncol-
ogy. Veterinary applications are included not as a paral-
lel overview, but as a comparative lens to examine how 
ethical and governance challenges scale across domains 
within a One Digital Health framework. Moreover, the 

infection-related oncology domain is presented as a 
case-study application of the digital health ecosystem. In 
this context, digital platforms exemplify the opportuni-
ties and limitations of AI-enabled DHTs when deployed 
in settings characterized by constrained diagnostic 
resources, evolving risk profiles, and the need for scal-
able triage strategies. Finally, ethics issues and challenges 
related to data bias are addressed, with a focus on future 
directions and recommendations as well as the steps 
necessary to improve inclusivity and minimize health 
disparities. Accordingly, this review does not follow a 
formal systematic-search protocol. It adopts a narrative, 
expert-curated approach in which literature selection 
was guided by the domain expertise of the contributing 
authors. For each thematic section, authors identified 
relevant and high-impact studies based on scientific rel-
evance, methodological quality, and clinical or transla-
tional significance within the field addressed. Given the 
heterogeneity of technologies, examples were selected 
to be illustrative rather than exhaustive; consequently, 
study designs and outcomes synthesis were conducted 
thematically and interpretively, without formal quantita-
tive aggregation. The aim is to shed light on an integra-
tive DTx ecosystem framework that connects clinical 
evidence, AI architecture, and ethical governance across 
human and veterinary digital health contexts.

Clinical evidence of digital health technologies
Clinical evidence suggests the potential efficacy of DTx in 
managing chronic diseases. For instance, in a multicenter 
randomized trial assessing the HERB digital therapeutic 
system for hypertension, patients under 65 who were not 
on antihypertensive medications experienced significant 
reductions in 24-hour systolic blood pressure using a 
smartphone app-based intervention compared to lifestyle 
counselling alone [8]. Another trial (HERB-DH1) showed 
favorable trends toward improved home blood pressure 
control when behavioral change content was delivered via 
a smartphone application [9]. These studies demonstrate 
the potential of DTx to enhance adherence, improve self-
care, and potentially delay the need for pharmacological 
treatment.

Beyond cardiovascular disease, DTx have demonstrated 
utility in mental health care, particularly through pro-
grams that integrate smartphone-based monitoring with 
coaching or structured feedback. In a randomized trial 
comparing web-based coaching versus access to digital 
resources alone for depression, patients in the coached 
group achieved superior symptom improvement, high-
lighting the role of human facilitation in maximizing the 
effectiveness of digital tools [10]. Furthermore, home-
based digital interventions, such as Moving Through 
Glass, have been shown to improve balance and mobility 
in individuals with neurodegenerative diseases [11].
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The scope of DTx includes vulnerable populations. 
Among solid organ transplant recipients, who face a high 
risk of vaccine-preventable infections, digital systems 
have been proposed to centralize immunization records 
and send automated vaccine reminders, potentially 
overcoming barriers like care fragmentation and pro-
vider miscommunication [12]. Similarly, in patients with 
chronic obstructive pulmonary disease (COPD), qualita-
tive research identifies both opportunities and challenges 
for DHT adoption. Clinicians highlighted patient digi-
tal literacy, device data quality, and the lack of integra-
tion into clinical workflows as key barriers [13]. Despite 
promising outcomes, the implementation of DTx remains 
inconsistent, hindered by structural, regulatory, and 
behavioral obstacles. However, programs like DOORS 
(Digital Opportunities for Outcomes in Recovery Ser-
vices), which offer digital literacy training to patients 
with severe mental illness, show how targeted interven-
tions can close the “second digital divide” and promote 
equitable access to digital care tools [14].

Overall, the current evidence base for DTx and related 
DHTs remains heterogeneous. In addition, many tri-
als rely on intermediate or surrogate endpoints (e.g., 
behavioral adherence metrics or short-term physiologi-
cal changes), whereas evidence on long-term clinical out-
comes, health-economic impact, and durability of benefit 
remains limited. This gap complicates comparisons with 
pharmacological or procedural interventions and par-
tially explains the variability in regulatory and reimburse-
ment decisions across jurisdictions. Randomized trials 
provide the strongest support in selected indications, 
such as hypertension [8] and structured mental-health 
interventions [10]. In contrast, many implementations 
are supported by smaller feasibility studies or qualita-
tive evaluations that primarily inform acceptability and 
workflow integration rather than clinical effectiveness. 
Importantly, effect sizes, follow-up duration, and external 
validity vary substantially across studies, and the transfer-
ability of results is often constrained by population selec-
tion, digital literacy, and differences in care pathways. 

Therefore, clinical conclusions should be interpreted in 
light of study design and validation maturity, and future 
work should prioritize reproducible endpoints, longer 
follow-up periods, and pragmatic evaluation in routine 
care settings.

Wearable technologies and remote patient monitoring
Wearables and RPM enable longitudinal capture and 
real-time tracking of physiological and behavioral data 
and support scalable follow-up in chronic disease, while 
enhancing patient engagement. These tools range from 
photoplethysmography (PPG)-enabled wristbands to 
smartwatches and implantable devices that transmit con-
tinuous data to clinicians (Fig. 1).

In cardiovascular care, wearables have demonstrated 
clinical utility in various populations. Broers et al. [15] 
evaluated a lifestyle intervention supported by wearable 
tracking in patients with cardiovascular disease, show-
ing that personalized feedback led to improved physical 
activity and behavioral change across multicenter cohorts 
in Spain and the Netherlands. Similarly, the CHIEF-HF 
trial utilized Fitbit smartwatches to monitor step counts 
and correlate them with patient-reported health status 
using the Kansas City Cardiomyopathy Questionnaire 
(KCCQ). The study found a significant non-linear associ-
ation between daily step count and both symptom sever-
ity and physical limitation scores, reinforcing the value of 
wearables in tracking heart failure progression [16].

Furthermore, wearables offer opportunities for early 
detection of clinical deterioration. Hochstadt et al. [17] 
demonstrated the feasibility of using smartphone-con-
nected PPG to detect cardiac rhythm abnormalities, 
including atrial fibrillation, in ambulatory settings with 
high signal quality and accuracy. In a different context, 
Wu et al. [18] implemented an RPM system for COPD 
patients that integrated wearable sensors, air quality 
metrics, and mobile app data. Their system successfully 
predicted exacerbations using ML models, exemplifying 
the integration of environmental and biometric data for 
remote respiratory care.

Fig. 1  End-to-end data pipeline for wearable-driven care. Physiological signals collected from a patient via wearable devices (e.g., smartwatch, smart-
phone) are transmitted to a cloud environment for storage and AI-based analysis. Processed insights are then visualized on a clinical dashboard to support 
decision-making
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The application of wearables in older or frail popula-
tions is also advancing. Liu et al. [19] demonstrated that 
remote follow-up using smartwatches after transcatheter 
aortic valve replacement (TAVR) in elderly patients was 
both feasible and clinically valuable, enabling the early 
detection of complications and reducing unnecessary 
hospital visits. Complementarily, the REMOTE-CIED 
trial evaluated RPM in patients with heart failure and 
implantable defibrillators. The results indicated improved 
clinical outcomes and reduced burden of in-person fol-
low-ups [20].

Due to their versatility and effectiveness in predicting 
glucose levels, systems for continuous glucose track-
ing are among the most widely used wearable medical 
devices. To avoid or at least reduce the risk of complica-
tions in diabetic people, continuous blood glucose moni-
toring [21] reports to the patient when it is essential to 
give an insulin injection. Accordingly, predictive algo-
rithms should be capable of acquiring and processing 
data in real-time (with high sampling rate and fast tran-
sitions), producing fast responses with high accuracy for 
the relationship between both future glucose levels and 
prediction time. This process should guarantee a low 
computational weight (Fig. 2).

For this aim, the AutoRegressive Moving Average 
(ARMA) is one of the most implemented predictive algo-
rithms. It is a mathematical model that utilizes past val-
ues of a time series, modulated by specific coefficients, 
to predict the future level of blood glucose, anticipating 
hyperglycemia and hypoglycemia events within a speci-
fied time window [22]. Investigations have demonstrated 
the capability of ARMA models to obtain data predic-
tions with time-dependent root mean square errors 
(RMSEs) at 30, 45, and 60 min, respectively, of ~ 9.04, ~ 
11.84, and ~ 14.82 mg/dL. However, these models are not 
generalizable for every situation and are strictly depen-
dent on the specific subject characteristics; therefore, the 
hyperparameters should be trained and computed based 
on the individual patient’s history data. This key limita-
tion is particularly evident when a multiple comparison 

is performed between different ML techniques [23]. For 
example, a generalized ARMA model performed poorly 
compared to individual (i.e., patient-centered) ARMA 
models, especially when the input time series had non-
linear patterns or when a prediction for a timestamp 
higher than 30 min was required [24].

Despite these limitations, remote monitoring technolo-
gies in diabetes care have demonstrated tangible clinical 
benefits. A retrospective cohort study involving patients 
with type 1 diabetes revealed that a commercially avail-
able remote glucose monitoring platform facilitated more 
individualized care and helped identify those most in 
need of intervention [25]. Additionally, in the context of 
gestational diabetes, RPM was associated with improved 
maternal glycemic control and better neonatal outcomes 
compared to standard in-person care [26].

Furthermore, research focused on neurodegenerative 
diseases. In Parkinson’s disease (PD), wearable sensors 
allow continuous monitoring of key physiological param-
eters, including movement, tremor, gait, balance, and 
sleep patterns [27, 28]. The data collected on motor and 
non-motor symptoms are analyzed using AI algorithms, 
enabling timely and precise therapeutic adjustments [29]. 
Moreover, these technologies provide valuable insights 
into disease progression, treatment efficacy, and quality 
of life [30].

Clinical utility depends not only on sensor accuracy but 
also on effective integration into clinical workflows, sus-
tained patient adherence, and post-deployment monitor-
ing to detect performance drift. The evidence supporting 
wearables and RPM spans proof-of-concept studies, 
observational cohorts, and pragmatic implementations; 
however, relatively few large trials have demonstrated a 
direct impact of device-driven interventions on clini-
cally meaningful outcomes [13]. Moreover, a recurrent 
limitation is dataset shift related to device heterogene-
ity, signal quality, and context of use. Combined with 
missingness in real-world data streams, these issues can 
substantially degrade model performance outside devel-
opment cohorts. Beyond these technical challenges, 

Fig. 2  Workflow of a predictive glucose-monitoring system. A patient performs capillary glucose sampling, and the measured value is used to feed a 
prediction model that forecasts glucose trends over time. When the model anticipates values crossing hyper- or hypoglycemic thresholds, an alert is trig-
gered to warn the patient/clinician and prompt timely intervention
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many wearable-based interventions struggle to trans-
late generated insights into sustained clinical action. In 
several studies, outputs remain confined to dashboards 
without clearly defined escalation pathways or account-
ability mechanisms, increasing the risk of alert fatigue, 
clinician burden, and ambiguity in responsibility when 
automated signals are ignored or misinterpreted [13].

Artificial Intelligence-based applications
The integration of AI into wearable and portable medical 
technologies is reshaping how patient data is interpreted, 
enabling earlier detection, refined risk stratification, 
and personalized intervention across diverse clinical 
domains. These AI-powered devices process high-reso-
lution physiological signals, often collected passively, and 
translate them into clinically actionable information.

One of the most prominent applications is cardiol-
ogy. Dhingra et al. [31] developed an AI model capable 
of predicting new-onset heart failure using single-lead 
ECGs acquired from portable devices. The model was 
validated across large and diverse cohorts in the US, UK, 
and Brazil, demonstrating a 3- to 7-fold increase in heart 
failure risk among individuals with a positive AI screen, 
with superior performance compared to traditional clini-
cal scores. Similarly, Lopez-Jimenez et al. [32] validated a 
cuffless, wearable blood pressure monitor powered by AI, 
which demonstrated robust accuracy across all hyperten-
sion categories.

The capacity of AI to facilitate early detection of criti-
cal events was explored by Beqari et al. [33], who applied 
a machine learning algorithm (NightSignal) to wear-
able-derived biometrics in patients recovering from 
cardiothoracic surgery. The algorithm identified 81% 
of complications up to two days before symptom onset, 
demonstrating the potential of AI in optimizing periop-
erative care.

In women’s health, Luo et al. [34] validated machine 
learning models that predict ovulation and menstruation 
based on wrist skin temperature and heart rate recorded 
by a wearable device. The study reported an AUC of 
0.869 for fertile window prediction, underlining how AI 
can support reproductive planning in both regular and 
irregular menstruators.

Moreover, AI is also being deployed in visual diag-
nostics. The WISDOM AI study by Rochon et al. [35] 
implemented a computer vision system to triage sur-
gical wound images submitted via smartphones. The 
algorithm achieved a sensitivity of 89% in identifying 
wounds that required priority reviews, thereby helping to 
reduce the clinical burden while maintaining safety stan-
dards. Finally, a study by Shah et al. [36] introduced an 
AI system embedded in a consumer-grade smartwatch to 
detect pulseless electrical activity, suggesting the feasibil-
ity of population-scale arrest detection. Concerning the 

quality of evidence, AI applications range from internally 
validated models to early external validation and real-
world feasibility demonstrations. Moreover, although 
some studies report strong discrimination metrics, 
overall, comparative interpretation requires attention 
to validation strategy (internal vs. external), calibration, 
and performance across clinically relevant subgroups. 
Importantly, high discrimination metrics alone do not 
guarantee clinical utility. Several AI models demonstrate 
performance degradation when deployed outside the 
development environment, particularly in the presence 
of dataset shift, evolving clinical practices, or differences 
in device characteristics. Consequently, claims of clinical 
readiness should be interpreted cautiously unless sup-
ported by prospective validation, calibration monitoring, 
and evidence of benefit within real-world care pathways 
(Table 1).

  
Within the proposed DTx ecosystem, these AI-based 

applications should be interpreted as algorithm-centric 
layers that act upon data streams generated by wearables 
and RPM systems, rather than as independent therapeu-
tic interventions.

Artificial intelligence agents and digital twins
Within the DTx ecosystem, AI agents and digital twins 
represent two complementary but distinct architectural 
paradigms. AI agents primarily orchestrate decision-
making processes, information triage, and task alloca-
tion across clinical workflows, whereas digital twins aim 
to enable near–real-time, individualized simulations of 
human physiology to support prediction, virtual test-
ing, and personalization. Importantly, both approaches 
complement, rather than duplicate, earlier AI-enabled 
monitoring applications by operating at higher levels of 
abstraction and clinical integration. Additionally, they 
have distinct validation and governance requirements. 
Together, they enable personalized medicine by forecast-
ing health outcomes and tailoring treatments based on a 
patient’s unique biological and clinical data.

In artificial agents and multi-agent systems, a specific 
role is assigned to each agent. Consequently, researchers 
have utilized these systems to simulate the work dynam-
ics present in medical teams, reproducing the procedures 
that occur during triage, for example, in the field of emer-
gency medicine and clinical diagnosis. Thus, agents can 
act at various points in the clinical process, such as the 
preliminary evaluation of the patient, the establishment 
of a diagnosis, and the determination of the required 
treatments, along with the allocation of resources [37].

In this context, digital twins specifically aim to support 
individualized simulations of human physiology, sup-
porting precision diagnostics, predictive modeling, and 
personalized treatment strategies. Therefore, they have 
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the potential to transform medicine into a proactive, 
data-driven discipline rooted in each patient’s unique 
biological and clinical profile [38]. Another example of 
this is the Medical Decision-Making Agent (MDAgent). 
It is a system designed to process multimodal medi-
cal data by leveraging large language models (LLMs) to 
make decisions based on the complexity of a patient’s 
case. MDAgent operates in four stages. First, it assesses 
the complexities of the clinical case. Second, it brings 
together an appropriate team, ranging from a single phy-
sician to a multidisciplinary group. Third, it conducts an 
analysis and synthesis of the response using advanced 
reasoning techniques. Lastly, an MDA consolidates all 
the inputs to provide a coherent and informed final 
response. These teams can work independently or in col-
laboration with each other [37].

A major contributor to this progress is the ongoing 
growth of comprehensive biochemical resources such 
as the Virtual Metabolic Human (VMH) in combination 
with AI-driven technologies. Given each update, these 
databases enrich DT models by providing deeper biologi-
cal insights, thereby improving their precision and pre-
dictive capabilities.

The expanding VMH platform integrates a range of 
new biological data, including human metabolic reac-
tions, genes, and enzymes, disease-specific metabolic 
profiles, host–microbiome metabolic interactions, and 
pharmacometabolic and drug-response pathways [39].

This influx of data supports high-resolution simulation 
of individual physiology. For example, a DT enhanced 
with newly annotated metabolic pathways can offer supe-
rior prediction of efficacy and potential side effects com-
pared to static models, based on the following approach:

 	• A baseline DT is created using a patient’s multi-
omics data (e.g., genomic and metabolomic profiles) 
aligned with the VMH framework.

 	• Computational models predict physiological 
responses to various conditions such as medications, 
diets, or diseases.

 	• Simulation outputs are compared with observed 
clinical outcomes to assess accuracy.

 	• Based on discrepancies, the DT is refined, and 
insights feed back into knowledge bases like VMH, 
forming a self-improving feedback loop.

Due to robust VMH integration, DTs enable virtual tri-
als to identify which patient subpopulations may ben-
efit from—or be harmed by—specific treatments, 
facilitating more accurate dosing. Modeling disease tra-
jectories based on individual metabolic maps enhances 
early detection and risk assessment, particularly for 
complex conditions such as metabolic syndrome or 
cancer. Ultimately, predicting personal responses to 
interventions—ranging from dietary adjustments to pro-
biotics—enables the development of deeply personalized 
treatment and prevention strategies [40].

Moreover, starting from diagnostic imaging with AI, 
it is possible to generate DTs that have a wide range of 
applications. One example is the Lung-DT framework, 
which combines AI and Internet of Things (IoT) data to 
classify and monitor lung diseases from real-time chest 
X-rays [41]. An application in the vascular field is Car-
dioVision. This framework combines diagnostic imaging 
with a segmentation model to create DTs of the aorta, 
aortic valve, and associated calcifications, from which 
morphological measurements can be obtained and 

Table 1  Selected artificial Intelligence-based applications
AI Model Aim Performance Data Source and Device Limitations Ref.
AI model on 
single-lead ECGs

HF risk prediction Individuals with a positive AI 
screen had a 3–7× higher HF 
risk; outperformed conventional 
clinical scores

Data from portable devices 
(large cohorts)

Needs external calibra-
tion across devices; 
potential dataset shift

Dhingra 
LS et al. 
[31]

Cuff-less BP AI 
monitor

Continuous, non-inva-
sive BP estimation

Internal validation showed ac-
curacy across all hypertension 
classes

Wearable, cuff-less sensor with 
embedded AI algorithm

Lacked external 
validation

Lopez-
Jimenez F 
et al. [32]

“NightSignal” ML Early detection of post-
operative complications

81% of complications up to 2 
days before symptoms

Wearable biometric data 
in cardiothoracic surgery 
patients

Small pilot study (po-
stop context)

Beqari J 
et al. [33]

ML model Fertile-window 
prediction

AUC 0.869 Wrist skin temperature and HR 
(wearable)

Performance may 
vary in highly irregular 
cycles

Luo C et 
al. [34]

WISDOM AI CV 
tool

Triage of surgical 
wound images from 
patients

89% sensitivity for identifying 
wounds needing priority review

Smartphone photos up-
loaded by patients to a digital 
platform

Image quality variability Rochon 
M et al. 
[35]

Smartwatch PEA 
detector (AI)

Detect pulseless electri-
cal activity (cardiac 
arrest)

Feasibility demonstrated on a 
consumer smartwatch

Consumer-grade smartwatch 
sensors

False alarms are 
possible

Shah K et 
al. [36]

Abbreviations: AI, Artificial Intelligence; AUC, Area Under the Curve; BP, Blood Pressure; CV, Computer Vision; ECG, Electrocardiogram; HF, Heart Failure; HR, Heart 
Rate; ML, Machine Learning; PEA, Pulseless Electrical Activity
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hemodynamic modeling can be supported, thus offer-
ing innovative tools to assist in personalized therapeutic 
decision-making. This approach also enables the simula-
tion of TAVR procedures and the evaluation of devices 
[42].

Through ongoing feedback between knowledge base 
expansion and model refinement, DTs are evolving 
into increasingly sophisticated virtual surrogates. This 
dynamic interplay is steering medicine toward a future 
where healthcare is not only personalized but also antici-
patory and highly adaptive to individual biology.

Application of DHT in animals: the one digital health 
framework
Within a One Digital Health perspective, veterinary and 
human DHT ecosystems should be viewed as intercon-
nected layers of a shared digital infrastructure rather 
than parallel, unrelated applications. Cross-species data 
streams (e.g., activity, physiology, geospatial exposure, 
and environmental context) can inform shared surveil-
lance and risk prediction, particularly for zoonotic threats 
and climate-sensitive conditions, while also enabling 
translational insights into behavior, stress, mobility, and 
chronic disease trajectories. To realize these synergies, 
interoperable data standards, robust governance, and 
bias-aware model development are required across both 
human and veterinary settings.

Digital monitoring technologies have become increas-
ingly accessible, and the global pet wearable market 
continues to grow. These devices enable owners and 
veterinarians to monitor their animals’ health. More-
over, they can be used for unique identification, track-
ing, and monitoring their behavior and developmental 
activities continuously. Pet-specific wearables range from 
smart harness devices fastened around the pet’s body, 
which are integrated with sensors to monitor body lan-
guage, posture, sound, body temperature, and heart rate, 
to smart collars that utilize Global Positioning System 
(GPS). New technology and products are being created 
each year [43]. Wearable sensors have countless applica-
tions in dairy and beef cattle, with garment-like devices 
being the most popular among farmers. Neck-mounted 
accelerometers were used in the studies to monitor feed-
ing and rumination behaviors, and the feeding behavior 
was accurately assessed [44]. Wearable sensors have sig-
nificantly enhanced the tracking and analysis of wildlife 
migration, not only for mammals but also for birds and 
marine mammals [45].

The advantages of using these technologies are very 
similar to those of human medicine, including remote 
monitoring of vital signs. Since pets and owners do not 
need to travel to send data to a veterinarian, there is 
improved accessibility of care, facilitating tele-triage, 
monitoring animal health in real time, collecting data 

for research, etc. Additionally, dogs and cats may behave 
differently in a veterinary hospital compared to their at-
home settings, and other animals, such as wild ones, are 
not accustomed to the presence of humans [43]. These 
devices can be used to monitor pain or movement after 
surgery, or to track respiratory rate, heart rate, and pulse 
oximetry in cases of chronic disease. For example, work-
ing/police dogs can be constantly monitored to avoid 
hyperthermia when they are under stress and performing 
very physically demanding jobs [43].

Other technologies include infrared thermography, 
which can be used in cattle to detect mastitis or diagnose 
lameness, in horses to assess musculoskeletal injuries, 
and in dogs and cats to evaluate osteoarthritis or neopla-
sia [41].

In veterinary medicine, the problems associated with 
applying these technologies include species difference, 
because the research is not equally distributed across 
animal types, with pets and major farm animals receiv-
ing more attention than exotic and wild species; environ-
mental sensitivity; cost and complexities of some devices; 
ethical considerations for pets, farm animals, and wild 
animals; and finally training data limitation as veterinary 
applications often have limited data availability unlike 
human massive data sets [43]. A key strategic evolution 
is the transition from One Health to a One Digital Health 
framework, becoming a real-time, interconnected system 
capable of integrating data derived from health infor-
mation of multiple species and environmental areas. In 
this way, the spread of particular diseases could be more 
predictable, considering the movements of animals and 
humans, as well as the habitat preference of the pathogen 
[43, 44].

Notably, the same barriers emphasized in human digi-
tal medicine, such as dataset imbalance, under-represen-
tation, interoperability constraints, privacy/ownership 
concerns, and post-deployment reliability, also apply 
to veterinary applications, often amplified by smaller 
datasets and species heterogeneity. For this reason, One 
Digital Health requires harmonized governance and vali-
dation strategies spanning human and animal data.

Data bias and ethical implications
The present topic raises significant concerns about data 
bias and ethical implications. For example, Yfantidou et 
al. [46] reported that wearable-based systems dispropor-
tionately under‑represent individuals with chronic con-
ditions (such as diabetes or hypertension) and women, 
with such biases further amplified in machine learning 
models. In a systematic review, Gianfrancesco et al. [47] 
confirmed that ML algorithms trained on imbalanced 
datasets routinely underperform for minorities, with 
downstream effects on the accuracy of digital twin appli-
cations as confirmed by Norori et al. [48].
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Regarding social and gender bias, Weinberger et al. 
[49] emphasized that most DTs fail to incorporate gen-
der-sensitive and socioeconomic variables, thereby rein-
forcing biased clinical predictions and reducing model 
trust for underserved groups. Furthermore, it has been 
emphasized that health data systems, including wear-
ables, often default to male-centric models, which can 
result in poor sensitivity to female-specific symptoms 
and patterns, ultimately perpetuating clinical misdiagno-
sis and unequal care [50].

Additionally, pediatric applications face unique chal-
lenges, as reported by Drummond et al. [51]. The authors 
highlighted that limited historical data, difficulties 
obtaining consent, and the need to preserve children’s 
autonomy all contribute to data quality concerns and eth-
ical complexity in digital twin systems for chronic disease 
management. Finally, broader socio‑ethical assessments, 
including interviews with industry, policy, and civil soci-
ety stakeholders, indicate persistent risks related to data 
ownership, privacy, inequality, and disruption of existing 
care structures in healthcare DT implementations [52].

To address these issues, mitigation strategies are 
increasingly being proposed and evaluated. Regula-
tory frameworks, such as the European Union’s Gen-
eral Data Protection Regulation (GDPR) and the FDA’s 
Digital Health Innovation Action Plan, have established 
standards for transparency, privacy, and user consent, 
explicitly requiring explainability and audit trails in medi-
cal AI systems. Algorithmic transparency is also being 
promoted, with interpretability methods like SHAP and 
LIME gaining traction to help clinicians and patients 
understand model predictions and identify potential 
biases, as outlined by Amann et al. [53]. Moreover, Her-
zog et al. [54] proposed that building trustworthy medi-
cal AI requires shifting from isolated technical fixes to 
a holistic, “ecosystem” approach, where adaptive gov-
ernance structures, embedded ethical principles, and 
ongoing impact assessments foster justified trust among 
all stakeholders. Additionally, Boardman [55] argued for 
the formalization of “ethical analytics” as a new, practi-
cally oriented sub-discipline within data science, insist-
ing that ethics must be foundational and interwoven into 
every stage of AI system development. Finally, Norori et 
al. [48] call for an “open science” approach focused on 
inclusivity and transparency, recommending participant-
centered development, responsible and privacy-preserv-
ing data sharing, and the use of inclusive data standards 
and interoperable formats. Sharing code and algorithms, 
generating synthetic data to augment underrepresented 
groups, and employing participatory science approaches 
to directly involve vulnerable communities are further 
proposed.

Importantly, ethical and technical mitigation strate-
gies entail substantial practical trade-offs. Interpretability 

methods do not necessarily capture underlying causal 
mechanisms and may be misused as “assurance signals” 
when models remain poorly calibrated or fragile under 
dataset shift [53, 55]. Likewise, transparency require-
ments can be difficult to operationalize in commercial 
DTx settings, where proprietary models, closed datasets, 
and contractual constraints limit independent auditing 
and external scrutiny [54]. Privacy protection represents 
an additional challenge for high-dimensional multimodal 
data, as re-identification risks and linkage attacks may 
persist even after de-identification, particularly when 
longitudinal and cross-domain data sources are com-
bined [48, 52].

Notably, although ethical and regulatory frameworks 
provide essential guidance, their real-world effectiveness 
depends on how they are implemented within deployed 
systems. Compliance with transparency or explainability 
requirements does not automatically translate into safer 
or fairer clinical use. Post-deployment evaluations of 
AI-enabled diagnostic and monitoring tools have docu-
mented performance degradation, subgroup-specific 
errors, and unanticipated workflow disruptions despite 
prior regulatory clearance or internal validation [56]. In 
such cases, explainability techniques such as SHAP or 
LIME were often insufficient to reveal clinically meaning-
ful failure modes, particularly when models were affected 
by dataset shift or context-dependent biases [48, 53]. This 
limitation is consistent with mechanism-level analyses of 
shortcut learning and spurious correlations in medical 
AI, where models achieve high apparent performance by 
exploiting confounders rather than clinically meaningful 
signals. Recent work on the “Clever Hans” phenomenon 
highlights how such failure modes may remain unde-
tected without targeted evaluation strategies and stress-
testing across contexts [57].

These observations highlight the importance of con-
tinuous post-market surveillance, explicit accountability 
pathways, and clinician-in-the-loop oversight to detect 
bias, manage uncertainty, and recalibrate models over 
time [54]. From this perspective, ethical governance 
should not be conceived as a static compliance exer-
cise, but rather as a dynamic, lifecycle-oriented process 
embedded within routine clinical practice. Collectively, 
these considerations reinforce the need for ongoing post-
deployment evaluation, subgroup auditing, and gover-
nance structures capable of defining accountability across 
developers, providers, and health systems [54].

Future directions and recommendations
Building on the ethical and governance challenges iden-
tified across clinical, AI-driven, and One Digital Health 
applications, the following recommendations aim to 
strengthen trustworthy and equitable deployment of DTx 
and DHTs. First, the field must first commit to inclusive, 



Page 9 of 13Cascella et al. Infectious Agents and Cancer           (2026) 21:23 

representative datasets that encompass gender, life course 
(including pediatrics), ethnicity, and socioeconomic 
strata. This process is mandatory for reducing algorith-
mic bias and improving generalizability [7]. Additionally, 
robust interoperability and open standards (e.g., FHIR, 
USCDI) are crucial for privacy-preserving data exchange 
across institutions and sectors [56]. Sustainable innova-
tion requires human-centered, participatory design that 
engages patients and clinicians throughout ideation, pro-
totyping, and deployment to optimize usability, adher-
ence, and trust [58]. Fourth, evidence generation should 
migrate toward hybrid evaluation frameworks that blend 
randomized controlled trials with real-world evidence, 
adaptive designs, and formal cost-effectiveness analy-
sis to accelerate iteration while satisfying regulators and 
payers [59]. Continuous post-market surveillance, com-
bining automated drift detection with clinician-reported 
outcomes, should become mandatory to assure ongoing 
safety and effectiveness of AI-driven DTx in diverse real-
world settings [60]. Finally, end-to-end transparent gov-
ernance and “ethical analytics”, embedding explainability, 
accountability, and public oversight from development 

through decommissioning, are essential for building a 
trustworthy biomedical-AI ecosystem [61] (Fig. 3).

Integration of digital health and AI in infection-related 
oncology
Digital health ecosystems, combining DTx-enabled 
pathways, wearable/RPM data capture, AI-based analyt-
ics, and agentic decision support and digital twins, can 
be operationalized in a clinically complex domain. In 
this perspective, infection-related malignancies provide 
a clear scenario in which multimodal data integration 
(clinical, imaging, molecular/virological, and patient-
generated data) and robust governance (privacy, fair-
ness, and cross-site interoperability) are simultaneously 
required, thereby connecting this oncology focus to the 
broader themes of the review. Therefore, digital and 
intelligent technologies can extend their transformative 
potential beyond general oncology into malignancies 
driven by infectious agents. Specifically, the analytical 
and decision-support frameworks can be adapted to the 
prevention, diagnosis, and clinical management of can-
cers associated with viral or bacterial infections, such as 
HPV-related cervical and head-and-neck carcinomas, 
HBV/HCV-related hepatocellular carcinoma, Epstein–
Barr virus-associated lymphomas and nasopharyngeal 
carcinoma, and Helicobacter pylori-related gastric cancer 
[62–71]. These neoplasms represent a unique intersec-
tion of oncogenic processes and chronic infection, where 
integrating multimodal data, from histopathology, immu-
nohistochemistry, and molecular profiling to viral load 
monitoring, immunological status, and patient-generated 
health information, can offer a deeper understanding of 
the infection-to-cancer continuum and help to identify 
actionable biomarkers for early intervention and second-
ary prevention [65, 66].

Additionally, digital platforms supported by predic-
tive modelling can facilitate longitudinal surveillance of 
patients at risk, improve triage accuracy within screening 
programs, and optimize resource allocation in regions 
with limited laboratory or imaging capacity [65]. In low- 
and middle-income settings, where infection-associated 
cancers represent a substantial disease burden, these 
tools may play a critical role in strengthening early-detec-
tion strategies and in supporting decentralized models of 
care. In parallel, explainable computational models and 
interoperable health-data infrastructures enable trans-
parent and reproducible assessments of infection-related 
oncogenic mechanisms, while improving cross-institu-
tional collaboration and real-world data sharing [62, 63].

Moreover, the integration of digital health solutions 
with molecular pathology and viral genomics holds 
promise for refining prognostic stratification and treat-
ment personalization. Predictive algorithms can, for 
instance, correlate viral genomic signatures or integration 

Fig. 3  Conceptual representation of the digital therapeutics (DTx) eco-
system proposed in this review. The framework illustrates how clinical 
evidence generation, AI-enabled architectures (including wearables, AI 
agents, and digital twins), and ethical and governance mechanisms in-
teract across the lifecycle of digital therapeutics. Specifically, six strategic 
pillars include inclusive datasets, interoperability and privacy, human‑cen-
tered design, hybrid evaluation, post‑market surveillance, and ethical 
governance. Each element is equally critical and collectively underpins a 
trustworthy, effective DTx process. The model is applied across human and 
veterinary contexts within a One Digital Health perspective and serves as 
a unifying schema linking the clinical, technical, and ethical dimensions 
discussed throughout the manuscript
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patterns with immune-microenvironmental features and 
patient outcomes, contributing to a more precise delin-
eation of therapeutic pathways. However, such progress 
must be accompanied by robust ethical and governance 
frameworks that ensure algorithmic transparency, equi-
table data representation, and privacy protection [64–
66]. Particular attention should be given to mitigating 
algorithmic bias, safeguarding sensitive virological and 
genomic data, and validating predictive models in diverse 
populations before clinical deployment [67, 68].

Ultimately, this convergence of digital innovation, 
protocol optimization, and infection-related oncology 
defines a translational paradigm that bridges molecu-
lar insight, data-driven reasoning, and clinical decision-
making [66–78]. Following the crucial step of embedding 
fairness, reproducibility, and patient-centric governance 
within the development cycle of digital and intelligent 
technologies, it will be possible to accelerate the shift 
toward a more inclusive and ethically sustainable preci-
sion oncology landscape.

Conclusions
Digital health technologies, including regulated DTx, AI-
enabled wearables, and emerging agentic and digital-twin 
paradigms, are reshaping prevention, monitoring, and 
treatment across clinical domains. However, translation 
into routine care depends on more than technical perfor-
mance. This step requires evidence that is both rigorous 
and representative, interoperability that enables secure 
data exchange, and governance for ensuring account-
ability, fairness, and safety over time. Therefore, to fully 
realize the potential of these technologies, a robust eco-
system should include six pillars that jointly determine 
clinical trustworthiness: inclusive datasets, interoper-
able infrastructures, human-centered design, hybrid 
evaluation strategies combining trials with real-world 
evidence, continuous post-market surveillance to detect 
drift and failure modes, and transparent ethical gover-
nance. Within this framework, One Digital Health offers 
an operational rationale to connect human, animal, and 
environmental data streams in ways that improve surveil-
lance and prediction while demanding harmonized stan-
dards and safeguards. Future progress will be determined 
by the field’s ability to align innovation with reproducible 
evaluation and enforceable governance, ensuring that 
benefits extend to underrepresented and vulnerable pop-
ulations rather than amplifying existing disparities.
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