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Design of cyber-physical systems (CPS) typically involves dataflow modeling. The structure of dataflow
models differs from the traditional software, making standard coverage metrics not appropriate for measuring
the thoroughness of testing. To address this limitation, this article proposes signal feature coverage as a
new coverage metric for systematically testing CPS dataflow models. We derive signal feature coverage by
leveraging signal features. We developed a testing framework in Simulink, a popular dataflow modeling and
simulation environment, that automates the generation and execution of test cases based on the defined
coverage metric. We evaluated the effectiveness of our approach by carrying out experiments on five Simulink
models tested against ten Signal Temporal Logic specifications. We compared our coverage-based testing
approach to adaptive random testing, falsification testing, output diversity-based approaches, and testing
using MathWorks’ Simulink Design Verifier. The results demonstrate that our coverage-based testing approach
outperforms the conventional techniques regarding fault detection capability.

CCS Concepts: • Software and its engineering→ Software testing and debugging;

Additional Key Words and Phrases: Cyber-Physical Systems, Simulink models, Coverage criteria, Testing,
Signal Temporal Logic (STL)
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1 Introduction
Testing is essential in ensuring the reliability and safety of Cyber-Physical Systems (CPS).
The embedded software industry is progressively leaning towards Model-Based Development
(MBD) methodologies to streamline their development processes and deliver high-quality software
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components more efficiently. MBD involves creating models as the primary artifacts during the
development process. These models serve as abstract representations of the software system and
its components, capturing various aspects such as behavior, structure, and interactions.

In practice, engineers commonly employ commercial toolchains and dataflow modeling lan-
guages, such as MathWorks Simulink [42], to prototype safety-critical CPS during concept design
phase. These tools enable the engineers to model and analyze CPS and to automatically compile
them into executable code for embedded systems [47, 59, 60]. This approach facilitates efficient
development and validation processes for CPS, contributing to the reliability and safety of the final
product.

Timely fault detection is crucial in the CPS development cycle, as rectifying faults post-hardware
integration is prohibitively costly. As safety-critical CPS becomes increasingly complex [57],
thorough testing of CPS dataflow models becomes increasingly pronounced, demonstrating the
need of robust test generation strategies capable of promptly identifying and addressing potential
problems. In the realm of embedded software testing, practitioners commonly evaluate the efficacy
of test suites by gauging their code coverage and their ability to reveal faults.

Structural coverage metrics (e.g., statement and branch coverage) are extensively used in research
[23, 69] and industry [28]. Structural measures can capture how much a test suite exercises the
elements of a system, highlighting potential inadequacies in the test cases. However, numerous
studies indicate that relying solely on structural coverage criteria may not be sufficient for detecting
faults in software models and programs [24, 27, 50, 63]. This is particularly true for standard metrics
applied to CPS dataflow models. In fact, due to the interconnected nature of the elements in a
dataflow model, executing a test case to cover one element might easily trigger the execution of
many other elements. For instance, in our experiments, 7.6 random test cases were on average
enough to cover more than 90% of the signals in our tested CPS models, and in one case, a single test
was sufficient to cover the signals in the tested model.1 As a result, measuring structural coverage
provides little insight about the effectiveness of a test suite, potentially leading to overlooked defects
in the system. To effectively test CPS models, it is essential to exploit more refined and advanced
notions of coverage that are finely tuned to capture the nuanced behaviors and interactions within
these models.

In this article, we address this challenge by proposing a new concept of coverage, that is signal
feature coverage, which requires exercising the internal signals of a CPS dataflow model in terms of
their various time and frequency domain features. Contrary to classical coverage metrics ranging in
the [0−100%] interval, signal feature coverage is purposely not designed to saturate, ranging in the
[0,∞] domain. It captures the fact that it is always possible to exercise software more thoroughly.
Similar to classical structural metrics, increasing coverage can be expensive and one must find a
good trade-off between costs and benefits.

Based on this notion of coverage, we also designed Feature-Coverage Testing (FCT), a search-
based test generation strategy tailored to generate test suites that maximize the signal feature
coverage. Besides, we instantiate our FCT approach with different sets of target signals and their
target features. Our first variant, the Comprehensive Feature-Coverage Testing (FCT-C) strat-
egy, is dedicated to thoroughly testing the system by maximizing the coverage of all features
across all signals within a dataflow model. Furthermore, we investigate a testing scenario in-
volving CPS dataflow models evaluated against pre-defined formal specifications expressed in
Signal Temporal Logic (STL) [35]. In this context, our second variant of FCT, referred to as

1A signal is considered covered if, during execution, it flows or propagates along its associated line or connection in the
model. In this sense, it can be viewed as a type of structural coverage, as it pertains to the activation of certain structural
elements of the system, i.e., lines/connections between components.
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Specification-directed Feature-Coverage Testing (FCT-S), aims to maximize the coverage of
only those features and signals that have a significant impact on the outputs of the system and the
STL specifications that it is expected to satisfy.

Contributions. In a nutshell, our article provides the following contributions:

(1) We define signal feature coverage, a new coverage criterion designed to better assess the
thoroughness of test suites for CPS dataflow models.

(2) We present FCT, a novel test case generation strategy that can be instantiated in two variants
to thoroughly exercise CPS dataflow models.

(3) We experimented signal feature coverage and FCT with five Simulink models and ten STL
properties, demonstrating that the generation of test cases according to signal feature cov-
erage can increase mutation score approximately by 26% (on an average) compared to the
best-performing method among all the tested state-of-the-art methods (including Adap-
tive Random Testing (ART), Falsification Testing (FT), Output Diversity (OD)-based
testing, and testing using MathWorks’ Simulink Design Verifier (SDV)).

Our data package and all the details of our evaluation results are available at https://gitlab.com/
DrishtiYadav/fct_master.

The remainder of the article is organized as follows. Section 2 presents the relevant background.
Section 3 presents the signal feature coverage criterion, and the coverage-based test generation
algorithm. Section 4 presents our evaluation on five industrial CPS dataflow Simulink models.
Section 5 presents the related work. Section 6 provides final remarks.

2 Preliminaries
This section provides necessary background information on signals [52], whose values are processed
in CPS models, STL [35], a logic-based formalism suitable to specify safety requirements of CPS
models, and CPS dataflow models.

2.1 Signals and Systems
Definition 2.1 (Signal [52]). A signal, is a function, : T→ D, where T represents the time

domain s.t. T ⊆ R≥0. For a time-bounded signal, T is in the form of [0,) ] where the time horizon
) ∈ R>0 is a positive real. If D = B, the signal, is a Boolean signal, taking either true or false
values. On the other hand, if D = R, the signal is real-valued.

Definition 2.2 (Trace [52]). A trace, denoted byW : T→ D1× . . .×D= , is a collection of = signals
s.t. ∀C ∈ T,W(C) = (,1 (C),,2 (C), . . . ,,= (C)). We can view W as an execution trace representing
the evolution of a continuous-time system with = variables.

Definition 2.3 (System [52]). A system Π, with an<-dimensional input and an =-dimensional
output, is a function that maps a given input trace W�= : T → D< to an output trace W$DC :
T→ D= .

2.2 STL
STL [35] is a well-established temporal logic to specify linear-time properties of mixed-analog
signals. The use of STL is prevalent in the analysis of programs within CPS that involve interactions
with physical entities exhibiting continuous dynamics.

Definition 2.4 (STL Syntax [35]). The STL syntax is defined as

Φ := CAD4 | ? | 5 (G) > 0 | ¬Φ | Φ1 ∧ Φ2 | Φ1U�Φ2,
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where ? and G are Boolean and real-valued variables,2 5 is a real-valued function from signal
domain to R, and � ⊆ R≥0 is an arbitrary time interval of non-negative real numbers. U is the
Until operator implying that Φ2 becomes true at some time within the interval � and Φ1 must
remain CAD4 until Φ2 becomes CAD4 . We can derive other Boolean and temporal operators as follows:
Φ1 ∨ Φ2 ≡ ¬(¬Φ1 ∧ ¬Φ2), ♦� Φ ≡ CAD4 U� Φ, �� Φ ≡ ¬♦� ¬Φ, where ♦ is the eventually operator
and � is the always operator. Untimed notations, such as �, ♦, andU, are used as shorthand for
�[0,∞) , ♦[0,∞) andU[0,∞) , respectively. Intervals in STL formulas are often expressed with arithmetic
expressions; e.g., ♦=0 for ♦[0] and ♦≤0 for ♦[0,0] .

STL formulas are evaluated according to their robustness (quantitative) finitary semantics [18].

Definition 2.5 (STL Robustness Semantics [18, 22]). The robustness of an STL formula Φ w.r.t. a
trace W at time C ∈ T, denoted by d (Φ,W, C), is defined inductively as

d (CAD4,W, C) = +∞
d (5 (G) > 0,W, C) = 5 (Wx (t))

d (?,W, C) =
{
+∞, if,? (C)
−∞, otherwise

d (¬Φ,W, C) = −d (Φ,W, C)
d (Φ1 ∧ Φ2,W, C) =min (d (Φ1,W, C), d (Φ2,W, C))

d (Φ1U� Φ2,W, C) = sup
C ′∈ ( (C⊕� )∩T)

(
min

(
d (Φ2,W, C ′), inf

C ′′∈ (C,C ′ )
(d (Φ1,W, C ′′))

) )
.

The robustness metric d maps a trace W and a formula Φ to a real number A . We say that
the formula Φ is satisfied (violated) by W when A is positive (negative). The value of A indicates
the degree of satisfaction or violation of Φ by W. We observe that the STL semantics assumes
continuous signals with values defined at every time point in T. However, in practice, simulation
engines generate finite representations of signals consisting of finite sequences of (time, value)
pairs. We use in this article piecewise-constant (also known as sample-and-hold) interpolation to
provide continuous-time interpretation to the signals generated by simulation.

2.3 CPS Dataflow Models
A CPS dataflow modelM formally represents the CPS behavior. As described in [61], it is defined
as a quadruple 〈V,B, C,S〉 with:

—a set of variablesV = {V� ,V� ,V$ } whereV� ,V� andV$ denote the input, hidden/internal,
and output variables respectively,

—a set of blocks B which process the data acquired via their input ports, transmit the output
data via their output ports, using lines also known as connections,

—a set of connections C between the blocks B, and
—a set of signals S, s.t. each B ∈ S associates a connection 2 ∈ C with a variable E ∈ V .

CPS dataflow languages usually enable the creation of hierarchical models using Subsystem and
Model Reference features. Figure 1 shows a hierarchical CPS dataflowmodel withM1

1 as the top-level
model. For a modelM:

8 , the subscript represents the model number while the superscript indicates
the hierarchy level.M1

1 has two child modelsM2
2 andM2

3 , both at hierarchy level 2.

2We associate ? and G to a multi-dimensional signal, : T→ D= , where T = [0, 3 ) is a finite time domain of duration 3 ,
and we denote by,? and,G the projection of, to its ? and G components, respectively.
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Fig. 1. A hierarchical CPS dataflow model with two inputs and three outputs. B1 and B2 are input signals. B4,
B5, and B6 are output signals, while the remaining are internal signals.

A dataflow model may include feedback-loops (exhibiting circular relationships between signals),
and the conditional execution of subsystems, for instance based on actions (such as if-else statements,
switch cases), enabled states, and triggers.

Concrete CPS dataflow modeling environments (e.g., Simulink) typically provide simulation
capabilities (with user-defined sampling).3 We denote an input vector * for the modelM s.t. *
includes all the values for each variable inV� .

We defineS as the simulation function that takes * andM as inputs, simulatesM against *
and returns a trace $ as the model simulation output. $ (* ,M) represents the sequence of system
states that evolve with discrete timesteps from time 0 to time) , where the simulation time) ∈ R>0 .

The trace $ is composed of system (input/internal/output) signals, where each signal is a sequence
of (timestamp, value) pairs.

3 Signal Feature Coverage
Wenow introduce the notion of a signal feature and identify a set of such useful features (Section 3.1).
We then propose signal feature coverage (Section 3.2) as a test adequacy metric for CPS dataflow
models. We finally present an algorithm to generate test cases that maximize the introduced signal
feature coverage (Section 3.3). We also instantiate the feature-coverage-based test generation
technique with the coverage criterion that focuses on signals and features that are the most likely
to have a significant impact on the system (Section 3.3.2).

3.1 Signal Features
Signal features are statistical, spectral, and various other measurable properties. Other measurable
signal properties cover a broad spectrum of attributes that can be quantified to describe a signal
comprehensively. Beyond statistical and spectral features, these properties may include temporal
characteristics (such as rise time, decay time, settling time) [12], phase information (including phase
shifts and phase angle), frequency-related aspects (like bandwidth), energy metrics (such as total
signal energy or power), and waveform attributes (such as pulse width and waveform symmetry).

3Sampling indicates the size of the timesteps, which can be either fixed-step or variable-step. Unless otherwise specified, we
employ a fixed-length sampling for all the systems considered in this article.
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Table 1. The Basic Statistics
Feature Set [58]

Feature Mathematical Formula

Mean ` = 1
:

∑:
8=1D8

SD f =

√
1

:−1
∑:

8=1 |D8 − ` |2

RMS u'"( =

√
1
:

∑:
8=1 |D8 |2

SF u(� =
u'"(

1
:

∑:
8=1 |D8 |

In this section, we identify a standard set of signal features employed in the CPS application
domain and signal processing. When identifying and collecting relevant signal features, we focused
on ensuring their meaningfulness and utility for comprehensive testing and analysis by applying
the following criteria: (i) how changes in the features affect the system’s response and stability,
(ii) variations in these features should help in detecting deviations from expected behavior or
identifying faults, (iii) features should cover various aspects of the system’s dynamics, including
both normal and extreme operating conditions, and (iv) features should be consistent with those
used in previous studies and across various application domains.

To collect features, we conducted a thorough review of existing literature to identify those that
have been effectively utilized in similar contexts. We identified a total of ten signal features that
can provide valuable information about the behavior of a system. The selection of these signal
features is supported by their established significance in signal processing, system analysis, and
fault detection [9, 31, 33, 56, 58, 68]. They have been widely used in various domains, including
communications, biomedical applications, and control systems. By incorporating these features in
our testing approach for Simulink models of CPS, we aim to capture and evaluate critical aspects of
signal behavior that can contribute to adequate system testing, fault diagnosis, and performance
evaluation. We group the selected signal features into four feature sets: basic statistics, higher-order
statistics, impulsive metrics, and frequency features. In the following, we use the bold letter u for a
finite-length signal composed of : samples s.t. u = (D1, D2, ..., D: ).

3.1.1 Basic Statistics (Four Features). The basic statistics are used to measure the dispersion of
a signal [58]. Table 1 lists the features included in this feature set. They consist of the mean, SD,
Root Mean Square (RMS), and Shape Factor (SF).

3.1.2 Higher-Order Statistics (Two Features). The higher-order statistics measure the symmetry
and flatness of a signal [58], and provide insights about the system behavior through the third
moment (skewness) and fourth moment (kurtosis) of the signal [41]. Table 2 summarize these
metrics.

3.1.3 ImpulsiveMetrics (Three Features). The impulsivemetrics are used to evaluate peak changes
in the signal, including peak value, impulse factor, and crest factor [41]. Table 24 provides a brief
description of each metric along with its mathematical representation.

3.1.4 Frequency Features (One Feature). The concept of frequency is well-defined for sinusoidal
signals, but real-world signals are often more complex. Non-stationary signals pose challenges for
frequency analysis, leading to the emergence of the concept of instantaneous frequency [10, 11].
Instantaneous frequency captures the time-varying nature of signals and plays a key role in diverse
applications such as seismic analysis, radar systems, communications, and biomedical research.
4Note that in Table 1 and Table 2, the | · | operator represents the absolute value mathematical operation.
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Table 2. The Higher-Order Statistics and Impulsive Metrics of a Signal

Feature Description Mathematical Formula

Higher-
order
statistics

Kurtosis It quantifies the distribution shape (length of the tails)
of a signal [56].

u:DAC =
1
:

∑:
8=1 (D8 −`)

4[
1
:

∑:
8=1 (D8 −`)

2
]2

Skewness It measures the asymmetrical spread of a signal about
its mean value [41, 56].

uB:4F =
1
:

∑:
8=1 (D8 −`)

3[
1
:

∑:
8=1 (D8 −`)

2
] 3
2

Impul-
sive
metrics

Peak value It is the peak or maximum absolute value of the signal
[58].

u? =max1≤8≤: |D8 |

Impulse factor “It presents the impulsive behavior and the multitude
of peaks” [32] in the signal.

u�� =
u?

1
:

∑:
8=1 |D8 |

Crest factor It indicates how extreme the peaks are in the signal
[41].

u2A4BC =
u?

u'"(
=

u?√
1
:

∑:
8=1 |D8 |

2

In our study, we include the feature “Peak Instantaneous frequency” in the frequency feature set to
analyze and understand the associated signals more effectively.

Mathematically, the instantaneous frequency 58=BC (C) is estimated as the derivative of the phase
of the analytic signal of the input signal [10, 11], i.e.,

58=BC (C) =
1
2c

3q

3C
,

where q is the phase of the analytic signal u� of the input signal u. In general, the phase of a signal
refers to the angle component of its complex representation, which varies over time. While the
phase itself is not an instantaneous measure, the derivative of the phase with respect to time gives
us the instantaneous frequency, which reflects the rate of change of the phase at each moment
in time. The analytic signal u� of u is computed by taking the hilbert transform of u. The Peak
Instantaneous frequency, denoted by u%�� is then computed as the maximum value of 58=BC (C).

3.2 Signal Feature Coverage
Let us consider an internal signal B of a CPS dataflow modelM and a feature x of the signal B ,
denoted as xB . We assume that a feature xB has to be exercised within a range ' bounded by its
minimum and maximum values denoted by<8=' and<0G' , respectively. Let - B = {GB1, GB2, . . . , GB=}
be a set of = observations of the feature xB .

To measure how thoroughly - B is exercising the feature x of B , we measure how well the values
in - B uniformly and densely sample the values of the feature. This approach gives a reasonable
confidence over the capability of the test suite to consider a good range of behaviors for the chosen
feature and signal.

To introduce this measure, we employ a simple automatic binning algorithm to partition the
range ' into # bins '1, . . . '# of equal size. For instance, if ' = [0, 10] and # = 4, the resulting
bins are [0, 2.5), [2.5, 5), [5, 7.5), [7.5, 10].5 We refer to these # bins as the Standard bins.

Given a set of samples - B and a range ' split in # bins '1, . . . '# , we define the notion of bin
occupancy and bin coverage as follows.

5We conventionally consider the last bin as closed on both ends.
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Fig. 2. Sample bin coverage of a feature.

Definition 3.1 (Bin Occupancy). A bin '8 is occupied, if ∃GB8 ∈ - B such that GB8 ∈ '8 . We say that

$22 ('8 ) =
{
1, if '8 is occupied
0, otherwise

More simply, bin occupancy refers to whether a specific bin in the range is occupied by at least
one sample from the set of test samples. It acts as a binary indicator for each bin, where a value of
1 signifies that the bin is occupied and 0 signifies that it is not.

Definition 3.2 (Bin Coverage). The Bin Coverage, denoted by V , is then defined as

V =
# (C0=30A3 �8=B �>E4A43

# (C0=30A3 �8=B
=

∑#
8=1$22 ('8 )

#

Unlike bin occupancy, which focuses on individual bins, bin coverage aggregates the occupancy
of all bins, providing a metric that quantifies how thoroughly the range of signal features has been
explored. By aiming for higher bin coverage, we ensure that the test cases span a wide variety of
signal feature values, contributing to a more comprehensive evaluation of the system under test.
Thus, while bin occupancy addresses individual bins, bin coverage captures the overall extent of
coverage across all bins.

Figure 2 shows two sample bin coverage cases for an identical number of samples. The bottom
case shows the case of eight samples achieving 100% bin coverage with a split in six bins. The
top case shows the case of the same eight samples only achieving 7

12 = 58.33% bin coverage for a
division in 12 bins.

To measure how well a feature is densely and uniformly sampled, we compute the finest division
in bins of its domain that is covered by the available samples. Intuitively, the more a feature is well
exercised throughout its domain, the more it should be possible to consider a finer-grained division
that is well covered by the available samples. As a measure of signal feature coverage, we use the
number of bins in the finest division. For instance, if a set of ten samples of a feature can cover up
to five standard bins (i.e., bins of the same length), the achieved coverage is five.

Achieving higher signal feature coverage levels is increasingly harder with additional samples.
For instance, covering four bins requires a minimum of four well-distributed values, while covering
a division in five or six bins, requires better distribution of samples.

This measure of coverage satisfies some unusual but useful properties. In particular, the coverage
is measured as a natural number, which (a) discretizes the domain capturing the incremental
coverage levels that can be achieved, and (b) is unbounded following the intuition that a tester
can always add additional evidence that better exercises a system. Indeed, an empirical Research
Question (RQ) is finding valuable coverage levels that can represent a useful trade-off between
cost and results (which is not a unique question of this coverage metric, but it is also common to
bounded coverage metrics that are seldom addressed until reaching 100% coverage).

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 7, Article 199. Publication date: August 2025.



Signal Feature Coverage and Testing for CPS Dataflow Models 199:9

More rigorously, given a set of samples - B , we define the signal feature coverage of a feature x
of a signal B as follows.

Definition 3.3 (Individual Signal Feature Coverage).

ZxB = argmax
#
(V ≥ 0.95) (1)

Note that here, to be practical and accommodate for intervals that might be particularly hard or
impossible to cover, we require the samples to cover a significant portion of the standard bins,
defined as 95% of the bins in the partition.

We see the signal feature as mainly a multi-optimization problem, that is, test suites should
target the individual features and signals, and coverage reports should detail the results per signal.
However, it is also possible to derive an aggregated coverage measure for an entire system, for
instance considered the average or minimum feature coverage value obtained for a system. In our
analysis, we calculate the coverage measure for a system by determining the average of individual
signal feature coverage values across the target signals and target features within the system.

Definition 3.4 (Signal Feature Coverage). In typical dataflow system models, there is often an
extensive array of signals, each potentially containing numerous features that testers may wish
to investigate beyond those initially outlined in Section 3.1. Let ( be the set of all signals of the
dataflow model of a system and � be the set of all features. Given ( ′ ⊆ ( as the subset of signals
that a tester wishes to investigate, and for each signal B ∈ ( ′, there is a corresponding subset � ′B ⊆ �

of features that are applicable to that signal, the signal feature coverage is computed as follows:

Z( ′� ′B =
1
|( ′ |

∑
B∈( ′

1
|� ′B |

∑
x∈� ′B

ZxB (2)

To tailor the coverage assessment according to specific testing requirements, we provide two
instantiations of the meta-definition of Z( ′� ′B with different subsets of signals and features. For a
comprehensive analysis and to attain a thorough understanding of the system, a tester may wish to
investigate the coverage of all features across all signals within a system model. This variant of
signal feature coverage is termed as the “Comprehensive Signal Feature Coverage” (Z2><? ), computed
with ( ′ = ( (all signals) and � ′B = � (all features).

Alternatively, testers may opt to narrow the focus and seek to compute signal feature coverage for
a specific subset of signals and their corresponding subset of features, which can be advantageous
for system testing. These subsets are typically determined by the testers and may require domain
knowledge or thorough testing. A relevant case consists of selecting only the features that may
significantly impact on a property q under test. This variant of our coverage criterion is referred to
as “q-driven Signal Feature Coverage” (Zq ), focusing on the examination of important features �B,q
of important signals (q that substantially influence the satisfaction of q . Zq is Z( ′� ′B with ( ′ = (q
and � ′B = �B,q .

3.3 Testing for Signal Feature Coverage
We now introduce FCT, a test generation strategy that aims to maximize the signal feature coverage
for ( ′ signals and their features � ′B . We formulate the test generation process as a single-objective
optimization problem of maximizing the signal feature coverage of the target features of the target
signals of a system.
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Signal Feature Coverage-Based Test Generation Problem

Input: a dataflow modelM with ( ′ signals and features � ′B of each signal.
Problem: Find TS s.t. Z( ′� ′B is maximum.

This maximization problem has the goal of achieving a test suite TS with the best combination
of test cases t ∈ TS that effectively covers the target features of the target signals of the system.
We instantiate the test generation procedure using Simulink as our CPS dataflow modeling and
simulation environment, and Particle Swarm Optimization (PSO) [30], a population-based
meta-heuristic optimization algorithm, for maximizing the signal feature coverage by iteratively
improving a test suite with regard to the coverage metric. PSO is suitable for operating in irregular
search spaces. Its strong optimization ability, coupled with its ease of implementation, has made
PSO a popular choice for solving real-world problems, including but not limited to system-level
testing [62] and specification-based testing [4].

We employ the standard PSO algorithm as introduced in the original work [30], utilizing the
default PSO parameters. In our PSO-based test generation technique, a test t represents a particle
in the swarm, and the swarm corresponds to a test suite. In our instantiation, we defined fitness
(Z( ′� ′B ) at the swarm level rather than at the individual particle level. This decision aligns with our
objective of maximizing Z( ′� ′B , derived from the entire test suite rather than a single test case.

Like classical PSO, we start with an initial population which consists of the particle positions
and particle velocities: particle position indicates the test case, particle velocity indicates the ve-
locity associated to a test case. Note that we represent a test case as either (a) a numeric vector
[?>B0, . . . , ?>B# ], with each value ?>B8 representing a characteristic of the system’s input signal. For
instance, in the Aircraft Elevator Control System (AECS) model, the system input comprises
the pilot command, characterized by its amplitude �<? and frequency �A4@. Thus, the test case for
the AECS model is denoted as C���( = [�<?, �A4@], where both �<? and �A4@ assume numeric
values within their valid ranges, or (b) a vector of control points [?>B0, . . . , ?>B# ], with each value
?>B8 representing a control point for parameterized inputs.

We then compute the fitness Z( ′� ′B as defined in Section 3.2. Upon performing the coverage
computation, we obtain a set of bins partitioning the feature values of the signal B associated with
the test cases in the population. To maximize feature coverage, we aim to have at least one element
in each bin while promoting diversity in the feature values. To achieve this, we update the test
cases using the PSO update equations. Equation (3) models the update of the particles’ velocity,
while Equation (4) the update of particles’ position.

+ C+1
8 ← F+ C

8 + 21A1 (%14BC8 − ?>BC8 ) + 22A2 (�14BC8 − ?>BC8 ) (3)

?>BC+18 ← ?>BC8 ++ C+1
8 (4)

In PSO, a group of particles, each representing a potential solution, move through the solution
space toward an optimal/near-optimal solution. Each particle 8 in the swarm has a position ?>B8
and a velocity +8 . In particular, particle movements are influenced by two main factors: their own
best-known position (personal best, %14BC ) and the best-known position of the entire swarm (global
best,�14BC ). These positions in the search-space guide the particles to explore and converge toward
promising regions, optimizing the overall search process. Some parameters govern the velocity
update (from the current iteration C to the next iteration C + 1): the inertial weight F regulates the
effect of the previous particle velocity on the current one, a cognitive coefficient 21 representing
the influence of the particle’s personal best, a social coefficient 22 representing the influence of
the global best, and two random numbers A1, A2 in [0,1] controlling the impact of the personal and
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global best on the particle’s velocity update. The random numbers A1, A2 introduce randomness into
the update process and add a degree of exploration to the search. The position update depends on
the previous position and the current velocity.

The PSO update equations guide the tests to explore and converge toward promising regions,
optimizing the overall search process. In cases with multiple feature values in a bin, we select a
random test case from that bin, treat it as the global best, and update the remaining test cases in
that bin using the standard PSO update equations. After updating the test cases, the algorithm
recomputes the swarm’s fitness. The updated test suite is accepted as an optimal solution if the
value of Z( ′� ′B improves. The process is repeated until the budget is exhausted.

Various testing requirements can influence the generation of tests for FCT, as discussed below.

3.3.1 Comprehensive Feature-Coverage Testing, FCT-C. When the focus of testing spans the
entire set of signals ( and features � , the strategy employed is known as FCT-C. The objective of
FCT-C is to maximize the coverage of all signal features, termed as comprehensive signal feature
coverage Z2><? , that is, FCT-C is obtained by instantiating the PSO problem described above on
Z2><? .

3.3.2 Specification-directed Feature-Coverage Testing, FCT-S. In practical settings, testing ac-
tivities often aim to ensure the system’s compliance with functional, non-functional, and safety
specifications. Particularly in cases where the system’s adherence to safety specifications is para-
mount, testing is guided by formal specifications expressed in STL. In such scenarios, we refer
to the FCT approach as FCT-S. Within FCT-S, the coverage scope is confined to a meaningful
subset of features within the internal signals that influence the specified safety requirements.
In our instantiation of FCT-S, we restrict signal feature coverage to the features of the internal
signals that significantly impact the robustness (and hence also the satisfaction/violation) of the
STL specifications.6

There is no unique way of measuring the impact of a feature on the robustness. In our work, we
propose to estimate impact as the correlation between the values of a feature and the robustness
of the simulation trace w.r.t. the STL property, and to empirically discover correlations through a
bivariate statistics-based procedure, which was revealed to be effective according to our empirical
results.

Algorithm 1 describes our significant feature identification procedure, which iteratively reduces
(i) the signal population by considering its correlation with the output, and (ii) the number of
features by considering its correlation with the robustness w.r.t. the STL property. It works in three
stages. First (lines 6–9), the procedure generates and executes tests that can provide evidence of
correlation among signals and features. Second (lines 10–15), it then iteratively adds randomly
generated test cases to the existing test suite and checks correlation to incrementally reduce the set
of the significant signals and significant features. The gradual decrease in the number of signals
is achieved by discarding 20% (based on the discard threshold) of the least correlated signals in
each iteration. Third (line 16), it removes the redundant internal signals (i.e., the significant signal
variables whose values are implied by other significant signal variables) and their associated features
to obtain the final reduced set of significant signals and features, i.e., V̂� and X̂, respectively.

More in details, the algorithm starts with a modelM, a property q , and a set of signal features
Feat to be investigated by the procedure. In our experiments, we consider the ten features presented
in Section 3.1. The algorithm starts by randomly generating an initial test suite (line 6). Then, it uses

6We note that the impact of a feature can be also directly evaluated on the model outputs in a specification-less setting. This
has however limited interest for CPS dataflow models that are commonly tested against known requirements.
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Algorithm 1: Feature Identification Procedure: Identifying Significant Features of Signifi-
cant Signal Variables that Impact q
Input :M - A CPS dataflow model.

q - An STL specification ofM.
Feat - A set of signal features.

Output: V̂� - Significant signal variables.
X̂ - Significant signal features.

1 (8<�0C0 = [ ]; '>1DBC=4BB = [ ]
2 X̂ = [ ]; CORR = [ ]; corr = [ ]
3 \1 = 0.99 ; // initialize redundancy threshold

4 \2 = 0.5; // initialize correlation threshold

5 \3 = 0.2; // initialize discard threshold

6 TS = RandomTestSuite(M)
7 (8<�0C0, '>1DBC=4BB ← Monitor(TS,M, q)
8 V̂� ← FindTopS((8<�0C0, \3) ; // identify internal signals correlated with

output

9 X̂← FindF(V̂� , (8<�0C0, Feat, '>1DBC=4BB, \2) ; // identify features that

correlate with robustness

10 for q times do
11 TS = TS ∪ J ; // add tests to the test suite

12 (8<�0C0, '>1DBC=4BB ← Monitor(TS,M, q)
13 V̂� ← FindTopS((8<�0C0, \3)
14 X̂← FindF(V̂� , (8<�0C0, Feat, '>1DBC=4BB, \2)
15 end for
16 V̂� , X̂← Remove((8<�0C0, \1, V̂� , X̂) ; // discard redundant internal signals

and associated features

17 return V̂� , X̂

the function Monitor that simulates the model against each test in the test suite and computes the
robustness d (according to Definition 2.5) of each resulting simulation trace w.r.t. STL property q .

To identify the significant signals, the algorithm uses FindTopS subroutine (Algorithm 2) that
computes the correlation coefficients between each internal signal inV� and the output signals
to measure their strength of association (lines 1–7). It then rejects a small fraction of the internal
signals that exhibit lower strength of correlation with the system outputs based on the discard
threshold (line 8). The resulting set of internal signals (i.e., V̂� ) are identified as the signals that
show strong association with the system output.

In the next step, the procedure uses the subroutine FindF (Algorithm 3) that identifies the features
of each internal signal E ∈ V̂� that have significant impact on the robustness of q . For each E ∈ V̂� ,
the algorithm computes the feature values for all the features in the feature set Feat (line 2), and
finds the correlation coefficient between the signal feature values and the robustness d (line 3).
It marks a feature as relevant if the feature exhibits a strong impact on d , i.e., the absolute value
of the correlation coefficient exceeds the correlation threshold \2. A measure greater than 50% is
chosen to identify a subset of significant features X̂ that have either strong or very strong impact
on the robustness values.

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 7, Article 199. Publication date: August 2025.



Signal Feature Coverage and Testing for CPS Dataflow Models 199:13

Algorithm 2: The Subroutine FindTopS()
1 for each E ∈ V� do
2 for each item t ∈ TS do
3 2>AAE = Correlation(E,V$t )
4 CORR = CORR ∪ 2>AAE
5 end for
6 corr = corr ∪ CORR
7 end for
8 V̂� ← Reject(corr,V� , \3) ; // discard internal signals exhibiting low

correlation with output

9 return V̂�

Algorithm 3: The Subroutine FindF()
1 for each E ∈ V̂� do
2 � = Feature((8<30C0E, Feat)
3 [W] ← Select(�, '>1DBC=4BB, \2) ; // identify features that correlate with

robustness

4 X̂ = X̂ ∪ [W]
5 end for
6 return X̂

Subsequently, the procedure incrementally incorporates a series of test cases into the current test
suite (line 11) and recalculates the robustness (line 12) and correlation values to further reduce the
cardinality of the significant internal signals set and the significant features set (lines 13 and 14).

As the final step, the procedure further reduces the number of significant signals (and features)
by discarding the redundant internal signals and the features associated with the redundant signals
(line 16). To identify redundant internal signals, the procedure uses the function Remove that
computes the correlation coefficients between the current set of significant internal signals in the
model according to the well-known Pearson method and removes the ones that carry redundant
information. More specifically, whenever the correlation coefficient between any two internal
variables E1 and E2 exceeds the redundancy threshold \1, we remove one of the two variables from
further analysis and the features associated with the redundant signal variables. The resulting set
of significant internal signals/features are identified as the signals/features targeted by FCT-S.

In this work, we used three key thresholds: redundancy, correlation, and discard.These thresholds
were carefully selected to balance the need for reducing the signal population while retaining
the most relevant information. The discard threshold was set at 0.2 to ensure that only a small
fraction of internal signals, which exhibit lower correlation with system outputs, are rejected
in each iteration. This gradual reduction helps to iteratively refine the signal set without losing
significant information. A higher discard threshold could aggressively reduce the signal population
but risks omitting critical signals.

For the correlation threshold, we chose a value of 0.5 to focus on features that have a strong or very
strong impact on robustness values, ensuring that only the most influential features are retained.
However, varying this threshold could lead to identifying a different set of significant features and
could impact the test results. To identify and remove redundant signals, we set the redundancy
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threshold at 0.99, ensuring that only signals with very high correlation are considered redundant.
Lowering this threshold would increase the risk of discarding signals that, while correlated, still
contain unique and valuable information. Varying any of these thresholds can yield different results
in terms of the selected signals and features, and the overall performance of the algorithm.

Test case generation is finally defined by instantiating the PSO problem described above on
ZV̂� X̂.

4 Empirical Evaluation
We empirically evaluate the proposed coverage criteria and its associated coverage-based test
generation strategies in comparison to multiple state-of-the-art test generation strategies. In
particular, we investigate the following RQs:

RQ1-Coverage. To what extent do state-of-the-art test generation approaches exercise features of CPS
Simulink models according to signal feature coverage? The first RQ aims at studying whether signal
feature coverage is a non-trivial problem. This RQ investigates how well existing test generation
solutions perform according to signal feature coverage. If state-of-the-art solutions already generate
test suites with high feature coverage, there is little point in studying how to generate test suites that
maximize coverage. To answer this question, we compare the effectiveness of three test generation
approaches against our feature coverage test generation solution to discover how thoroughly
signals’ features can be covered and identify any gap in existing test generators. Section 4.1.1
describes the considered test generation solutions. Furthermore, we investigate how variations
in budget size influence the coverage achieved. This examination allows us to understand the
efficiency of resource allocation in improving the coverage of signal features.

RQ2-Fault Revealing Capability. Are test suites achieving high feature coverage also revealing more
faults in CPS Simulink models? This RQ exploits mutation testing to compare the effectiveness of
feature coverage-driven test generation techniques, namely FCT-C and FCT-S, to state-of-the-art
testing techniques. We describe the mutation testing process in Section 4.1.4 and we consider the
test generation solutions described in Section 4.1.1.

4.1 Experimental Setup
We now describe the compared test generation solutions, our execution platform, experimental
subjects, and mutations.

4.1.1 Test Generation. Our study considers two sets of test generation strategies: the two
variants of signal feature coverage (FCT-C and FCT-S) and the eight state-of-the-art test generation
solutions for CPS Simulink models described below (ART, OD-VB, OD-FB, SDV-EC, SDV-MCDC,
FT-Ψ-TaLiRo, FT-S-TaLiRo, FT-Confidence).

—FCT-C is the proposed FCT generation algorithm instantiated to cover all targets (all signals
and all features) to determine feature-coverage levels that can be feasibly reached.

—FCT-S is the strategy that only targets significant features of the important signals (V̂� and
X̂) that are obtained using the Feature Identification Algorithm described in Section 3.3.2.

—ART 7 is a black-box test generation approach focused on generating diverse test cases “by
maximizing distances between the test inputs” [15, 34]. It is usually considered as a baseline
due to its simplicity and effectiveness.

—OD is a black-box test generation approach that seeks to produce test cases with highly
diverse outputs [34, 45, 46]. OD exploits a search-based strategy that starts with an initial

7Given that ART typically demonstrates superior performance over random testing (RT) in terms of both failure-detection
capability and program-based coverage thoroughness [14, 36], we have not considered RT in the comparison.
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test suite and iteratively improves it by making small changes to the test cases to maximize
the OD. The technique examines neighboring test cases at each iteration and selects the
one that significantly increases OD. The process continues until no further improvement
can be made. In this article, we compare with two notions of OD: Vector-Based (VB) and
Feature-Based (FB), as proposed in [46]. While the VB concept is directly applied to output
signal vectors, the FB concept operates over feature vectors of output signals. This involves
describing the output signals using their value and their first and second derivative, which
characterize distinguishable signal shapes.

—MathWorks’ Simulink Design Verifier (SDV) is utilized to generate tests aimed at achieving
model coverage. In this article, we compare with two types of model coverage with SDV.
The first one is Execution Coverage (EC) wherein which the test generation is configured
to achieve block execution coverage, a structural metric that indicates whether each block is
executed during simulation. This coverage metric is most comparable to statement coverage in
code coverage analysis. The second one isModified Condition Decision Coverage (MCDC)
which is a more rigorous coverage criterion. In the context of SDV, MCDC test generation
checks for combinations of inputs that exercise each possible condition in the model, ensuring
that every logical decision is fully tested. This is crucial for validating complex models, as it
provides a higher level of assurance compared to EC alone.

—FT is a search-based method for generating tests violating system requirements or assumptions
[1]. Formally, given an STL property q of a model M, FT aims to find a test case t s.t.
d (q,$ (t,M)) < 0, i.e., $ (t,M) 6|= q . In general, FT’s objective is to produce a test that
violates the property under examination, aiming to uncover bugs.

In our experiments, we employ the following three approaches for FT:

(1) FT-Ψ-TaLiRo: We use Ψ-TaLiRo, an open-source toolbox featured in the ARCH competi-
tion, designed for robustness-guided falsification of temporal logic properties in CPSs. It
implements the PART-X algorithm (Partitioning with X-distributed sampling) [55], which
dynamically divides the search space to locate the falsifying inputs. Specifically, the algorithm
leverages local Gaussian process estimates to refine its search, adaptively partitioning and
sampling the input space to focus on regions likely to contain falsifying points.

(2) FT-(-TaLiRo: We also employ the S-TaLiRo tool, an open-source FT toolbox for CPSs, fea-
tured in the ARCH competition, as outlined in [17]. This tool enhances the performance of
falsification methods by applying coverage metrics to the state space of hybrid systems.

(3) FT-Confidence: We also apply the falsification algorithm that incorporates a robustness-
based confidence metric, as described in [64]. The confidence measure (which is calculated
by dividing the input space into finite subregions) is defined in terms of a coverage criterion
of the input space that evaluates how thoroughly the entire input space is explored while
focusing on local areas where low robustness values are detected.

For addressing RQ1, we consider the two FCT techniques (FCT-C and FCT-S) and the five
state-of-the-art testing techniques: ART, OD-VB, OD-FB, SDV-EC and SDV-MCDC. Since FT is a
property-directed test generation technique aimed at fault revelation rather than achieving coverage,
we utilize it specifically for addressing RQ2 in our mutation testing experiments. Consequently,
RQ2 encompasses all the test generation strategies mentioned above. Note that we conducted
30 repetitions of each test generation algorithm to minimize the impact of random variations
and provide statistical data. We conducted test generation experiments with the proposed FCT
approaches (FCT-C and FCT-S), as well as ART, OD-based and SDV-based methods, on normal (non-
faulty) models. In contrast, experiments with FT-based approaches were performed on faultymodels.
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4.1.2 Simulation Platform. We used MATLAB/Simulink R2018b from MathWorks for our exper-
iments and the RTAMT library [53] for offline evaluation of STL properties. The experiments were
executed on a MacBook Pro with macOS Ventura, Apple M1 chip, and 16 GB RAM.

4.1.3 Experimental Subjects. To answer our RQs, we considered five industrial, open-source,
and publicly accessible Simulink models [21, 38–40] and ten requirements, stated as STL properties,
that must be satisfied by these systems. These models have been widely used in other prior studies
[7, 21, 52, 61].

Fault-Tolerant Fuel Control System (FCS). FCS is a benchmark from the automotive domain
representing a fuel control system for a gasoline engine [39]. FCS is modeled as a hybrid system
mathematically expressed using differential equations with a switching condition. FCS receives
two inputs: throttle and engine speed. It has two outputs: fuel flow rate and the air-to-fuel ratio (_).
The control objective is to keep _ close to the reference (i.e., stoichiometric) mixture ratio (_A4 5 ).

Automatic Transmission Controller System (ATCS). ATCS models an automotive drivetrain
in Simulink integrated with a Stateflow block to mimic the drivetrain dynamics [40]. The ATCS
inputs are the values of the throttle and the brake. These can both assume any value in the interval
[0, 100] in each timestep. The ATCS outputs are the engine’s speed l (RPM), the gear number, and
the car’s velocity E (mph). l and E are continuous state variables, while gear is discrete.

AECS. AECS from the avionics domain models a pair of aircraft elevators controlled by redundant
actuators for a fault detection, isolation, and recovery application [38]. AECS has one input (Pilot
Command) and two outputs (left elevator position and right elevator position). The goal of the
control system is to keep the actuator position steady when the aircraft is flying at the designated
altitude [8].
Neural-Network (NN) Controller. This NN controller is designed to maintain a magnet at a

specified reference position above an electromagnet, ensuring it hovers steadily [21, 44]. The model
accepts as input a reference position value ('4 5 ), ranging from 1 to 3, and outputs the hovering mag-
net’s true position (%>B). The objective is to ensure that following adjustments to the reference, the
current position consistently converges towards that reference with the least amount of discrepancy.

Steam Condenser (SC) with Recurrent NN Controller. The model, as introduced in [67] and used
also in [21], represents a dynamic SC model, regulated by a recurrent NN in feedback. The system’s
input can fluctuate within the range [3.99, 4.01]. The primary aim is to ensure that the output
pressure steadily stabilizes within a pre-defined tolerance band.

Table 3 summarizes the key characteristics of these five models in terms of the number of blocks,
number of lines, simulation time) (in seconds), sampling time (in seconds), and number of samples.
Table 4 specifies their requirements in natural language and STL. It is important to note that
most of the Simulink models (and their specifications) we used in our experiments are standard
benchmarks widely used in the falsification community, particularly those from the well-known
ARCH competition [20, 21, 48]. Also, in our experiments, we have ensured that the inputs generated
by all the test generation solutions in our comparison follow the same shape and constraints.

For the AECS model, we use a square waveform for the Pilot Command input, characterized
by its amplitude and frequency, as previously used in [5]. For the other experimental models
(ATCS, FCS, NN, and SC), we follow the input shapes and specifications provided by the ARCH
competition. To address diverse and complex input signal requirements, our approach supports
various parameterization techniques with interpolation functions (e.g., piecewise constant, linear,
and piecewise cubic) to generate the input values.

4.1.4 Property-Based Mutation Testing (PBMT). To perform the mutation testing experi-
ments required to answer RQ2, we refer to PBMT [8]. Regular mutation testing requires generating
a test that produces two different outputs when executed on the original and mutated programs,
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Table 3. Key Features of Selected Simulink Models

Model #�;>2:B #!8=4B/�>==42C8>=B ) Sample Time #(0<?;4B

FCS 215 190 110 0.01 11,001
ATCS 65 92 30 0.04 751
AECS 825 577 10 0.01 1,001
NN 105 123 40 0.001 40,001
SC 173 144 35 0.01 3,501

Table 4. Properties of Experimental Subjects in Natural Language and STL

Property Ref. Natural Language STL

Fault-Tolerant FCS

q��(
1 [52] Always, within the interval [g,) ], the air-to-fuel ratio (_) must

not evolve beyond the tolerance bounds.
�[g,) ] (0.8_A4 5 ≤ _ ≤ 1.2_A4 5 )

q��(
2 [26] The fuel flow rate should not be 0 for more than 1 second within

the next 100 seconds period.
¬♦[0,100]�[0,1] (Fuel Flow Rate = 0)

ATCS

q�)�(
1 [26] “The engine speed never reaches l̄”. �(l < l̄)

q�)�(
2 [26] “The engine and the vehicle speed never reach l̄ and Ē , resp.” �((E < Ē) ∧ (l < l̄))

q�)�(
3 [26] “If engine speed is always less than l̄ , then vehicle speed cannot

exceed Ē in less than ) seconds.”
¬(♦[0,) ] (E > Ē) ∧ �(l < l̄))

q�)�(
4 [26] “Within ) seconds, the vehicle speed is above Ē and from that

point on, the engine speed is always less than l̄).”
♦[0,) ] ((E ≥ Ē) ∧ �(l < l̄))

AECS

q���(
1 [5] Whenever the pilot command, denoted as cmd, exceeds the

threshold m, the measured actuator position, pos, must not
exceed a distance of n units from cmd within a time frame of
Q+a units.

�(↑ (2<3 ≥<) → ♦[0,& ]�[0,0] ( |2<3 − ?>B | ≤ =))

NN Controller

q##
1 [21] Within the time horizon of 40 time units, the output will be

always close to the reference signal within 2 seconds.

�[1,37]
(
|%>B − '4 5 | > U + V |'4 5 | →
♦[0,2]�[0,1]¬(U + V |'4 5 | ≤ |%>B − '4 5 |)

)
q##
2 [21] Given the reference signal '4 5 satisfying 1.95 ≤ '4 5 ≤ 2.05, the

output satisfies a conjunctive requirement defined over different
time intervals.

♦[0,1] (%>B > 3.2) ∧ ♦[1,1.5]
(
�[0,0.5] (1.75 < %>B < 2.25)

)
∧ �[2,3] (1.825 < %>B < 2.175)

Steam Condenser with Recurrent Neural Network Controller (SC)

q(�
1 [21] Always, within the interval [30, 35], the pressure never goes

below 87 and beyond 87.5.
�[30,35] (87 ≤ %A4BBDA4 ≤ 87.5)

Parameters: _A45 = 14.6, g (settling time)= 10 seconds, l̄ = 4,500 RPM, Ē = 120 mph, % = 4 seconds, < = 0.09,
& = 2 seconds, 0 = 1 second, = = 0.02, U = 0.005, V = 0.03.

which is of little interest with Simulink models. It is trivial to generate a test that activates most of
the components of a Simulink model due to the dataflow-oriented nature of the computations, and
differences can be easily observed in the outputs. However, a test does an excellent job in exercising
a fault only if the effect of the fault is amplified to the extent it causes a violation of a requirement
(i.e., an STL property). Intuitively, a test that exercises a fault without causing the violation of a
requirement is a test that does not fail when executed on the faulty model and thus cannot reveal
the fault. PBMT addresses this issue, requiring the generation of tests that kill mutants by violating
the available properties.

In particular, given a model M, an STL property Φ of M, and a test suite T consisting of
a set of valid test cases for M. A mutant M′ of M is said to be q-killed by T iff ∃t ∈ T s.t.
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Table 5. Mutation Operators and Number of Mutants

Type Operator # Mutants

FCS ATCS AECS NN SC

Line
mutation

Noise 10 13 17 10 10
Bias/offset 12 13 17 10 10
Negate 10 13 17 0 0

Block
mutation

ROR 0 0 10 0 0
S2P 1 1 3 2 3
P2S 0 2 6 1 2
ASR 3 3 8 3 9

Total 36 45 78 26 34

d (Φ,$ (t,M)) > 0 ∧ d (Φ,$ (t,M′)) < 0. More simply, a test suite Φ-kills a mutantM′ if and only
if it has at least one test case that violates Φ onM′ and satisfies Φ onM.

A mutantM′ is q-trivially different [8] fromM iff �t : d (Φ,$ (t,M)) > 0∧ d (Φ,$ (t,M′)) < 0.
In simple words, there is no test case that can differentiate betweenM andM′ w.r.t. Φ. For a
Simulink modelM with property Φ and a given set of mutation operators, the mutation score
MSΦ achieved by a test suite T is given by

MSΦ =
#Φ-killed mutants

# non Φ-trivially different mutants

In our experiments, we use FIM [6], a fault injection tool for automatic fault injection and
mutation of Simulink models. We use seven faults/mutation operators from FIM that are typically
used in testing of Simulink models: three line mutations (Noise, Bias/Offset, and Negate) and
four block mutations (Relational Operator Replacement (ROR), Sum to Product Mutation
(S2P), Product to SumMutation (P2S), andArithmetic Sign Replacement (ASR)). We excluded
FIM’s Absolute operator due to its tendency to generate q-trivially different mutants [8], and the
Invert and Bit-flip operators due to their tendency to generate invalid mutants. Table 5 shows,
for each subject, the number of valid mutants (i.e., mutants that could be compiled) generated
for each mutation operator. We refer the reader to the work by Bartocci et al. [6] for a detailed
description of these operators. For each valid first-order mutant8 generated using FIM, we assume
that the fault is active throughout the simulation, starting at time 0 and continuing until the end at
time ) .

For our mutation testing evaluations with PBMT, we exploit all the test generation solutions
described in Section 4.1.1. Note that the set of selected techniques allow us to compare FCT-S
(property-dependent) and FCT-C (property-independent) to other property-dependent (FT) and
property-independent (ART, OD-VB, OD-FB, SDV-EC and SDV-MCDC) methods. Also, in our
FT-based test generation setup for PBMT, FT is applied to each mutant individually. More formally,
for every mutantM′, FT tries to produce a property-violating test case t s.t. $ (t,M′) 6|= q . For the
PBMT experiments, we simulate each mutant (i.e., faulty model) using the test suites generated by
various test generation strategies to determine whether each test suite is effective in q-killing the
mutants.

Setup for FT. In our FT experiments with S-TaLiRo [17], Ψ-TaLiRo [55], and the work referenced in
[64], we did not stop the test generation process after detecting the first fault. Instead, we continued
8In this work, we focus only on first-order mutants of Simulink models.
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generating tests until the entire budget was exhausted. This ensured that the falsification tools
explored more of the input space, similar to the other methods we evaluated. Specifically, for each
mutant, we generated tests by finding counterexamples to the STL property, and the overall testing
budget was divided equally among the total number of mutants.

4.2 Results and Discussion
RQ1—Coverage. RQ1 evaluates the capability of state-of-the-art test generation strategies to
thoroughly exercise features. As mentioned, the interconnected nature of the elements in dataflow
models often lead to the execution of multiple elements when very few test cases are executed.
This was also true in our experiments, where a single random test case was able to cover all the
signals of the ATCS model, and an average of 9.25 random test cases were sufficient to cover >90%
of the signals of the other four considered models. This evidence further stresses the need of more
sophisticated coverage criteria. To this end, we study the signal feature coverage achieved using
traditional test generation strategies with that of our proposed FCT-S and FCT-C techniques.

Figure 3 illustrates the trends of Z2><? over time, averaged across 30 independent runs for each
experimental subject and all properties. However, for a detailed view of the variability in the
Z2><? values for all the techniques, we refer the readers to Appendix A.1. Notably, ART, OD-VB,
OD-FB, SDV-EC, SDV-MCDC and FCT-C are property-independent techniques, whereas FCT-S is a
property-directed technique.Therefore, distinct curves are depicted for FCT-S corresponding to each
property. Moreover, as FCT-S involves the identification of significant signals and features through
the feature identification step, we notice that initially, the coverage with FCT-S remains at zero.

Upon analyzing the figure, we notice an initial short period during which both our proposed
FCT-C and FCT-S techniques exhibit subpar performance in terms of the coverage metric. However,
as time progresses, there is a noticeable and quick improvement, with our approaches eventually
surpassing the state-of-the-art methods. This observation suggests that our techniques possess
the capability to achieve high coverage, provided they are allocated more resources (allowed more
time) to execute. Table 6 reports (1) the time required to identify significant signals and features for
FCT-S technique: Feature Identification Time (FIT) and (2) the time for FCT-C/FCT-S surpassing
state-of-the-art: Surpass Time (ST) w.r.t. Z2><? . Based on the data presented in Table 6, we note
that the feature identification step, on average, takes approximately 252.39 seconds across all
experimental subjects. Moreover, we observe that FCT-C consistently outperforms FCT-S in terms
of surpassing state-of-the-art strategies (i.e., ST ), with FCT-C generally achieving higher values of
Z2><? than state-of-the-art techniques earlier than FCT-S.

Observing Figure 3, it becomes apparent that the curves representing the mean Z2><? for various
state-of-the-art strategies, namely ART, OD-VB, OD-FB, SDV-EC, and SDV-MCDC either overlap
or closely align, suggesting comparable performance among these techniques. In particular, there is
a considerable overlap between the curves for ART, SDV-EC and SDV-MCDC. Also, as anticipated,
the Comprehensive (FCT-C) approach, designed to comprehensively cover all features and signals,
consistently achieves the highest coverage levels compared to all other methods, including the
Specification-directed (FCT-S) technique. Nevertheless, we note an interesting exception to this
trend. Specifically, for the FCS model evaluated against property q��(

1 , the FCT-S strategy attains
slightly higher coverage values than FCT-C. In this instance, we hypothesize that the superior
mean Z2><? achieved with FCT-S relative to FCT-C can be attributed to its ability to effectively
cover key features of key signals, that in turn cause the extensive coverage of multiple features of
multiple signals. This observation suggests that the FCT-S strategy may capture certain feature
values that could be missed or challenging to cover with the Comprehensive (FCT-C) approach.

Referring to Figure 3, we note that both FCT-C and FCT-S reach saturation towards the later stages,
typically around 16k–18k seconds, suggesting that further enhancement of coverage may become
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Fig. 3. Trends over time of mean value of Z2><? for different test generation strategies for various models.
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Fig. 3. Continued

Table 6. Time Required for Identifying Significant Signals and Features, and Times at
Which FCT-S/FCT-C Surpass State-of-the-Art Strategies w.r.t. Z2><?

Model Property FIT (s) ST for FCT-S (s) ST for FCT-C (s)

Average Worst Average Worst Average Worst

FCS q1 241.33 254.81 450.23 462.56 400.67 405.34
q2 270.24 279.65 471.02 482.10

ATCS

q1 243.67 278.67 380.23 397.24

352.67 365.38q2 246.73 269.66 384.56 395.26
q3 245.79 265.57 379.68 387.91
q4 244.83 271.58 372.59 380.26

AECS q1 272.80 293.72 406.27 411.84 274.56 281.67

NN q1 246.52 270.43 403.86 415.27 304.53 311.25
q2 271.48 291.27 502.36 516.28

SC q1 240.56 261.78 306.74 309.38 245.56 253.38

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 7, Article 199. Publication date: August 2025.



199:22 E. Bartocci et al.

increasingly challenging. In contrast, state-of-the-art techniques do not exhibit full saturation
in Z2><? values, implying that there is still potential for improvement. This indicates that these
techniques require additional (time) resources to generate tests that effectively cover the signal
features.

In Figure 3, we also illustrate the variation in Z2><? across 30 runs for each test generation
strategy using box plots at different time snapshots. Each box in the plot comprises 30 data points,
where each data point represents the Z2><? achieved by a test suite generated in a single run.
The horizontal axis depicts the test generation approach, while the vertical axis indicates the
corresponding Z2><? values. Within each box, an asterisk (*) mark indicates the mean value of
Z2><? . Referring to Figure 3(a), we observe minimal variability in the data for the FCS model, except
for certain snapshots of time. For instance, at the 8k second snapshot, both OD-VB and OD-FB
exhibit outliers (shown as lower whiskers in their respective boxes), suggesting that some test
suites generated using these techniques achieve coverage levels lower than the mean value. Further,
upon examining all the box plots of FCS model across various snapshots of time, we note that ART
demonstrates slightly superior performance in terms of Z2><? compared to traditional strategies.
However, its performance lags behind when compared to our FCT techniques.

Compared to all other models, the test suites generated for the NN model (Figure 3(d)) exhibit
slightly higher variations in the Z2><? values. Additionally, for some models, particularly FCS
(Figure 3(a)) and AECS (Figure 3(c)), across all snapshots of time, the box plots corresponding to
FCT-C and FCT-S closely align at the same levels, indicating a close match in the coverage achieved
by both techniques. This alignment suggests that FCT-C and FCT-S have similar effectiveness in
achieving coverage levels for the given properties for these models.

In all the experimental subjects, the ART, OD-based, and SDV-based test generation approaches
exhibit low coverage levels. In contrast, the FCT-C and FCT-S approaches involve targeted test
generation aimed at maximizing feature coverage. As a result, the generated tests extensively
exercise the target features of the target internal signals, leading to substantially higher coverage
levels compared to traditional test generation solutions, as illustrated in Figure 3. These results
highlight the existence of a gap in the capability of baseline techniques to cover signal features in
CPS Simulink models.

It is important to note that the signals and features identified through our feature identification
process may not necessarily correspond to the true signals and features influencing the STL
property. There could be discrepancies between the identified signals and features, and those that
truly influence the satisfaction of the considered property, namely the Ground Truth (GT) signals
and features. Furthermore, there is no definitive method for identifying the GT signals/features,
as it is up to the tester to decide or select a specific procedure for this purpose. To study how our
feature identification step performs in the identification of these features, we employ correlation
analysis over a large set of tests among internal signals, features, and the quantitative robustness of
simulation traces w.r.t. the STL properties, to determine the GT signals and features. This analysis
is conducted over an extended period, involving 10,000 random tests for each model and property,
for a total of approximately 74 hours for all our experimental subjects and properties.

Once we computed the GT signals and features, we assessed the extent to which the generated test
suites cover the GT signals and features. To this end, we evaluate the q-driven signal feature coverage
of the GT signals and their associated features. Figure 4 illustrates the trends of Zq , representing the
q-driven signal feature coverage computed for the GT signals and features, averaged over 30 runs.
We also show the variability in Zq across all models and properties in the Appendix A.2. It is
important to mention that we have one plot for each property of a model because GT features
and signals are specific to each property. Also, it is important to highlight that the FCT-S-based
test suites we utilize to compute Zq -values for GT features and signals, are the ones that we
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Fig. 4. Trends over time of the mean Zq -values computed for GT signals and features.

generated focusing on maximization of coverage of signals and features identified through the
feature identification algorithm. This approach provides valuable insights into the effectiveness of
our time-efficient feature identification strategy and offers indications of any correlation between
the identified signals+features and the GT signals+features.

Upon examination of Figure 4, distinct patterns emerge, delineating three main categories within
the curves. First, one set of curves indicates that the state-of-the-art testing approaches inadequately
exercise the GT features and signals, that is, they fail to extensively exercise the signals that matter
most for the property under test. Second, another set of curves suggests that FCT-C demonstrates
better coverage of these features and signals compared to the state-of-the-art methods, that is,
specific methods are needed to extensively cover relevant features of relevant signals. Lastly, a
third set of curves highlights that FCT-S surpasses both FCT-C and the state-of-the-art, achieving
higher coverage of the GT features and signals. This behavior holds for all the experimental models
and properties. This observation demonstrates the effectiveness of our feature identification step
in identifying features and signals that contribute to the coverage of GT signals and features,
implying a degree of correlation between them. From Figure 4, we also observe that across all the
experimental models and properties, there are huge overlaps among the curves corresponding to
the state-of-the-art testing strategies, indicating their comparable performance in exercising the
GT signal features.

In addition, upon observing Figure A1 (Appendix A.1) regarding the variability in Z2><? values,
it is evident that all the tubes are closely clustered, indicating minimal dispersion between the
minimum and maximum values. Additionally, there are noticeable overlaps among the tubes
corresponding to the state-of-the-art techniques across most of our experimental subject models
and properties. A similar trend is observed in Figure A2 (Appendix A.2) for the variability in
the trends of GT signal feature coverage Zq . This visualization employs the same tubular format,
capturing minimum, maximum, and mean Zq values. Notably, the tightly packed tubes suggest
limited variance in the data. Due to the significant overlap among the data points for ART- and SDV-
based test suites, we have excluded the SDV-EC and SDV-MCDC curves from Figures 4, A1, and A2
to enhance the readability of the plots. In both Figures A1 and A2, a distinct contrast in performance
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Fig. 5. Trends over time of the average number of q-killed mutants by different test generation strategies.

is observed between our feature-coverage-based testing techniques and the state-of-the-art methods,
with the feature-coverage-based testing techniques showcasing superior performance.

Summary for RQ1

State-of-the-art test generation solutions do not effectively cover the signal features of CPS
dataflow models, neither considering the full set of features and signals nor considering
the signals and features relevant to the tested property. Our Feature-Coverage Testing ap-
proaches (both Comprehensive and Specification-directed) achieve better performance (i.e.
higher coverage levels) than the state-of-the-art methods. Specification-directed Feature-
Coverage test generation can exercise the signals and features relevant to property more
thoroughly than Comprehensive Feature-coverage test generation.

RQ2—Fault-Revealing Capability. RQ2 investigates if test suites generated according to signal
feature coverage have a better fault-revealing capability than the test suites generated with state-of-
the-art methods. In particular, we compare the mutant-killing capability of the test suites generated
by ART, SDV-EC, SDV-MCDC, FT-S-TaLiRo, FT-Ψ-TaLiRo, FT-Confidence, OD-VB and OD-FB to
the test suites generated with FCT, namely by FCT-C and FCT-S.

Figure 5 illustrates the trends over time of the number of mutants q-killed by the test suites
generated using various test generation methods, according to the same setup used for RQ1.
For better visualization and ease of interpretation, the plots show the average number of mutants
q-killed. However, we refer the readers to the Appendix B for a comprehensive view of the variability
in the number of mutants q-killed according to PBMT.

We verified theq-killability of the mutants exploiting the mutant directed test generation strategy
illustrated in [8]. All the generated mutants were found to be q-killable. As evident from Figure 5,
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distinct patterns emerge among the curves. One set of curves, represented by FCT-C and FCT-S,
consistently exhibit a notably higher number of q-killed mutants compared to all other state-of-
the-art testing methods. This trend holds across all models and properties, giving strong evidence
of the benefit of generating test cases that thoroughly exercise the features of the internal signals.

An intriguing observation is that FT, which aims to falsify the property, does not achieve a
higher mutant kill count, and always performed less effectively compared to FCT-S and FCT-C.
This trend remains consistent for all FT-based methods (FT-S-TaLiRo, FT-Ψ-TaLiRo, FT-Confidence)
across all system models and their respective properties, indicating that the approach of targeting
falsification was less effective in identifying faults (i.e., killing mutants according to the definition
of q-killed mutants of PBMT) compared to the strategies employed by FCT-S and FCT-C. However,
given the scope of our study, further investigation would be needed to fully assess the relative
effectiveness of falsification in identifying faults compared to the strategies employed by FCT-S and
FCT-C. Likewise, the ART-based test generation, which prioritizes diversity in test cases without
considering the presence of a property, demonstrates degraded performance in terms of mutant-
killing. It is not surprising that the test cases generated with ART are insufficient to adequately (i)
explore the internal behavior of the software and (ii) ensure the detection of even basic faults (such
as those we seeded using FIM) that could impact the property. This finding aligns with previous
literature [8], further corroborating the inadequacy of ART-generated test cases for effectively
identifying faults.

Also, the performance of the SDV-based test suites in q-killing the mutants is found to be quite
comparable to that of the ART-based test suites, following similar trends in signal feature coverage.
While there is no definitive reason for this comparable performance, we conjecture that ART,
though more randomized, generates a large number of diverse test cases. In contrast, SDV-based
suites are more systematic and structured, but their exhaustive nature allows them to cover much
of the same ground as ART, particularly for structural coverage metrics like EC and MCDC. This
overlap ensures that, despite their different approaches, both methods achieve similar signal feature
coverage and are equally effective at identifying faults (mutants) in the system models.

Moreover, the OD-based testing strategies (OD-VB and OD-FB) exhibit limited fault-revealing
capabilities. The rationale behind employing OD-testing strategies is to enhance the likelihood of
detecting failures by diversifying test output signals, thereby increasing the chances of identify-
ing significant discrepancies between expected and actual signals. However, based on our PBMT
evaluations across all models and properties, we conjecture that the poor mutant-killing perfor-
mance of OD-VB and OD-FB stems from inadequate exploration of the feature value landscape of
internal signals. More specifically, while the OD-FB approach prioritizes diversity in the feature
vectors of output signals, it overlooks the diversification of features within internal signals. We
hypothesize that this limitation arises due to the intricate interconnection of components and the
complex interplay between signals within the system. In a nutshell, OD(-VB and -FB) testing fails
to comprehensively investigate the internal behavior of the system model.

On the contrary, FCT-S and FCT-C generate test cases that achieve higher feature coverage and
are more effective in detecting and capturing errors in the system, leading to higher mutant-killing
capability. These results show how generating tests that cover a range of features, and a range
of feature values, is extremely beneficial to obtain tests that can actually reveal faults, exercising
them in such a way that they observably impact on the safety properties. In fact, by targeting the
features of internal signals, FCT increases the likelihood of activating faults or erroneous behavior
associated with those features. This is because faults in CPS are often related to specific signal
characteristics or interactions between signals.

In a nutshell, FCT-S and FCT-C revealed to be the most effective test case generation strategies,
killing the highest number of mutants. Evidently, the tests generated with FCT-S and FCT-C exercise
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Table 7. Summary of Results of PBMT for Individual Mutation Operators

Noise Bias/Offset Negate ROR S2P P2S ASR

# Mutants generated 60 62 40 10 10 11 26
# (%) of q-trivially different mutants 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%) 0 (0%)
# (%) non-q-trivially different mutants #)�q 60 (100%) 62 (100%) 40 (100%) 10 (100%) 10 (100%) 11 (100%) 26 (100%)
# (%) #)�qnot killed by ART+FT+OD+SDV 12 (20%) 11 (17.74%) 10 (25%) 10 (100%) 4 (40%) 3 (27.27%) 7 (26.92%)

the mutant in a way that alters the features of the internal signals, ultimately propagating the failure
to the observable interface leading to the violation of the system property. Additionally, the higher
effectiveness of FCT-C and FCT-S demonstrates how diversity in the feature values exercised by the
test cases leads to a broader exploration of the system’s response space and improves the chances
of revealing different types of faults or corner cases that can be easily missed by feature-insensitive
testing approaches.

Observing Figure B1 (Appendix B), we note that test suites produced using FCT-S and FCT-C
demonstrate the ability to kill the highest number of mutants, achieving a maximum mutation
score of 100% (i.e., killing all the q-killable mutants) at around 18k seconds (i.e., 5 hours) for the
majority of the experimental subjects. Additionally, we notice significant overlap among the tubes
representing the state-of-the-art testing strategies for certain experimental subjects. Specifically,
for AECS, NN (property 1), and SC models, the maximum number of mutants killed appears slightly
higher for ART-based and SDV-based test suites. Nonetheless, it is essential to highlight that the
overall mutant killing count for ART-based and SDV-based test suites remains substantially low
compared to even the minimum number of mutants killed by our proposed FCT-C and FCT-S
techniques.

Another observation is that surprisingly the FCT-S strategy performs comparably to the baseline
FCT-C method. For most of our experimental models and properties, the disparities in the mean
number of mutants q-killed by FCT-C and FCT-S are minimal. The comparable performance of FCT-
S and FCT-C-based testing methods suggests that the Specification-directed approach, although
exercising the signals and features that strongly correlate with the tested property more thoroughly
than the feature-comprehensive strategy, may not necessarily enhance mutant killing.

We also examined the correlation or patterns behind the failure of state-of-the-art techniques
for individual mutation operators. Table 7 summarizes the results of the PBMT experiments for
each mutation operator, including: (1) the number of mutants generated, (2) the number (and
percentage) of q-trivially different mutants, (3) the number (and percentage) of (non-q-trivially
different mutants #)�q , and (4) the number (and percentage) of #)�q mutants not killed by any of
the state-of-the-art test generation techniques (including ART, FT-based, SDV-based, and OD-based
approaches). Table 7 presents the combined results for all five of our experimental subjects. Note
that the results we present are based on the PBMT experiments using the test suites obtained at
a 20k-second snapshot. Although we did not identify a clear pattern for why the state-of-the-art
techniques failed to handle specific mutation operators across our subject systems, we observed
that all the mutants generated by the ROR operator were particularly difficult to q-kill using any
of the state-of-the-art testing methods, including ART, SDV, FT (FT-S-TaLiRo, FT-Ψ-TaLiRo, and
FT-Confidence), and OD. However, our proposed FCT-based approaches successfully killed all the
ROR mutants.

We finally examined the correlation between the coverage values of individual signal feature
types and mutation scores to determine if specific features significantly contribute to mutation-
killing capabilities. However, we did not observe a consistent pattern across all our experimental
subjects regarding the influence of individual signal features on mutation-killing effectiveness. In
our future work, we intend to delve deeper into the role of signal features in detecting faults.
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Summary for RQ2

When testing CPS dataflow models w.r.t. formal specifications, our Comprehensive (FCT-C)
and Specification-directed (FCT-S) feature-coverage testing methods outperformed state-of-
the-art methods, yielding higher mutation scores. FCT-C and FCT-S performed comparably
well, suggesting that specification-directed methods may not be strongly necessary to test
CPS models.

4.3 Threats to Validity
The following threats to validity affect our evaluation.

External Validity. Like many other evaluations, our study faces an external validity concern regard-
ing the generalizability of the results. To mitigate this concern, we experimented with multiple
properties and CPS models across distinct application domains. The collected evidence is consistent
across all properties and subject applications, suggesting our results represent a relevant and
motivating starting point to investigate the notion of signal feature coverage further. The represen-
tativeness of the injected faults poses another threat. The reported results rely on typical faults and
mutation operators tailored for Simulink models, aiming to provide a fair and relevant assessment
with hundreds of injected faults. Designing a first study of similar size with real Simulink faults
would be infeasible due to the need for a large dataset of faults.

Internal Validity. An internal validity concern pertains to the generated mutants. We considered
first-order mutants to align with the prevalent research on mutation testing and evidence that
suggests that they are good predictors of test suite effectiveness [29]. We left the investigation of
multi-fault Simulink models to future research.

Conclusion Validity. One potential conclusion validity concern relates to the randomness of the
experimented test generation methods. We addressed this concern repeating each test case gener-
ation process 30 times, reporting both average results (Figures 3, 4, and 5) and results about the
variance of the computed metrics (Appendices A and B). The consistency of the evidence across all
subjects and the limited variance of the results indicate that randomness is not a significant threat
to our conclusions.

5 Related Work
There has been growing interest in coverage-based testing approaches for CPS dataflow models in
recent years. We first mention the input coverage metric, which aims at achieving diversity among
the input signals [34]. The output coverage aims at achieving diversity in system outputs [46]. The
works in [34, 45, 46] exploit a method for generating tests that maximizes output signal diversity in
Simulink models by providing guidance in terms of the output values that should be exercised. The
rationale behind this approach is that diversifying the test output signals increases the likelihood
of identifying significant differences between expected and actual signals, enabling engineers to
detect failures more effectively. Structural coverage metrics for CPS dataflow models include block
EC, decision coverage, condition decision coverage, MCDC, and node/edge/path coverage [2, 43,
65]. Though the traditional coverage criteria focus on input values, output responses, and structural
elements, they do not fully capture the complexities and behaviors of CPS dataflow models. In
particular, the dynamics of CPS dataflow models are influenced by internal signal features and
interactions. Traditional testing strategies guided by input/output values do not guarantee that
the internal behavior of the system is well exercised, missing to reveal faults, as reported in our
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empirical validation. Signal feature coverage addresses these limitations by explicitly considering
the features of internal signals within CPS dataflow models that effectively reveal system faults.

Others also explored the notion of signal features to enhance the testing of CPS models. For
instance, Zander [70] introduced a comprehensive taxonomy of signal features tailored for dataflow
models and advocated for their use in describing specifications and test oracles. Matinnejad et al.
[46] similarly delved into signal features and emphasized the significance of diversifying signal
features to enhance test generation processes. Others advocate that internal signals can be useful for
fault identification and localization [24, 34]. In this article, we contribute to this body of knowledge
by defining a novel way of exploiting features based on the notion of Signal feature coverage that
drives test generation toward exercising the features of internal signals of CPS dataflow models.
While our approach focuses on statistical and spectral signal features (detailed in Section 3.1),
the taxonomy in [12] primarily addresses signal behaviors such as spikes, oscillatory behavior,
and transient characteristics (e.g., rise time, fall time, overshoot, and undershoot). Both sets of
features are complementary, with our work concentrating on quantifiable statistical and spectral
attributes, whereas [12] explores specific behavioral patterns. We believe that combining both
perspectives could lead to an even more comprehensive understanding of signal behavior in CPS
dataflow models.

Another area of research considers the fusion of formal methods [49] and model checking
techniques [51] with coverage-based testing. These approaches use formal specifications to guide
the test case generation process and verify desired system properties [16, 19, 37]. Another work in
[4] introduces an adaptive test generation strategy to achieve specification coverage for temporal
logic properties. We also mention the work in [17] which leverages coverage metrics on the state
space of hybrid systems to enhance the effectiveness of falsification methods. In contrast, our
approach capitalizes on formal specifications (i.e., system safety properties expressed in STL) to
identify critical signals and features, which are then taken into consideration for generating test
cases based on signal feature coverage. Furthermore, researchers have explored the automation of
test case generation using techniques such as genetic algorithms [3, 54] and search-based testing
[66, 71]. Similar to these works that utilize search-based strategies for test case generation w.r.t. a
given test objective, we employ PSO to generate test cases that maximize the coverage of signal
features.

We also mention research on other coverage-based falsification methods that target the input or
output space. For example, the work in [64] introduces a robustness-based confidence measure
designed to evaluate the likelihood that a system cannot be falsified. This measure is based on
a coverage criterion of the input space, which evaluates how thoroughly the entire input space
has been explored, along with a focused exploration of regions where low robustness is detected.
Additionally, we discuss the PART-X falsification algorithm (utilized in the Ψ-TaLiRo tool suite)
[55], which adaptively partitions the search space around falsifying points. This algorithm employs
local Gaussian process estimates to iteratively branch and sample within the input space. In our
work, we also evaluate our proposed testing approach against these coverage-based falsification
methods (FT-Ψ-TaLiRo, FT-S-TaLiRo and FT-Confidence) and demonstrate its superior effectiveness
compared to current state-of-the-art techniques.

In addition, researchers have explored mutation-based testing of CPS Simulink dataflow models,
where the focus is on detecting the seeded faults [13, 25]. Recently, PBMT [8] has been proposed
to address mutation testing of CPS Simulink models w.r.t. STL properties. In our experiments, we
leveraged this concept to demonstrate the mutant-killing capability of the test suite generated
using our proposed FCT technique.
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6 Conclusion and Future Work
In this article, we introduced the notion of signal feature coverage as a coverage metric based on
common signal features and tailored for CPS dataflow models. We also designed a test generation
strategy aiming to maximize the signal feature coverage for a given set of features and signals.
We demonstrated the effectiveness of our approach against four state-of-the-art methods. We
showed that by generating tests that improve the coverage of features of internal signals of a system
model, the testing process has improved fault detection than state-of-the-art testing strategies. The
improvement is observed consistently across all properties and subjects used in the experiments.
From the results obtained, we extract the following key insights: (1) By leveraging the signal
features, the resulting coverage criteria are better tailored to capture the behavior and nuances of
the CPS models. (2) Test suites focusing on maximizing feature coverage of signals result in higher
mutation killing score.

Our approach is agnostic to the source of the signals; as long as we can instrument and execute the
system model, whether in a simulated environment or a real-world application, we can effectively
apply our method. This flexibility ensures that our approach is not limited by the test environment,
and it can be extended to practical scenarios provided that the system can be instrumented to
capture the necessary signal data. While the current evaluation focuses on simulated environments,
which are the norm for testing CPS dataflow models, future work could explore the application of
our approach in real-world settings to further validate its practical performance.

In the future, we aim to extend our research to investigate the applicability of signal feature
coverage to higher-order mutants, exploring its potential in more complex scenarios. Additionally,
we plan to delve into the interplay of different signal features affecting system specifications to
refine our testing approach further. These efforts promise to advance the knowledge in CPS testing,
paving the way for more robust and reliable CPS in the future.
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Appendices
A Results Considering Variance for Signal Feature Coverage
A.1 Comprehensive Signal Feature Coverage
Figure A1 shows the trends over time of Z2><? for various test generation techniques. We present a
tubular visualization showcasing the Z2><? , incorporating minimum, maximum, and mean values.
The boundaries of the tubes are defined by the minimum and maximum values, with the mean
value depicted by a thick line encapsulated within these boundaries.

A.2 GT Signal Feature Coverage
Figure A2 shows the trends of Zq (computed for GT features and signals) obtained by different test
generation techniques. Similar to Figure A1, this tubular visualization shows minimum, maximum,
and mean values of Zq . We note that all the tubes are tightly packed, indicating that there is not a
significant spread in the data. For more detailed information on the data, we encourage the readers
to visit our online repository.
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Fig. A1. Trends over time of Z2><? achieved by different test generation strategies.
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Fig. A2. Trends over time of Zq achieved by different test generation strategies.
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Fig. A2. Continued

B Results Considering Variance for PBMT
In Figure B1, we show the trends over time of the number of mutants q-killed w.r.t. a given property
q , incorporating minimum, maximum, and mean values. This visualization offers a comprehensive
representation of the variability in mutant killing across different scenarios, allowing for a clearer
understanding of the overall performance.
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Fig. B1. Trends over time of the number of q-killed mutants by different test generation strategies.
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